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Abstract -When it comes to web application, confidentiality,
availability and integrity of individuals and organizations data
are not assured. Open Web Application Security Project
(OWASP) has identified SQL injection attacks as common
threat to the web application. Consequently, many researchers
have proposed different approaches for either detection,
prevention or classification/categorization of SQL injection
attack. Machine learning approach is one of the approaches
existing in the literature, though not very much research
outputs with this approach are available in the literature. This
implies that, future researchers can still apply machine learning
approach in addressing SQL injection attack problem. For this
reason, this study presents a systematic literature review on
SQL injection attack detection, prevention and classification
based on machine learning approach. In order to obtain SQL
injection attack related articles, various search engines and
scholar databases were visited. The authors review analysis
revealed that most of the proposed machine leaning approaches
were proposed to only detect whether an application is
vulnerable to SQL injection attack or not. Very few were
proposed to prevent and classify the injection based on the
attack type. It is our hope that this review will provide a
theoretical background for future research and enable future
researches to identify how and where machine learning
approaches have been used to address SQL injection attack.

Index Terms - Categorization, Detection, Prevention, SQL
injection Attack, Machine learning.

I. INTRODUCTION

Technology has burgeoned to the degree that individuals,
groups and organizations keep save of vital and confidential
information such as date of birth, password, username, credit
card information, email address, mobile phone, student and
staff identification number, last and first name, staff
identification number and work address number that relates
to individuals, groups organizations and partners (customers)
on the World Wide Web (WWW). When a particular
database is attacked, information in the database can be
revealed to illicit users, even modified by the hackers or
totally moped out from the database through various web

application vulnerabilities such Denial of Service (DoS),
Cross Script (CSS) and Structural Query Language Injection
Attacks (SQLI) [1].

The SQL Injection Attack (SQLIA) is a type of attack that
injects malicious codes into the original query structure of a
web application with the motive of modifying, deleting,
retrieving/manipulating sensitive data that target databases
connected web applications [2]. This vulnerability subsists
when there is no proper input validation, standard error
reporting and poor website administration [3]. Malicious
code can be injected into a web application that is poorly
designed in other to get access to the back end database.
There are scores of location where users can input data in web
applications such as URLs and login form, each leading to
SQL injection attack opportunity resulting to loss of integrity,
market value and confidentiality of an organization [4].
Various methods have been proposed to detect, prevent and
even classify SQLI such as static, dynamic and machine
learning based approach [2].

Machine learning is defined as a type of Artificial
Intelligence (Al) that gives computers the ability to learn
without being explicitly programmed. Machine learning
focuses on the development of computer programs that can
change when exposed to new data [5]. Addendum, machine
learning has become one of the bases of information
technology in which knowledge is discovered using different
algorithms from a specified form of data over two decades [6].
The intrinsic ability to learn knowledge from data, technique
of machine learning is believed to attract better attention in
information retrieval, data mining and pattern recognition
because data plays indispensable role in machine learning
and learning algorithm that are used to learn knowledge and
discover properties from the data [7]. There are various types
of model in machine learning such as Neural Network (NN),
Support Vector Machine (SMV) and Naive Bayes (NB) to
mention but a few [8]. This study presents a systematic
literature review on Detection, Prevention and Classification
of SQL Injection Attacks using machine learning approach.


http://searchcio.techtarget.com/definition/AI

The seven (7) most popular attack types of SQL injection [10]

were considered in the review. The Table 1 below illustrates
the seven (7) most SQL injection attack types.
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