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Abstract— As a result of several attractive features
(portability and access to voice and data services) of mobile
devices, People started going to their work place with their
mobile devices and connect to their enterprise network to do
their official daily job. This has given rise to a policy called Bring
Your Own Devices (BYOD). BYOD policy has come with a lot of
benefits for both the employees and enterprise. For instance,
employer gains access to employee anytime thereby increase
productivity of the enterprise. BYOD faces a lot of challenges
such as security challenge. To determine who access enterprise
resources and how the resources are been access, poses a serious
security concerned as both the knowledge and ownership means
of authentication in traditional network are not sufficient for
BYOD environment. An unauthorized access to enterprise
sensitive information through lost mobile device of employee’s,
solder surfing password attack and password guessing attack can
lead to data leakage. Also, unmonitored employee mobile device
when connected to enterprise resources can inadvertently cause
malicious application attack on the enterprise network. To
address these security issues, this study is proposing a framework
for multi-layer access control that will not only authenticate
legitimate user of mobile device at point of login to enterprise
resource, but also control and monitor the behavior of legitimate
mobile device user when connected to the enterprise resources.
The multi-layer access control consist of two-factor
authentication layer framework and mobile device access
monitoring layer. The two-factor authentication framework will
combine both the knowledge based and biometrics based
authentication technique to form unobtrusive authentication
technique for mobile device in BYOD environment. The second
layer monitors the behavior of mobile device when connected to
enterprise resource. For proper decision in an uncertainty
environment like BYOD, Trust-fuzzy algorithm will be developed
to form fuzzy inference engine for decision making. The system
will be simulated using Matlab. It is expected that the algorithm
that relies on trust and fuzzy logic concept will be effective in
terms of running-time and throughput.
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l. INTRODUCTION

Modern computing has undergone several notable
transitions since its birth in the 1960s, with progress from
mainframe computing to minicomputers and then to client-
server driven personal computing (PC). The PC era led the
information technology (IT) world to internet computing.
Mobile computing has supplanted internet computing because
of the proliferation of cloud-based applications and mobile
devices (such as smartphones, laptops, palmtops and tablets).
People are able experience high-quality computing at their
palms through cloud-based applications and mobile devices.
Workers bring their personal mobile devices to their
workplaces. Mobile devices such as smartphones and tablets
combine portability and voice and data services to open up a
wide variety of potential mobile applications, “anytime and
anywhere”[1]. People have started to bring their mobile
devices to their workplaces and connecting to their company
networks to perform their jobs and connect to various social
network platforms such as Facebook and BlackBerry
Messenger (BBM).

Using personal mobile devices for work has given rise to a
trend called “Bring Your Own Devices” or BYOD [2]-[4].
BYOD programs and policies empower people to choose the
best device to get their work done, including personally owned
consumer smartphones, tablets and laptops [5]. BYOD is an
enterprise IT policy that encourages employees to use their
own devices to access sensitive corporate data at work through
the enterprise IT infrastructure [6]. Ref. [7] defined BYOD as
the use of employee-owned devices to access enterprise
content and the enterprise network. A BYOD policy not only
allows employees access to enterprise data when at the
workplace but also allows them to access enterprise data
outside the enterprise environment. When employees’ access
enterprise resources without being control, there will be room
for a lot of information security breaches such as data leakage
that can lead to data theft. More so, employee mobile device
can be infected with malware, due to the interaction with the
cloud based applications. Many mobile devices users rely on
security measure offer by mobile device manufacturer.
Security measures such are four digits password for
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Figure 1 Level of BYOD deployment in both emerging economies and developed economies (Ovum, 2012).

authentication and too weak antivirus are common protection
offer by most mobile device manufacture

Meanwhile, the security mechanisms offered by most
popular mobile operating system offer only limited protection
to the threats posed by malicious applications that may be
inadvertently installed by the users and therefore they do not
meet the security standards required in corporate environments
[8]. To address this problem, this research is proposing a
framework for multi-layer access control that aims at
addressing the problem of data leakage that may occur as a
result of unauthorized access to the enterprise resources and
the problem of malware infection that may occur as a result of
unmonitored interaction of mobile device with the cloud when
connected to the enterprise resources.

1.  BYOD DEPLOYMENT LEVEL

Although BYOD began to surface in 2003, it really took
off in 2011[3]. Growing pressures to enable and support the
use of Smartphone tablets and other personal devices in the
workplace means that ignoring the need to put in place some
form of BYOD policy is no longer an option for today’s
businesses[9]. Ref. [10] carries out survey that determines
whether BYOD is growing only in United States or a large
enterprise reveals that BYOD is a global phenomenon. Cisco
carries out this survey across eight countries in three region
(Latin America, Asia, and Europe) including both enterprises
(1000 or more employees) and midsize Companies (500-999
employees).

A survey of three thousand seven hundred and ninety six
consumers conducted by [11] in seventeen countries in both
emerging economies and developed economies (figure 1)
reveals that seventy five percent of users in countries with

emerging high-growth economies such as Malaysia,
Singapore, Brazil, India and Russia use their own mobile
devices at work, while forty four percent of workers in
countries with developed economies like US, UK, Sweden,
Italy and Japan use their own mobile devices at work. Ref.
[12] predicts that by 2018 seventy percent of mobile users will
conduct all their work on personal smart devices. These
surveys reports show that BYOD policy has come to stay in
both emerging economies and developed countries.

I1l.  BENEFITS OF BYOD PoOLICY

When employees have the flexibility to choose the best
device for their office work, they become more mobile and
productive. The business benefits by having access to its
employees anytime, anyplace, blurring the work-leisure
divide, and it may save costs by having employees purchase
their preferred device rather than providing devices out of the
corporate budget [13]. Ref. [7] and [14] identify some
valuable benefits of BYOD. These benefits are management
flexibility, cost saving, maximized employee contentment and
simplified IT infrastructure. BYOD also provides a high level
of convenience to employees. There are published whitepapers
about BYOD from corporate organizations and information
security experts that discuss the benefits of BYOD. More
details about the benefits of BYOD can be found in ( [1], [5],
[7], [15]-[21] ). However, if both the organizations and their
employees are to reap the benefits of BYOD, then they must
also worry about the challenges of BYOD policy.

IV. CHALLENGES OF BYOD poLICY

While businesses are mainly concerned with maintaining
security, employees are worried about preserving the
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convenience they need in order to work from their mobile
devices, as well as the privacy they expect regarding the
personal information on the device [14]. One of the biggest
challenges for organizations is that corporate data are being
delivered to devices that are not managed by the IT
department. This has security implications for data leakage,
data theft and regulatory compliance [21]. Ref. [22] notes that
the real BYOD challenge is security and that the real security
challenge is not actually about the devices, it is about
controlling access from the devices to the corporate data. Ref.
[23] claims that loss or theft of mobile devices is the biggest
risk that a business could face by implementing BYOD
because it leads to loss of data to an unknown user. A survey
of 202 respondents (Figure 2) by [24] with an understanding
of the impact of the BYOD program on their business unit or
organization reveals that security concerns are among the top
challenges to implementing BYOD programs.

V. COMMON THREATS TO BYOD PoLICY

Survey carried out by security vendor trustwave revealed
that ninety percent of vulnerabilities common in desktop
computer were also present in mobile devices, regardless of
operating system [3]. Literature shows that data leakage,
distributed denial of services, and malware are the most
challenging security threat to BYOD [21].

A. Data leakage

Data leakage occurs as a result of access to enterprise data
anywhere and anytime by employee. Enterprise has little or no
control over corporate data because corporate data are now
stored and accessed by personal device of employee. If by
mistake, employee loss the device, the enterprise data on the
device will be available to the person that posses the device. If
the data available in the lost personal device are enterprise
confidential data, the data can be made available publicly by

the person in the possession of the lost device. The solution
that can be employed in this kind of scenario is to wipe the
data on the lost device

B. Distributed Denial of service

A Distributed Denial of Service (DDoS) attack is a
coordinated attack on the availability of services of a given
target system or network that is launched indirectly through
many compromised computing systems. DDoS can deny
regular employees to run computer networked machines or
their own personal devices.

C. Malware

Malware is a malicious application that can affect both
mobile device and corporate application. Mobile malwares are
application with code embedded within them that compromise
the security of the device or related data. When a device is
compromise by malware, corporate confidential data can be
lost and this can lead to background operation (sending text
message on behalf of the organization that owns the data) by
the attacker. Apart from device compromise by malware,
Corporate Application can also be affected by malware
application thereby making the application unusable or
malfunctioning. Malicious application normally take the form
of normal corporate application that have been injected with
malicious code. Also malicious application can be
encountered when a user visit a compromised site. More detail
on how malware affect BYOD can be found in [25].

VI. PROBLEM STATEMENT

When employee is empowered to choose the best device to
get their work done, people become more mobile and
productive. The business gains from having access to the
employee anytime, anyplace, blurring the work-leisure divide,
and in addition may actually further save costs by having the



employee purchase the preferred device rather than providing
it out of the corporate budget [13]. However, as both the
organizations and their employees are reaping the benefits of
BYOD, so also they are worry about the challenges of BYOD
policy. Ref. [23] claims that loss or theft of mobile devices is
the biggest risk that business could face by implementing
BYOD, because it leads to loss of data to unknown user.
Perhaps, with too restrictive authentication that rely on
password or Personal Identity Number (PIN) which surfers
from shoulder surfing attack, brute force, and password
guessing attacker can gain unauthorized access to enterprise
resources through lost mobile device. This unauthorized
access leads to a threat called data leakage. To prevent this
type of threat, a secure and scalable BYOD strategy is
required to manage the risks introduced by employee owned
devices as a result of loss of mobile device, stolen or perhaps
the employee leave the company [22]. There should be a way
in which employee unique identity will be linked with mobile
device of the employee, so that when attacker posses
employee’s mobile device, it will be difficult for the attacker
to access enterprise resources through the mobile device.

Apart from the problem of data leakage alighted above,
there is also a need for Information Technology(IT)
department of any enterprise to monitor or control the way
legitimate mobile device user’s behave when connected to
enterprise resources. Employees’ mobile devices are not only
use for making phone calls, texting message and for their
enterprise, but also use to connect to the available public
wireless local area network thereby allowing them to access
different cloud based applications services such as social
network, online entertainment, online shopping, game
applications and all other favorite applications depending on
individual. Many of these services do not have required
security mechanism to secure consumers mobile devices and
some are even sources of malware infection to consumers’
mobile devices. Malware infection on employee mobile device
can lead to malware infection on the enterprise network if
required security measure to prevent this is not in place.
Ideally, in a traditional setting where employee’s is provided
with an enterprise desktop computer, it is very easy to
centrally monitor and control the behavior of desktop
computer assigned to employee. The BYOD environment is a
pervasive environment that requires new access control
technique. This new access control technique is lacking in the
literature.

In recent year, however, there have been a tremendous
efforts in term of research on mobile devices security before
workers own mobile devices become tools for workplace.
Different platform calls for different security measure.
Moreover, most vendors do not design smartphones primarily
for businesses but instead for consumers who will utilize their
phones as personal devices [26]. The security mechanisms
offered by most popular mobile operating system offer only
limited protection to the threats posed by malicious
applications that may be inadvertently installed by the users
and they do not meet the security standards required in
corporate environments [8]. Therefore, this study is proposing
a framework for multi-layer access control that will not only
authenticate legitimate user of mobile device at point of login

to enterprise resource, but also control and monitor the
behavior of legitimate mobile device user when connected to
the enterprise resources. The multi-layer access control aims
to address the problem of data leakage that may occur as a
result of unauthorized access to the enterprise resources and
malware infection that may occur as a result of unmonitored
interaction of mobile device with the cloud when connected to
the enterprise resources.

VII. SIGNIFICANT OF STUDY

Growing pressures to enable and support the use of
smartphones, tablets and other personal devices in the
workplace means that ignoring the need to put in place some
form of BYOD policy is no longer an option for today’s
businesses [9]. Cisco survey [10] that determines whether
BYOD is growing only in United States or large enterprises
reveals that BYOD is a global phenomenon. Ref. [11] survey
of 3796 consumers in 17 countries in both emerging
economies and developed economies, reveals that seventy five
percent of users in countries with emerging high-growth
economies such as Malaysia, Singapore, Brazil, India and
Russia use their own mobile devices at work, while 40% of
workers in countries with developed economies like US, UK,
Sweden, Italy and Japan use their own mobile devices at work.
Gartner [12] predicts that by 2018 seventy percent of mobile
users will conduct all their works on personal smart devices.
These surveys reports show that BYOD has come to stay in
both emerging economies and developed countries.

With this level of BYOD policy deployment and with
future prediction on deployment, the security challenges
confronting BYOD need to be addressed. This study is taking
a step in addressing security challenges confronting BYOD
policy. The need for addressing these challenges makes this
study significant.

VIII. OBJECTIVES

The general objective of this study is to propose a
framework for multi-layer access control in BYOD
environment, thereby offering a potential future applications
for better security, implementation, and management of
BYOD policy. To achieve this objective, the study will be
guided by the following specific objectives:

1. To propose a framework that combines both the
biometric and knowledge based technique for remote
authentication of mobile device in BYOD environment

2. To formulate a Trust based model that is based on
behavior of mobile device with a view/in order to compute
trust value of mobile device in BYOD environment

3. To develop Trust-fuzzy algorithm for remote access
control of mobile device in BYOD environment.

IX. ScoPE

Literature shows that data leakage, distributed denial of
services, and Malware are the most challenging security threat
to BYOD policy. Security issue in BYOD environment has
been major concerned of academic researchers, though, not



much contributions have been made in addressing these
security challenges. In fact, Very little have been done by
researcher in addressing the challenges (both security
challenges and others) of BYOD.

However, this study is not to address all the challenges
confronting BYOD policy. The study is focusing on
addressing the problem of access control that is lacking in
both the literature and industries, which aim to prevent data
leakage and malicious attack on organization resources. It is
important to note that the vision of multi-layer access control
framework for BYOD is to offer potential future application
that will enable IT department of an enterprise to
automatically control employees’ mobile devices for better
security without an infringement on the privacy the employees
deserve.

X.  LITERATURE REVIEW

Although BYOD began to surface in 2003 it really took off
in 2011 [3], most studies on BYOD were executed by
consulting firms and offer mostly description of the
phenomenon as well as normative advice for executives [27].
There are whitepapers ([7] , [17]) that give details about the
deployment of BYOD policy. Some of these whitepapers
identified risk associated with BYOD and provided non-
technical (more or less like administrative based solutions)
solutions to most of these risks. Ref. [3], [16], [20], [21], [22],
[28]-[32] present their expertise opinions on BYOD security
issues and give their expertise advices on how organization
can handle this security challenge administratively.

Ref. [6] identifies a number of issues in a straightforward
approach of checking BYOD smart phones periodically in
order to prevent security breaches. These issues are: running
constantly scanning anti-malware software on smart phones is
too costly energy-wise; checking all the smart phones is
inconvenient for both the employees and the employer. They
propose a carefully planned but otherwise random sampling
approach called strategic sampling In order to address the
aforementioned problems.  Similarly, [33] believes many
existing BYOD security practices are costly to implement and
intrusive to employees, which to some degree negate BYOD
perceived benefits. In order to address this problem, they
proposed prioritized defense deployment. A concept and a
distributed algorithm both name T-dominance was proposed to
capture the temporal-spatial pattern in an enterprise
environment. They identified a few desirable properties of
prioritized defense deployment, and analytically show that T-
dominance satisfied such properties.

Ref. [8] describes a security framework for mobile
devices that ensures that only applications that comply with
the organization security policy are installed on the registered
devices. Their framework consists of a security policy
manager that mediates access to the application store and an
installer application that tells the user which applications can
be safely installed. This is done by inferring behavioral
models from applications and by validating them against the
security policy. One weakness of this framework is that, attack
on organization resources through mobile device does not only
come through the application on the mobile device. There are

different ways in which attack can occur in a pervasive
environment like BYOD.

In order to prevent occurrence of data leakage, and
malware application attack in BYOD environment, there is
need to put in place a mechanism that will monitor/control the
way and manner in which mobile devices access enterprise
resources. It is in line with this that this study aims to propose
a framework for multi-layer access control that will not only
authenticate legitimate user of mobile device at point of login
to enterprise resource, but also unobtrusively control and
monitor the behavior of legitimate mobile device user when
connected to the enterprise resources. The authentication layer
will base on two-factor authentication technique that combine
both the knowledge-based factor and biometrics-base factor
techniques of authentications to form a single authentication
technique for mobile devices in BYOD environment. While
the controlling and monitoring layer relies on the behavior of
legitimate user mobile device when connected to enterprise
resources.

XI.  RESEARCH METHODOLOGY

BYOD npolicy is a special pervasive environment that
needs special ways of securing it. It a special pervasive
environment in the sense that the mobile device users
(employees) must unavoidably get access to organization
resources to get their daily job done. Unlike other pervasive
environment like Grid computing environment where
requester can choose from various service providers to get
their daily job done. As a result of this specialty, any security
measure that will be implemented in BYOD environment must
be flexible and free from tampering with the right of the
privacy of the employees as well as their convenience. In line
with the above issues, this study is proposing a framework for
multi-layer access control that combines the concept of two-
factor authentication technique, trust concept, and fuzzy logic
concept. The two-factor authentication being a separate
framework in the multi-layer access control framework will
employ both the knowledge-based factor (password) and
biometric-based factor (keystroke dynamics) techniques of
authentication to form a single remote authentication
technique for mobile devices in BYOD environment. Figure 3
shows framework for the two factor authentication.

After successful login by mobile device user, mobile
device is then monitored and controlled based on trust value
that rely on the behavior of the mobile devices. To determine
this trust value, a trust- based model that depend on the
behavior of mobile device will be formulated. Trust-based
access control has been recognized and used in many areas
where dynamism is necessary. These areas include virtual
organization, distributed system, network to mention but a
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few. In all the areas of applications, trust value or level is
always sorted for by formulating trust based access control
that suit the area in which trust-based access control is applied.
However, in this study, trust-based model that relies on
behavior of mobile device will be formulated in order to
calculate trust value that will be later used to decide whether a
mobile device should remain connected to enterprise resources
or otherwise. This trust-based model formulation will lead to
trust management system (Figure 4) that automatically
calculates and updates trust value of employee’s mobile
device.

For proper decision making in an uncertainty environment
such as BYOD, Fuzzy logic is a great tool for decision making
based on rules. The Trust value calculated from Trust based
access control model will be used together with fuzzy logic
concept to come up with Trust-fuzzy algorithm for access
control decision system. Fuzzy inference system based on
certain rules will be developed and this will be simulated
using Mathlab. Figure 4 shows over all Trust-Fuzzy access
control framework.

XIl.  EXPECTED RESULTS

The overall vision of this study is to offer a framework for
multi-layer access control in BYOD environment. The
proposed framework consist of authentication layer and
monitoring layer. It is expected that the authentication layer
provide solution to the problem of unauthorized access that
can lead to data leakage. It is also expected that the proposed
authentication layer does not affect the privacy that the
employee deserve. The second layer of the overall framework
has to do with monitoring of mobile devices when connected
to enterprise resource. It is expected that this layer addresses
the problem of malicious applications that may be
inadvertently installed by employee mobile device as a result
of improper monitoring, thereby causing attack on enterprise
network. It is expected that the overall proposed multi-layer
access control framework results to a potential future
application that will give room for secure BYOD environment.
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