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[NTRODUCTION

Developing country like Nigeria faces more cybercrime
hreats in its oil and gas industry, this is due to the low level
of Pmparedness in the fight to combating cybercrime. This
research seeks 10 solve this problem by investigating the
cyber security vulnerability of the oil and gas systems, Isah
f al., (2016) by developing an implementable model of

inter-stream  Systems encryption and artificial agent to
counter malicious attacks on critical systems of oil and gas.
The benefits of digitalization in the oil and gas industry
are profound, but they are also causing cyber risks 1o
emerge, Maurice Smith, (2017). The Ponemon Ins’titute
LLC reported in February that almost 68 per cent f’f (?ll and
gas companies were affected by at least one significant
cyber incident in 2016, and many attacks are assumed to be
undetected or unpublished. And according to the Ponemon
stitute, 59 per cent of oil and gas companics surveyed
believe there is greater risK in the opermonal.technology
(OT) than the information technology (IT) enwr.onmem..
Critical network segments in production sites, which
used to be kept isolated, are now connected

to networks,
making the OT more vulnerable.
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Vi o f e s
come into play Philip:tem(‘;:ﬁ; sgoe:':l g d}ruts

5 ). The first is the
exposure of employees to outside emails. Over 400
bu?“‘?sses every day are exposed 10 email “spear-
phishing” schemes draining three billion dollars from
businesses over the last three years. The percentage of
emails that contain potential business disrupting malware
today stands at one in 131, the highest rate in five years.

A second issue involves attacks by organized groups on
critical infrastructure. Oil & gas facilities are increasingly
considered critical national infrastructure. As such they are
targeted not only by malevolent individuals but also by
organizations that use cyber-attacks as weapons 1o be used
to weaken nation states and other global institutions.

A third element to consider when formulating a cyber-
security strategy is the proliferation of mobi!e devices. Cell
phones, tablets, laptops and .thumb drives in the hn:::\s.(;f
practically every oil & gas industry employee WOT wide
development of more moder and

robust security policies. The added connectivity of these
devices makes it easy for outsiders who guess OF steal

passwords 10 penetrate the control environment.
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jpstream sector: Thj
The Uj ) : This ¢o ;
l‘d roduction Mprise

a The critical infrastructure Sysl
{his sector includes ems of
_ Exploratory rigs systems
- Drilling rigs system
_ Remotely data acquisition g
_ Industrial control systems ystem,
_ Drilling control system b
. Data conversion, '

_ Remote camera network
_ Access control sensors
_ Processors.

of
Explora“On

Nieregy Under

o The Mids_tream sector: This inc|
and transportation operations of prod udes logistics
The critical infrastructure systems i ucts
pipeline control system, neludes,
. Storage systems,

Pumping stations control system
Depots loading systems. 1

-

3. The Downstream sector: This i
of product refining, manufacturiI::n:i“::ldcs majorly
The critical infrastructure systems inc:ludt-.:z=s
Refining control software systems |
_ Manufacturing software applications
Sales and data information files.

1.1 AIM AND OBJECTIVES

The aim of this research proposal is to investigate the
vulnerability of oil and gas critical Infrastructures and to
develop a tracking algorithm to track malicious attacks on
the streams.

This aim will be achieved by the following objectives;

To employ cyber security tools to test critical infrastructure
systems.

To design system of a developed algorithm of data and
server applications tracking.

2 THECYBER SECURITY ISSUES ON OIL
AND GAS INTER-STREAM SECTORS

The operations of the main sectors of the oil and gas as
mentioned above are almost fully lutor_natfd now for ease
and efficient control, maintenance, monitoring

of essential activities. The streams are
stream and the Down—strem;i Two g;:lmi Ufhﬁ‘v :
& Joel, 0. F.(2012) are chiefly emp

are the Computerized Maintenance Management System*
(CMMS) and Supervisory Control and Dat2 Acquisition

(SCADA) system.
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admini Int
Ministrators 4 "‘°:irtr:::s (GUIY of the system fior
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The CMMm
Processes .nds ::: Computer oriented system that controls
SolliN e i it (i ltics
Tesources, For iware and even some software based
well as (he channs:anm' the Power and water utilities as
828 products “:45 a.nd network of pipelines of the oil and
activities of th onitoring, control and faults tracing
methods ofph);siza?‘:m‘llﬁes are no longer by the legacy
TheyFare remotely be';\:?ii:zd P e
or ;
be on lh:“ﬂ:‘:;“;yﬂ_elq to work effectively, they have to
e to e ik ork within the cyberspace, hence this give
Rescarch h}; er security issues of the whole system.
Tt s shown that these systems themselves are
g attacked. Therefore tracking and detecting atiacks

location fi :
or real-time co : 3
schiton: untermeasure is an important

13 STATEMENTS OF THE PROBLEM

The current nature of oil & gas operations that is digital
and mdgstna\ly ICT driven. As much as it's benefits, it has
greatly increased the cyber-attack risks.

According to Philippe Carle (2017), Cyber-attacks cost
companies worldwide an estimated $300-400 billion each
year in unanticipated downtime and still counting. Some
large industrial organizations estimate their cost of
downtime in the millions of dollars per hour. When a plant
shuts down unexpectedly, it takes 3 10 4 days to get
everything started up again. These are sobering business
continuity-related lost revenue numbers.

Emmanuel Elebeke (2018) in a report dated January 31
2018 in Vanguard newspaper and titled Cyber-attacks:
Banks, health sector, MDAs major target in 2018, the
National Information Technology Development Agency
(NITDA) raised alarm over impending cy_ber-mmks in
2018 that many Nigerian companies are at risk unless they
be;intnp\npmperpmection measures ll\p\tt..somt of
mepnvimuwuksmviewdm:hkwlmnde_wme
dmmmmqbﬂsecwitydnlkngesmdtm\md’
pmmmy.hnmmy\_vm nohblemmkmukm
on-the-act with their solutions.

R
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1.4 REVIEW OF SOME RELATED WORKS

Christina Nikolova (2019), affirmed that cyber
security is of very high priority in organized oil and gas
businesses due the commercially sensitive data and other
automated infrastructures. This was also collaborated by
Trond Winther (2015) in the executive summary of Lysne
Committee study, the author observed that the Industrial
automation, control and safety systems used in the oil and
gas sector are now digitalized and as such, their operations
are dependent on technology and digital systems. This has

accordingly, exposed the oil and gas sector to digital
vulnerability.

One of the more serious cyber-attacks on data and
software applications on the cyber space, especially on oil
and gas systems are the Denial-of-Service (DoS) attack and
Distributed Denial-of-Service (DDoS). Lo, C. C., Huang,
C. C., & Ku, 1. (2010, September), presents a cooperative
intrusion detection system framework for cloud computing
networks. They proposed a solution on how to reduce the
impact of DoS attack or DDoS in cloud computing

environment. The method implemented is to allow IDSs in
cloud computing region to exchange alert with each other,
whereas each IDSs has a cooperative agent used to compute
and determine whether to accept or deny an alert from other
IDSs. Thus the occurrence of same type of attack is
avoided. This method is efficient in intrusion detection.
The paper neither considers how to prevent new type of
attacks nor did it detail on locating the attacks.

In assessing the security risk of oil and gas industries,
Srivastava, A., & Gupta, J. P. (2010) worked on some new
methodologies. The authors discussed a number of security
risks, but of more interest is the treats vulnerability of the
industry (oil and gas) which is also the focus of this paper.
The authors employed the Security Risk Factor Table

(SRFT) and the Stepped Matrix Procedure (SMP Matrix)
model to assess the security risks. The authors proffers
some safety barriers of which isolation of critical systems
from the internet and network top the safety barrier.
However, isolation of these critical systems could also
cause temporary halt to system operations. Hence the focus
of this paper is to identify and remedy attacks while system
continue operations.

In the comparative study of intrusion detection system

and its recovery mechanism, Khan, N. Y., Rauf, B, &
Ahmed, K. (2010), analyzed intrusion detection systems
(IDS) ability to detect the intrusions in computer systems
after a thorough comparative theoretical study, The authors
thoroughly discusses IDS highlighting its different
characteristics, suggests the usage of Host Based IDS in the
organizations to provide complete protection. The authors
showed that damaged data can be recovered by the IDS
using the recovery mechanism. The study was able to
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detect intrusion and also able to recover it ..
security system can neu_h_cr prevent an im"“:igh tay,
Jocate the intruders’ position.

et al., (2017), carried out an appre.:

5 I:(I)1|?-::ng some of the problems faci’:,';elﬁ:t:: r%‘
industries. The authors observ.ed !hal Critica) i .nda:
involved in oil and gas industries in the are, m«:‘“lqi"
refining and others. These processes are o hephh'"ﬂ
Wireless sensor network (_WSN)' solution was g; I%"'q'
the authors highlighting its various uses jp the "“b,
midstream and the down‘sl-rcarr.\. WSN o
transmission and other sensitive informatig, ds by,
between the terminals. As much as the WSN .““t
challenge of being t'argete_d because of its W‘m:‘-e.‘“t
cyber attackers which this aut.hor WeTE not abj ey,
their work. Tracking and locating these attacy, 'u&“‘\
of this paper. : focy,

Prabakar, M. A., Karthikeyan, M., & Mgy
(2013), presented an efficient technique for ﬂ\n&.ﬂ
SOL injection attack using a pattern matchip, :
Tge re:earch work used pattern matchin ,i:‘::"'ﬁ
identify or detect any anomaly packet from , "mh
action. The authors defined Injection attack a5 .::ﬁ
injecting any kind of malicious string or anomaly g o
the original string. To be able to detect and gy
injection attack (SQLIA) in a string, they Preven gy
Corasick pattern matching algorithm. Afier the Al
of the algorithm, the algorithms proved efficien s
of SQL attack but unable to deals with the in:‘
attacker’s location. o

Ullah, 1., Khan, N., & Aboalsamh H_ A @) g |
survey on BOTNET: its architecture, - i
and mitigation, describing Robot network as lhl b'.‘
network security threats faced by home i
organizations, and governments. The authors
several ways of detecting it based on the existin
of detection. BOTNET, a large network of -."
computers used to attack other computer 5 ’I 1
malicious intent, is the most significant current e
computer network security. It was analyzed in the resewsy |
structured based detection and behavioural based detes
as method of detecting BOTNET. Unfortunately, the wr
was unable to come out with prevention and mitigits
measure for BOTNET.

Singh et al., (2011) presented a paper titled detectin

and prevention of phishing attack using dynsms |

watermarking. This method caters for phishing attacks s
are increasing al a burgeoning rate which is high
problematic for social and financial websites. Since mm
existing methods surfer from one or more deficiency. &
authors proposed an approach for prevention of phishs

attack based on dynamic position watermarking techaigs:
The approach is divided in to three modules, namey.
Registration process, Login verification process ad ¥¢
site closing process. Conclusively, the research was ae®
conveniently and securely prevent phishing attack T
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Stigate how
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b Credentialed  Vulnerability investigation
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ckdown condition comprising of administrative
LOI"erability, configuration Vulnerability anq
wtch management vulnerability
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Non-Credentialed Vulnerability investigation
technigue: this will be conducted at;

ical penetration condition comprising of port
b. Ehi® network service detection

ity .
vulnﬂ'abll = manual automatic scan

wulnerability,
V'Lll ne]'abi | ity .
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i igati bjected to
these investigations are su ]

I re'su:la:aflysis and evaluated. The second part is to
o odel for mitigation and counter measures to
jevelop the m ded for implementation as pohc;_« by
» rﬂw[m";::lators and companies in oil and gas business.
opcrﬂtol'S. re : :

M thematical and logical considerations

. .

: . 2. Attacker (a), can strike at any pom: o;l

F?Teii::cc’ stream systems: Upstream  (us),
the I

ds
Midstream (m,) and Downstream ( ) .
s of the model is thus;
S

The linear expression

a(u, +m; +ds) = €t

Buts
:(ISI ,Id‘)' ()

Where
a = attack,

algorithm
et = encryption and tracking

C= control access
stems
Us = upstf eam 5.

mg = Midstreqy, Systems
d

5= downstream Systems

According 10 a rege

arch by the Worldwide Broadband
» Singapore has

. Slowesy
approxlmately 6039

We Sha“ use thl&e

thresholg broadbag WO countries

d internet
attackerg could strike,

as reference to set the
speed by which possible

bnn(:n _dthis mathematical eXpressions, conversions of
. Width units were employed in speed Mb/s (Megabits
PEr second) or K/s (Kilobits per second) into Megabytes
(MB) as the cage may be,

A"bit" is the least unit

of storage in discrete values of a ‘0"
or .l'i 8 b“S" byte.

A reasonable internet speed ranges from 3 to S Mbps 1o
a maximum of 100Mbps,

but for the purpose of maximum

security and the sensitivity index required for the proposed
System to respond to attack, the authors set the internet
speed threshold to 100Mbps higher than the fastest
country’s value as mentioned above.

Then, attacks intruding the oil and gas data and
applications’ systems is:

For the threshold, ‘-:2 =1255....(3)

jon, 222 = ()
For the fastest location, —— = 7.54875s

For the slowest location, 2’%1 = 0.038755 ...... .. (5)

Now, for | Megabyte (1e* byte) data to be compromised,
we have;

For the threshold, 169125 =80 :
For the fastest location, 1¢4/7.54875 = 1324722¢ ...

s +/0.03875 = 2.5806452¢
location, 1¢/0.0

For the slowes!

5. (B)
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o f fi Us, m, g ol ‘¢ which :
area O gure 1 . Compri E nd d'. ch 1S
g 20 Prise q
. that will counter the attack iy, '€ Wacking in tragipe' )10 8)expiying
slgo” 5 Encryption Standard (AES) o Ways: the any attag the atie 51t couldt © Sensitivity of the A
,\dvaﬂ"ti software and data on the server. T, t; al] the  Speeg o Ming oma |0carbe observed from (7). that
lica i ; raihe He . ta ion with S
apP icial Agent (FAA) is tracking anq , edback  this g gl crkte 1324729 Y the fastest interne

: uto 2
Aﬁ:jin malicious aftempts to the Access Contr:; a::ca"y
sfnlhﬂ Access Corft:rol l‘mcrfaccfs_ Since the Sectorg’ dmin
via | and administration are interconnecteq accegg

an

i " o point is detected and countered at a) Other);):itl:::k‘;
; 0
he sector-

jgorithm pseudo-code for the Ipger.

é'scr;llfion and Tracking Agents r-streams

n
GTART

GELECT TARGET FILE/APPLICATION FOR ATT ACK
ATTEMPT DECRYPTION ATTACK CODES

NPUT DECRYPTION ATTACK CODES
IFDEcRYPTION CODES INCORRECT

4A SEND UNSUCCESSFUL AND LOCATION OF
ATTACKS SMS/EMAIL TO STREAM CONTROL
ADMIN
£LSE IF DECRYPTION CODE CORRECT

FAA SEND SUCCESSFUL SMS/EMAIL TO STREAM
CONTROL ADMIN

DECRYPT AND ACCESS FILE/APPLICATION

END

The algorithm as stated above, shall l:ep'resents the expected
complex codes that shall be written in java language

3 RESULTS AND DISCUSSION f
Equation (1) and (2) explains thc' sl:m;lg ‘:.
operation of the model. In (1), for any possib - ““-
it must be targeted at either the upstream system us o
midstream system ‘ms’ or the downstream ly::“ X
the all at the same time. 'l'hcemrypﬁw W‘"’:
algorithm ‘et’ acting as an agent. will "‘ww“ M“MI“
activated to start up the mckinsofﬂlemll
the instant.

han the thresholg 35 to cause any breach,

Wi 3 :
ith o orne any attack coming from a location
efore it % SPeed, will even pe much s
2.530645 o ¢ 3")" breach Wwhen we compare th eOV.wer
in (6). conds in (8) to the thre A time
) shold of 8¢ seconds
The host
System otherwi
server, { TWise known as { i
ey alr‘:; st the data files of o) nnda;ash:h:n::cs::m
i 10 access control g Aniin s ng
m_mumcahol'l with th systems are all in
malicious s © cyberspace. Although the

st _ System is not normally in di
:xzmmcatwn Wwith the streams’ systems amiy :;m
S 10 the cyber s‘?ace from any location across the
. all oil and gas industries’ ems
ac;:esyblc to' ‘the malicious system. In the pz:med
solution, mahclqus attempt on the data file and software
applications are instantly being tracked and located.

4 CONCLUSION

All the three sectors of the oil and gas are linked
together for cyber security information sharing and system
administration. Encryption and Tracking agent is
embedded in critical system servers to track and report
malicious cyber-attacks on oil and gas facilities.

The result of the critical system wulnerability
investigation is utilized in the proposed system
development and also kept as data base for use by other
researchers working on oil and gas cyber security.
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