IEEE TRANSACTIONS ON NETWORK AND SERVICE MANAGEMENT, AUGUST 2@ 1

Securing Recommendations in Grouped P2P
E-Commerce Trust Model

Felix Musau, Guojun Warig Member, IEEE Shui Yu, Member, IEEEand Muhammad Bashir Abdullahi

Abstract—In dynamic peer to peer (P2P) e-commerce, it is Bob

an important and difficult problem to promote online businesses
without sacrificing the desired trust to secure transactions. In

Alice

this paper, we address malicious threats in order to guarantee Trust

secrecy and integrity of recommendations exchanged among Direct Trust Authorization -
peers in P2P e-commerce. In addition to trust, secret keys are Level ‘\Level How much do trust Bo?,
required to be established between each peer and its neighbors. Trusted e vamuchrw
Further, we propose a key management approachgkeying to 7 Intermediary for @«

generate six types of keys. Our work mainly focuses on key %
generation for securing recommendations, and ensuring the
integrity of recommendations. The proposed approach presente e ——

with a security and performance analysis, is more secure and - Indirect Trust .
more efficient in terms of communication cost, computation cost, - Level Alice

storage cost, and feasibility. Carol

generation; trust; security.

. INTRODUCTION
2P e-commerce is a computing application in whichnks increase. There is a necessity to ensure securityrast t

a peer communicates directly with others to exchané'é exchange of recommendation information. To address the
information, to inquire on products and services, or to ex#ireats and risks, we propose a method of generating sis type
cute business transactions. This poses a potential tmaat fOf keys, referred to agkeying For the integrity of recom-
malicious peers, as a peer rarely has any prior informatiftendations, Reed Solomon Code is used as an erasure code,
about others. In P2P e-commerce, key management has aigh it helps in reliability to recover recommendations that
used for the safety, storage, and transmission of infoonatiPass through unreliable channels. The peers have to manage
in the presence of malicious peers and other threats. PPEeats and risks involved in their transactions with naipri
and other decentralized, distributed systems are knowreto @xPerience and knowledge about each other’s reputatioist Tr
particularly vulnerable to sybil attacks [1]. Indeed, twpés has to be established, hence recommendations exchanged,
of keys have been used in many applications, i.e., encwptigansmitted, stored, and maintained among the peers in a
and decryption keys. Key pre-distribution has a drawback §foup, safeguarded by the generated six types of keys. In
which an attacker may know the distribution of the polyndmidh€ Proposed approach, trust relationships between peers a
shares on transit. As a result, an attacker may preciseggttardivided into four categories: 1) Trust relationship betwégo
certain peers, in an attempt to learn the shares of a paticu?eers in the same group; 2) Trust relationships within a peer
bivariate polynomial. In existing models, key managemef@foup; 3) Trust relationships between different groupst 4n
has been addressed among peers in general networks, Wist relationships between a peer in a group with another
little emphasis on continuous exchange of trust feedback ap€er outside the group.
recommendations. The damage caused by insecure exchange recommendation in our case refers to the feedback
of recommendations in P2P e-commerce is more than the othed trust evaluation level exchanged among peers. This is
applications. generated as trust recommendations based upon each peer’s

Previous approaches have not been able to address effggnion. For example, if Carol wants to trade with Alice for
tively the threats caused by malicious peers as entities dhe first time, and they have no idea of each other, then Carol
E. Musau G. Wan ) . gould ask Bob about Alice as shown in Fig. 1. In this case, the
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Peer{A.5,C) neighbor relation betweepeer, and peer,, as peer;, looks

for products of interest. According to Fig. Peer, has no
common interest wittpeer,. As peers change interest from
time to time, therefore, the relationship and neighborhood
links change accordingly. The changes necessitate theaipda
of keys.

In our approach, most keys are issued dynamically, and
change over time. Our approach improves the network re-
silience compared to existing schemes. In this paper, we
advance the area of P2P networks as it addresses malicious

% Peer (A B,C.D) attacks and other threats, which characterizes the beaavio
Peer;(D,E,F) T of compromised peers due to their chacteristics of open and
anonymous nature. This paper also advances integrity,-confi
dentiality, availability, reliability, and access contpmlicies in
decentralized P2P applications. We consider a way to éstabl

o ) a secure routing structure over which recommendations can
exchanged from malicious peers. The primary goal of oy exchanged reliably in the presence of malicious peers.

proposed approach is to establish a trusted, confidentidl, &itferent keys have different roles in the proposed grouped
secure channel among group members although there g o commerce structure. The recommendations exchanged

differences in trust levels. are secure as any compromise of any key would lead to key
The basic step to secure trust information is to provid@yocation and update of all keys.

cryptographic keys. Cryptography has two dominant fla- oyr goal in this paper is to address the above mentioned

vors, namely, symmetric-key (secret-key) and asymme&®ic- threats whenever peers exchange recommendations and trust

(public-key) approaches. In the symmetric-key cryptoB¥ap information among each other. Further, we provide a mecha-

the same key is used to encrypt and decrypt recommendatigygm to identifify and isolate malicious peers.
while in the asymmetric-key approach, different keys amdus oyr contribution is threefold:

to convert and recover information [2]. There is a variety
of symmetric or asymmetric algorithms available, such as
DES, AES, IDEA, RSA, and ElGamal [3], [4]. Threshold
cryptography [5] can also be used, a good example is Shamir's
(k;n) secret sharing scheme, where a secret is split into
pieces according to a random polynomial. 2
According to our approach, a peer joining a group ensures
that the group peers have same interest, and can be trusted to
a certain level. To join a group, a peer has to pass through
an admission control process as outlined in the prelimésari
The network environment is therefore operated and managed
by the peers, which makes P2P e-commerce depending upog)
a cooperative and trusting nature [6], [7]. A non-coopgeati
peer, also called a “free rider”, leaves the network at once
when it makes a selfish transaction. We note that a free rider
in our context is an abstract description of a non-cooperati
behavior, which is different from that in BitTorrent system . . . . )
work in Section Il. Next, we give system models in Section

In our approach, we prefer symmetric key techniques . oI ;
decentralized P2P e-commerce rather than asymmetric I|<ﬂ:‘ Section IV shows preliminaries. The proposed approach

. . . C : rgsented in Section V. Section VI deals with attacks. Sgcur
techniques, which require significantly more computation . ; . .
. . g - and performance analysis is given in Section VII. Sectioh VI
protect information from malicious entities.

L summarizes our conclusions and discusses future work.
In our approach, to secure all the communications, a key

is shared by a peer with each trusted neighbor. In P2P e-
commerce, trust relation is used for neighborhood fornmatio
[8]. A secret key delivery technique using a multi-hop teast  Key management is a fundamental task needed to safeguard
path is used. A neighbor peer finds a multi-hop secure pathd preserve the recommendations exchanged among peers. It
toward another. An adversary can easily listen to the traffiovolves: 1) How to reduce the overhead of key generation; 2)
impersonate one of the peers, or intentionally provide fakéow to minimize the number of encryptions and decryptions;
or misleading feedback. The peers’ trust relationships a8 How to reduce the number of key messages; and 4) How
based on the same interest as shown in Fig. 2. If two peéos share a secure group key. Interms of keying relation-
have no common interest, they have no relation to each otlship peers share keying materials for use in cryptographic
in our proposed approach. In Fig. 2, we consider a trustechanisms [9], [10]. The keying materials include public

2/3
Peer(A,C,D,E)
0/3

Fig. 2: Interest-based trusted neighbors.

1) The proposed approagdheyingis composed of six types
of keys. It provides efficient key generation among peers
in exchange of recommendations in P2P e-commerce
environment. This approach can be used to address
threats from malicious peers.
) The proposed approach can accommodate dynamic
groups of peers efficiently, while preserving anonymity.
It maintains the properties of forward and backward
secrecy among group members. In addition, it can resist
against threats and risks in the presence of malicious
peers.
Recommendations exchanged can be recovered in case
of any errors depending on a certain threshold. We
improve network resilience against peer capture and
other attacks.

Organization of the paper. First, we introduce related

Il. RELATED WORK
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and private key pairs, secret keys, initialization pararsgt system has a pair of keys in which a public key is distributed
and non-secret parameters supporting key management. fhthe system. The private keyis divided inton shares using
fundamental function of key management is the establishméhne (n, k£ + 1) threshold cryptography scheme. The shares are
and distribution of keying materials. Key establishment igistributed tor. arbitrarily chosen nodes (servers). In order to
subdivided into key agreement and key transport. Traditiorobtain a certificate, a node contadtst 1 servers and each
key management schemes use a key graph to manage allsttiwer generates a signature with its share of the private ke
keys in a group. This enables one key to be shared by manye & + 1 partial signatures are submitted to a combiner to
users resulting in the “one-affect-many” problem [12]. compute the certificate signature. Shares are distribwteal t
For an open message, the only claim the sending side @iven number of nodes that may be compromised.
make is that recommendations were modified on the way toChan et al. [11] proposed @composite random key pre-
the destination. To prove (or disprove) such a claim, ong-wdistribution scheme [18] for key management. The diffeeenc
hash of the recommendations is encrypted with a public kegtween their scheme and the earlier one is thabmmon
before being sent. There are many studies in network sgculieys (¢ > 1), instead of just a single one, are needed for
addressing key management, authentication, and vuldigyabisecure communications between a pair of nodes. Du et al. [19]
analysis, which form the basis of our work. proposed a key pre-distribution scheme, which can improve
Kim et al. [13] opened investigation on admission contradimultaneously the resilience of the network comparedherot
in peer groups and developed a framework using public keghemes. This approach has a disadvantage in P2P systems
infrastructure (PKI) certificates, digital signature, asecret as the use of key pre-distribution is not possible in dynamic
sharing. The work represents an initial attempt to consttac open, and anonymous systems.
admission control framework suitable for different flavafs Klaoudatou et al. [22] grouped the WSNs application envi-
peer groups, and match them with appropriate cryptograpmémments into two major categories (infrastructure-baeed
techniques and protocols. Their work did not deal with thefrastructureless) and have examined: a) Which of the elust
integration of admission control and group key managemeitased Group Key Agreement(GKA) protocols that appear in
Sun et al. [14] proposed a multi-group key managemetite literature are applicable to each category, and b) Talwhi
scheme (MGKMS). However, the method promotes centralegree the protocols will impact the systems performance.
ized mechanisms which can not work in decentralized P2P eMWu et al. [23] introduced an asymmetric group key agree-
commerce. Zhang et al. [8] proposed the evaluation sirhilariment (ASGKA), allowing a set of users to establish a common
degree under different context of services and gave loadl goublic encryption key. Their scheme achieves the advaatage
global reputation computation. Their work did not deal witlof both group key agreement and broadcast encryption. How-
issue of securing the recommendations ever, as the authors claimed, the scheme works only focstati
Eschenauer and Gligor [15] introduced a key managemerbups, and does not consider a member joining or leaving
scheme based on probabilistic key sharing for distributélde group. Once there is a member leaving, the system should
sensor networks with central key servers. They proposed te reset, including refreshing all users of both public and
use of redeployed keys for encrypting all communicationzivate keys, hence the communications among the group and
between peers. In their work, a session key between two pesssubgroups is broken. The scheme is inefficient if applied
can also be established using a logical path secured by thd®2P that has rapidly changing membership.
redeployed keys. The characteristics of P2P networks have contributed to
Xiong et al. [16] proposed PeerTrust, which is a dynamigsk and threats not addressed by existing technologies in
trust model for quantifying and assessing the trustwoetbsn distributed systems. Our work combines group key manage-
of peers in P2P e-commerce community. They showed thment and admission control that previous schemes failed to
the interference of recommendations takes place in storapress. Most of the earlier schemes were in centralized key
or during transmission, thus they used two layers, PKI basathnagement, where they relied more on trusted third parties
scheme and data replication, to increase security andilélja (TTPs). In our work, every peer participates in generathg t
of recommendation management. For feedback submissikays. The system addresses the change of keys dynamically
peer v submits the feedback about peer signed with its that previously relied on key graphs. Another key issue our
private key SK(v) along with its public keyPK (v). Each method has been a success is to rely on the cooperation of
piece of feedback is signed with the feedback source privatelividual peers other than a key distribution center (KDC)
key, which guarantees the integrity of the feedback and the generate keys. This eliminates the occurrent of malgiou
authenticity of the feedback origin. Josang et al. [17] psmal peers launching an attack at a central point, which has more
trust and reputation systems represent a significant trendimpact. A failure of the central point is a failure of the whol
decision support for Internet mediated service provisitime  system.
trust provides an incentive for good behavior and thereforeln P2P, a symmetric key encryption system enables an
tends to have a positive effect on market quality. In the woencrypted recommendation file to be decrypted by a user
they did not to address major threats in business transactiausing his private key. Shamir introduced the concept of
Zhou et al. [9] proposed a distributed key managemeitientity-based cryptosystem (IBC) to simplify the certifie
system, by using threshold cryptography to distribute ttrusmanagement process. In an ID-based setting, the public key
among a set of servers. The set of servers act as certifidatgenerated by TTP, called a private key generator (PKG).
signing authority to sign certificates. The whole networRn ID-based system enables peers to communicate without



IEEE TRANSACTIONS ON NETWORK AND SERVICE MANAGEMENT, AUGUST 2@ 4

exchanging private or public keys, and without accessing harm the system. A peer can be in passive mode and later
public directory. Sahai et al. [24] introduced the notion of in active mode.

an attribute-based encryption (ABE) as an extension of ID-. Active attack when a malicious peer received a rec-
based encryption [25], in which a sender encrypts a message, ommendation for forwarding, it can modify, or when

specifying an attribute set and a numberso that only the requested to provide recommendations on another peer, it
recipients who have at leaktattributes of the given attributes can inflate or bad mouth. The bad mouthing is a situation
can decrypt the message. where a malicious peer may collude with other malicious

When the membership changes, the attribute keys of the peers to launch attacks to honest peers.
changing user should be refreshed. Since one attribute is
shared by multiple users, the scheme cannot avoid the “one- IV. PRELIMINARIES

affect-many” problem. Goyal et al. [26] extended the idea |, yhis section, we give some foundations to form the basis
of ABE and presented two variants: key policy attributednhs of our approach

encryption (KP-ABE) and ciphertext policy attribute-bds1- -~ npecteq GraphLet G be a connected graph whose vertex

cryption (CP-ABE). The first CP-ABE scheme was prop_oses%t and edge set ave(G) andE(G) respectively. The distance
by Bethencourt et al. [27]. In a KP-ABE system, the privatE.nveen two vertices, and v, denoted byde (u, v), is the

key of a party is associated with an access policy defined ngﬁgth of a shortest path between them. NEte(G)| = n
a set of attributes while the ciphertext is associated wisleta |E(G)| = m, for u € V(G),T'(u) denotes the set of its

of attributes. neighbors inG, and the degree af is d, = [T'(u)|. If Gis a
connected graph on vertices, the edge connectivity 6f is
I1l. SYSTEM MODELS equal tok in all subgraphs of7, obtained by deleting edges

A. Network Model from G. If k is the edge connectivity @F, thenl <k <n —1

with k=n — 1, if and only if G = K,,. Let G andH be two

We consider a densely populated P2P e-commerce netw. F phs withV(G)"V(H) = 0. By GUH, we denote the disjoint
consisting of N peers. This can be formulated as an undirect ion of G and H. The join of G and]f denoted byG + H, is
graph,G = (V, E), whereVrepresents the set of peers in th‘?he graph with vertex sat(G + H) — \}(G)UV(H), and e’dge
UDP connections between end hosts, ile= {e1, €2, ....m }. Key Path A key path between peerd and

,tAn edg?'i:(lft’r:’) exists inG if pe?_rulsEallﬁwed to ”?atke_ eer B is defned as a sequence of peers:
ransactions with peer via a connection. Each peer main am%&,]\ﬁ),(Nl,Ng),...,(Nj1,Nj),(N.,»,B), such  that each

a list of unique identifiers of the peers in its neighborhoo bir of peers has at least one shared key after the key
N{u) = {U‘(UI’D?PE 3. Messaggs can bedsentbfrom a pflzer discovery phase. The length of the key path is the number of
to any peemw. P2 €-COMMErce IS assume to be an overiay Bgirs of peers in it. Each key is different from the other.

top of an existing physical network (e.g., the Internetini&ir Typically, G, is an elliptic-curve group an@s is a finite

to P2P e-commerce topology models in the literature [28]'f%Id. Alternatively, lete: G, x G, — G be a bilinear map,

peer can establish an overlay connection with any otherspeﬁ{e Lagrange’s polynomial coefficiet; s for i € Z, and a
so thatG forms a full mesh. '

o setS of elements inZ, is defined asA; s = []. g #%
We assume that a peey forms similarity groups based on, setup for the public key and master key: JGréjlﬂbg dz
their bu_sinesslintﬁrests. EE_"Ch rrJ]eer in a group frnainta_itr)m”ra P&re chosen and bilinear defined @G, x G; = Go. It also
reputation table that contains the reputation informatbal

the peers in its neighborhood with respect to direct busin Selscésli;”ﬂé ,Eegyeif;)}s(uci trE?thlé Be 2’951}5 O_aggfszi
transacted. The peer reputation table is updated whenevers, hy = g%, f "oy o |
there is a new observation either directly or indirectly.eTh ) ’
reputation information reflects the view or opinion of a peéﬁ
at a certain points in time about each of its business ne'rghbq(

= g%z ¢(g,9)*), and the master key is

1, B2,9%). The key generation algorithm takes as input the

aster keyMK and a set of feedbac® and outputs a private

ey corresponding t& It choosesr, ry. € Zy, rj € Z,, for
eachj € S. A private key is computed asSK = (D =

B. Attack Model gletn/B B = gr/P2 Vj e S: Dy = g H(j)7, D}, = g').

P2P e-commerce communities are day by day gainir_it‘; recursive aI_gorithmDecryptheel(C,S_K,)) that tak_es as
acceptance and popularity in the Internet, because theydero ! putC, as a private kepK asso_uated with a set of attribut8s
an infrastructure where expected products can be locat€d: a noder from a group. lfz is a peer, then let= att (‘T).'
and traded. However, peer characteristics open the door forr ¢ S then let DecryptPeer(C, SK, x) :e(Jf,; g;"‘mr;d it
possible threats, misuses, and abuses by malicious peerdS|then defined asDecryptPeer(C, SK, #) = Tprary =
this paper, we consider a situation where one or more peef& -7 ".9™") _ / yre(0) | denotes a special symbol

T i)az (0)
may be compromised and act maliciously in the network. Theimeqd’ qy d)ecryption.

compromised peer(s) may launch the following attacks: Admission ControlKey management is important to control
« Passive attacKisten to incoming and outgoing messageshe membership of a group as in Fig. 3. There are many appli-
in order to infer the relevant information from the transeations that require key management to control membership,
mitted recommendations, i.e., eavesdroppng, but doesa'y|., video conferencing, collaborative workspaces, inpaltty
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Protected Groups

in a decentralized P2P e-commerce are questionable, due to
anonymous and open nature of their existence to attacks. PGP
has been well known for achieving these requirements ttroug

a web of trust. As time goes by, they grow into a web of trust
that works well in a dynamic and decentralized environment
[20].

Each peer advertises its trust information to others fre-
guently and updates its recommendations among group mem-
bers. In our work, we assume: 1) No centralized management
i o authority; 2) Two peers represented by two different IP ad-
Fig. 3: Admission control and key management proteCigflesses are treated as different peers; 3) Peers can only see
groups. part of the network.

Let {Py, Ps,...,P,} be a finite set of peers in P2P e-
commerce. Every peeP; has a unique identity that is non-

computing, digital broadcasting, software distributimiec- transferable, bound for the entire lifetime, and verifiaflee
tronic learning, etc. The applications can take advantdge igentity of P; is anID chosen in different ways, i.e., 1) A
multicast technology. Peers can form open groups that h&i@vicelD is bound to the hardware, e.g., the MAC address;
no restrictions for accessing the recommendations. Inase,c 2) A hetwork interface in case that thi is derived from the
groups are formed to safeguard the recommendations agalRsgddress. We assume two peers are pairwise and securely
attacks and other threats. Admission control is neededaw al connected by the Diffie-Hellman key exchange method. The
only authorized users to join the group. peers at first have no prior knowledge of each other to jointly
Keys do not have to be certified since we do not ne&$tablish a shared secret. Recently, author [32] show #at a
to legally have authentication guarantees, as provided g as each peer is able to obtain an updated verifiabletsecre
certification authorities [32], [33]. Our approach folloves Sharing (VSS) information, there is no need for peer specific
PGP-like strategy of distributing signed mappings and jublcertificates.
keys via independent paths, and we apply a quorum-basedn P2P, two peers have to evaluate each other in a group to
strategy to find trusted mapping. carry out a trusted transaction where their secure relstipn
Key GenerationLet P be a set ofn peers,q and k be is administered by the pairwise key. Our P2P trust evaloatio
non-negative integers with + 1 < n. A non-interactivek- Process considers two different trust components, narnety,
secure,g-group key generation does the following: (i) Eacl®Sty and cooperativeness. The trust value that peealuates
group of ¢ peers can compute the common key, for FlIC toward peerj at timet, T;;(t) in (1) is represented as a real
{1,2,...,n} with | X| = ¢, for all ux € Uy with i € X, number in the range of .[0, 1] Where.l indicates complete trust
a unique secret-keg, exists such that for each pegeer, 0.5 ignorance, and 0 distrusk; (¢), is computed by:
it holds thatp(sx|u;) = 1; (ii) Any group of k peers have o honesty cooperativeness
no informatiorg on| a21y key that they should not know. For all Tiy(t) = n T (8) + w5 ®. @
Y, with [Y| =k, | X| = ¢, andX NY = 0, for all Y and wherew; andw, denote the weights associated with the two
X C {1,2,...,n}, with p,, (uy) > 0, and for allsx € Sx, trust components an@; + wy; = 1. The P2P trust evaluation
it holds thatp(sx|uy) = psy (Sx)- between two peers or two group leaders is conducted by
The value held bypeer,;, [ = 1,2,...,¢, and the identity evaluating one peer to the other, which is not symmetrical.
of the otherq — 1 peers, has a unique value if a commofThis is when a peei (trustor) evaluates a pegi(trustee) at
key exists. The probability of a common key among peetgne ¢ and updateg?f, where X indicates a trust component
peer,,...,peet, is sx, where X = {i,...,3,} is the rec- as illustrated in (2),
ommendations held by peepeer,, ...,peer,, whereY = irec
{1, et and X NY =0 whichj}s equavjaklent to the prior (1 - a) Tff (t —Af) + O_‘Ti)j(’d ‘(t)
probability that the common key isy. Ty (t) = { ifiandjareonchop neighbors;
s, {ITX (= A0 + (=T (0]

kEN; !
V. THE PROPOSEDAPPROACH X direct s s s (2)
~oaTeet (¢ indicates peef’s trust level toward peef based

In this section, we propose gkeyingkey generation ap- ., jirect observations accumulated over a time petiad],
proggh to secure.trust recommendations against threats frBossibly with a higher priority given to recent interaction
malicious peers in P2P e-commerce. We assume there é?ﬁeriences over the time peri@id— At ¢].

at mostm groups andn peers in the P2P e-commerce
environment(m < n). Our gkeyingapproach is composed of
six types of keys. We also assume peer links are bidiredfiona
i.e., if peer P can hear peet), then peerQ can also hear In our approach, we proposgkeying that generates six
peerP. In our work, we consider a decentralized, distributedypes of keys. The keys generated ensure secure and trusted
and unmanaged P2P e-commerce with a large numbereathange of recommendation information among the peers
peers. The credibility and reliability required among tleers  within a group and also to other groups. We propose various

Open Groups

Admission
Control Key Management

Untrusted Tier Transition Tier Trusted Tier

VI. GKEYING APPROACH ANDATTACKS
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following algorithmic steps:

u—=x:{Titk,, = w:{Titr,,, v = v: {Titk,,- 3)

wx ) zv)?

In (3), each peer maintains its own individual key and cooper
ates with others to generate the group key, which is also used
for external linkages with other groups. A group is headed by
a group leader (GL) who is a peer with added responsibilities
Creation of keys raises some fundamental issues of coasider
tion: 1) Keys created require a pre-determined lifetimeKey
materials should be delivered in a secure manner to minimize

8 Peer  TS=—oo—- -~ potential threats; 3) It has to be protected using a verdiabd
Connection from a peer to another peer reliable mechanism; and 4) Protocols designed for group key
A group management should protect against replay attacks andldenia

Y Level of service (DOS) attacks. Our approach combines pairwise

N

keys with attribute set, in which we consider price, waryant
delivery, and availability online. The attribute set is &ads
on the transactions of a peer and its neighbors. The method

) ) o o ) assumes that updates are given depending on trust evaluatio
ways in which malicious attacks can be minimized in group&s 4 peer by the neighbors’ recommendations.

P2P e-commerce environments. In the approach, we use thgne work applies the “one-to-many” encryption scheme.
neighbor similarity architecture [21] that enables peersitare Agg is a promising “one-to-many” encryption system,
common interest in a group. .In a P?P €-Commerce groglopted in ourgkeyingapproach. Handling of keys in mul-
infrastructure, peers communicate with others at differefsast systems is complex because it operates in a dynamic
levels. environment. In unicast, key management mechanism can be
The connection adopts the small world network phggpically implemented between two hosts in “one-to-many”
nomenon with a characteristic path length in a long distanGgighpor relation. In ABE, policies will be associated with
At a random network, aggregation coefficient from a peer {@commendations accumulated by peers. The encryption and
another is high but the path length is small depending on thgcryption will be bound to the peers expected to receive the
level as shown in Fig. 4. A peer is edged to its neighbors gscommendations. An acknowledgement can also be bound
per similar interest in a transaction for a particular SEVOr  yith the same data. The attribute to be considered in our case

or different levels as shown in Fig. 4, i.epeer, peer,

peer,, andpeer, are connected. In Fig. fqeer, establishes ) )
a connection to join group!. In establishing the connection,B- Management of Keys to Safeguard Recommendations in
integrity of the peer has to be safeguarded from maliciof@ouped P2P E-Commerce
attacks and other threats. In decentralized P2P e-commerce, management of keys is
At each hop, TTL is reduced by one. If the neighbors ddone in various levels in a group to ensure the trust and
not have feedback for a peer, they forward the path discovesgcurity of recommendation exchanged by the peers. In our
message to their neighbors until the TTL parameter is zero @ase,gkeyingsupports the establishment of six types of keys,
a peer with the feedback is found. When a recommendation.s., pairwise key, individual key, session key, group key,
not found, the source peer increases the TTL by one. In camcryption key, and recommendation integrity key. Before
work, TTL is defined by the levels shown in Fig. 4, where thpeers form a group, the setup server randomly generates a
TTL value is the maximum search depth. bivariate t-degree polynomial [33] (z,y) = Zt: aijziy,
4,j=0
over a finite fieldF;, whereq denotes a primejnumber. The
prime number is large enough to accommodate a cryptographic
A key is a piece of input information for cryptographykey as it has the property 6fx, y) = f (y, z). Both peer and
algorithms [2]. If a key is exposed, its encrypted recomnaendpeer;j can find the shared pairwise key with a single-variate
tions will be disclosed. Before a peer in a group is initieélz polynomial f(j,y). Both of them can compute the pairwise
investigation has been done to prove whether it is fit to jpen t key f(i,y) and store it in a peei. Peeri can compute the
group or not. If accepted, a key generation is done in whigairwise keyf (i, j) and evaluatef(i,y) at pointi. From the
the peer is issued with a randomly generated initial key. Tipeoperty of symmetry off (z,y), f(¢,5) = f(j,4), in which
key is then broadcasted to all the legitimate peers who ahe pairwise key between peerandj can be established.
members of the group. Pairwise Key Each peer interacts with its neighbors,
A deterministic algorithm is used to decide the subset bfy sharing a pairwise key with each of them. To obtain
keys to be allocated. In our approach, it is logical to find pairwise key, peers generate unique IDs (n =m/p)
multiple paths between a pair of peers. In order to transmit{dd1, Id2, Id3, Id4,Id5,..,Idn}. They match eachPld
recommendatioffy to peerv securely, a peer executes the with m randomlds, {Idl — Id2,1d4} {Id2 — Id3,Id4}

Fig. 4: Groups showing flooding with TTL.

A. Key Distribution in P2P E-Commerce
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{Id3 — Id2,1d5} {Id4 — Id1,Id2}. A pairwise key for with the same number of random keys share at least one key
each pair of peers is generated and added to the key ring alimghown in equation (5).
with the Id key ring of peer, as[K12|Id2] and [K14|Id4]. When attempting to determine whether or not a key is
The pairwise key between neighbor peers, encryption keshared between a pair of neighbor peers, the peers broadcast
andT,AC are generated by the peers themselves. This ensuaeplaintext listing their key identifiers. The identifiersear
that there is integrity, confidentiality, and authentioatibe- randomly assigned to each of the peers in a group, hence
tween one peer to another thus minimizes chances of madici@lo not give attackers any additional information about the
attacks. key values. If a neighbor has a key corresponding to one of
Secret pairwise key between peBrand peerQ) can be the broadcasted identifiers, it answers the source peerawith
represented asipq. Encryption is suitable for scenarioschallenge-response message. Peers who do not directly shar
where an authorized peer outside the network needs to seritkys can establish pairwise keys through commonly trusted
private query to a peer inside. For pairwise keys, the nuraberneighbors. For secure trust concern, groups require arsacce
needed symmetric cryptographic keys is exressed as equationtrol mechanism to authorize where the member peers can

4) access the group privileged services. Access control iallysu
n n(n—1) achieved by encrypting the content using the session key
N (4) (SK) shared by all legitimate group members. The group
membership is dynamic and the encryption key is updated

for 1000 peers, there would be 499,500 keys. Each peer hol@sprevent the leaving/joining peer from accessing theréutu

n — 1 keys, and one for each possible communications. ~ Or prior communications. This ensures that malicious peers
When n becomes large, it is problematic or impossible t§annot use previous keys to launch attacks.

control the keys which is known as th€ problem. Given  For a group withV members or peers, the length of an ID

a key pool of sizep and each peer is loaded with randomlys n = log N and the total number of bit assignments is 2

selectedm different keys from the key pool, the probabilityTWo binary values are mapped to one bit position (one for

that two peers share at least one key is given as follows. Value 0, and one for value 1).
Group Key The peers in a group identify themselves to

—2

pl = 1(( p > ( p—m )> ( p > 1 ((p m)))? the group with a key, referred to as a group key. The key is

m m m — Qm%'p' used to authenticate members and encrypt recommendations.

Each peer in the group will collaboratively contribute it

wherepl in (5) is the probability shared by the two peers. Iy the group key. Modification of membership requires the
summary, a pairwise key provides basic increased trangmissgroup key to be refreshed to ensure backward and forward
and communication SeCUrity hence trust is enhanced. @Ch gecrecy Whenever group membership ChangeS, a new group
illustrated as shown in (6) is unique and shared between two = {Uy,...,U,} is formed and its members establish a
peers. For examplé/, Q) will share a keyK p q),(1,q) With confidential channel through an instance performing a group
(1,Q) and a different keyK p o), (2,q) With (2,Q), etc. Each key agreement protocol (GKA). The major goal of the GKA
peer storeg(y/n —1) keys and a total number of unique keysrotocol is to establish a confidential channel for member
generated is(y/n—1). If a unique pairwise key is shared bypeers in a group. For a given peerwe associate a secret (or
P and@, and not shared by any other peer in the network, {§yjvate) key known as the individual kek,, and a blinded
case that” and@ are compromised, other links in the networkor public) key BK,,. All arithmetic operations are performed
are not affected. If” and@ share a pair of key®; and K>, in a cyclic group of prime ordep with the generator.
the pairwise key betweef? and @ is calculated as: Therefore, the blinded key of peer can be generated by

_ . : . , ) BK, = of? mod p.
Kpq = Kqp = hash((K1 & Ky)|lidp|lidg), idp < Zd@('G) In our approach, multiple entities are responsible for rgana

We also note if a pair of keyK; andK, are present in three ing ﬂ:)e g(;oup as doppo?ed t0a siﬂgle entity, and _a?y alte_ratio ¢
peersP, Q, andR, then the triple key is shown in (7) can be detected easily as each peer stores information o
others in the group. Dynamic groups in P2P e-commerce key
Kpor = hash (K, @ K>) |idp|| ido| idz). ~ (7) Management s a difficult problem because of the requirement
of scalability under the restrictions of available resesrand
Individual Key Each peer has a unique key shared pairwismpredictable mobility. A group key protocol allows a set
with a group leader(GL). The key is used by the GL tof users to communicate over an open network and agree
authenticate the peers. The key is incorporated to the retr a private session key. Group members merely negotiate
ommendations. The peer contributes directly to produce thecommon encryption key (accessible to attackers), but hold
individual key, as well as the GL. respective secret decryption keys. The group key is derinted
Session KeyThis is a global key shared by all peers ink& peers in a group whil&; must have{ K&, vm : t = 1}.
a group. Each peer uses a combination of an individual keyln e-commerce applications, peers switch between differen
and a session key. We propose the use of a distributed scheyrmuips by subscribing or unsubscribing. We introduce the
to generate a session key among the peers. Then, the sessatation A; — A;, which represents a peer switching from
key can be associated with the group key and dynamicafiyoup A; to group 4;, i.e., peer join(4, — A;) and peer
distributed among the peers. The probability that two peedeparture(A; — Ag). The rekeying messages are transmitted
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Source P Destination Q

when one peer switches from; to A; represented by’;;.
Switching from group4, to groupA4; is equivalent to adding
the subscription to the groui,,,Vm : t{, = 0andt/ = 1.
To drop subscription of a group using the tree-based key T
management scheme, the rekeying message size is calculated
as follows.

1,

Compare
C(K,T,)

Fig. 5: Recommendation authentication.

M
Clit =D max(ty, — t1,,0) * (d-fa(n(Gy))- (8)
m=1
It is notedmax(t!, —tJ,,0) in equation (8) equals to 1, when
ti, =1 andti, = 0. Therefore, when the term equals to 1, Source P Destination Q

d.fa(n(G,,) rekeying messages are necessary to update keys I
T,

on the key tree associated with the group. We conclude that
Eruc, ‘T:I” CK e To)]

key management occurs when a peer switches o A;,
wherei # j. When a user switches from grouf; to group
A;, itis necessary to: 1) Update the group keys of a peer not to
access the previous information in the group, and 2) Update
the group key of a switching peer not to access the future
communications in the group. A group key protects multipIEi
peers at the same time, and is able to scale from a small t
large number of peers. Each peer stores an individual key, tfh
session key, and a set of encryption keys.

Most group key agreement schemes authenticate memberlsn P2P e-commerce, peers have recommendations that are
using certificates and PKI. The admission control framework ’

proposed by [13] is also based on PKI and certificate. Dicgnstantly propagated across other peers. We use encryptio

Rey K and recommendation integrity kdy, AC' to ensure
advantages arise: 1) The certificates need to be exchan ener fon integrity ke AC u

: X . 'security of a message as shown in Fig. 5 and Fig. 6.
which consumes bandwidth because of the large size, an &) P and Q be two entities in a peer groufypo being

The signature of the PKI needs to be generated and verif%%e airwise key shared b and Q, and 1" be the shared
which is computationally expensive. Consequently, we use P y ’

. ; . - irfformation betweer and Q. Let the length ofF" (pseudo-

Fevocation takes piace pon he revocation tme speciied {210 NUMber) bal. Ve compute the key for encryption
group. It happenspwhen ffl)peer misbehaves or othgr peers \F%lor}%(for authent.ication of length by applying /” repeatedly
to remove the peer from being the leader. In case that a pggr pQ 10 obtain keys asKener||Kr,ac] . Therefore,
leaves the group, all the shared keys are revoked and updated Kener = F(K|[1]|W), 9)
The group key is generated in a shared and contributor}l]
fashion, hence there is an increase in system reliability aft d
no single-point-of-failure. A group leader uses a group ey Kryac = F(K|2||W). (10)
encrypt messages and broadcast them to the group membekg complete message tHatsends toQ is:
so that only the group members can use the group key to
decrypt the ciphertext message. P = Q ATulTs} kener» TaAC (K1 a0, {Tul TS Y ko) (11)

Encryption and Recommendation Integrity KBgcommen- where T; denotes a recommendation add denotes the

dation integrity involves two aspects: 1) Source integtitgst timestamp when sending the recommendation. ThelC

verifies the identity of the source, prevents the acceptafice, e protects both a recommendation integrity as well s it

messages, and neighbor recommendations from a fraudulgifenvicity by allowing verifiers to detect any changeshie t
source, and 2) Recommendation integrity that prevents mogl.,mmendation. The, AC is different from digital signature
fication. as theT,AC values are generated and verified using the same

: Recommendation integrity kefT'4AC) is a small fixed- secret key. In summary, considering peeand peerB in the
size block of data that is generated based on a recommendagpoup keys are summarized in Table 1

T, of variable length and the secret k&y It can be referred to

as cryptographic checksum expressedlagdC = C(K, Ty). _

If P wishes to send a recommendatidip to Q and protects C- Peer Leaving

it via a T;AC, they first need to share a secret k&y In The identity of each peer is af-bit length, wheren =
addition, P calculates codd;AC as a function ofl; and log N. A group regulator (GR) is responsible for key gener-
K. Then, the recommendatidh; plus the codeT,AC are ation and distribution, and the group data is encrypted by a
transmitted taR. @ performs the same calculation @ using SEK. It generates and distributes a setrofecrets, which

K to generate a new codg;AC’. The received cod&;AC  are one-to-one mapped to the bitsyfs ID. If a peerp; is

is compared with the calculated codgAC’ to verify the removed, a GR will updaté\, SEK} group key and send the
integrity. new key including the information of the revoked peer to all

Compare

C(KenersTa)

ge. 6: Recommendation authentication, confidentialitg an
grity by using recommendation encryption.
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TABLE I: Summary of the types of keys igkeyingand their function

Key Entities Function

Individual key PeerA and peerB Between two peers

Pairwise Key Peerl and group leader Between a peer and the group leader
Session Key For all peers For all peers during a session
Encryption Key  To encrypt data Encrypt data in the group

T4AC PeerA and peerB To authenticate data in a group

Group Key Between one group leader to another  To autheat&atansaction in a group

other peers in the group through a secure and trusted chanteebe compromised, the authentication authority sets d bmi

This can be done as follows,
1) The GR first changes

lifespan of each peer’s individial key to use the key materia
Consequently, using long-term keys has the possibility tha
some of the keys may be compromised before their normal

/ o/ o’

A'=1{5.0".e(0,9)" } (12) expiry time, therefore they need to be updated or revoked. We
whereca’ is selected randomly i,,. distinguish two cases: 1) A peer’s device is lost, stolen, or
2) « andj are non-trivial random numbers. damaged. In case the entire peers database is compromised,
3) GR multicasts an encrypted key-update factor, each peer needs to contact the authentication service ithwhi

o the group leader has to acquire new credentials (key update)
kup=g 7. (13) Furthermore, the peer’s old credentials need to be rendered

unusable, so that no other party can impersonate the peer
; . tion); 2) If a peer quits or misuses the service, the
4) Each , its private k n the k (revoca_ ” . '

) Each peep, ugdates ts private kegK, based on the key authentication service needs to render the peer’s keysableus

updating factory % . érevocation). The revocation mechanism is based on groyp ke
Only the remaining peers can recover the message and upqa{Rcation list. In our case, the GL keeps a list of indices of

SEK as well as their private keys. Moreover, to SUppog peers whose keys have been revoked.
dynamic group changes, SEK needs to be updated when groupe peers need a mechanism to verify their integrity. This
members join or leave the multicast group to ensure_backwez,'rgin be done by each peer computing an integrity code in
secrecy gnd forward Secrecy. A peer may unsubscribe frOn&fj}ﬂunction with the GL. The ID can be associated to an
group W_'thOUt broadcastmg information to the others. _E)e?éxpiration date for key revocation purposes. In this case, t
that_ e_xhlbl_t such behaviors are called faulty peers andbéxhi5|  haeds to check that there is no peer with duplicated 1D
mahmogs |r_1tent. , and different expired dates to prevent ID impersonation.
Con5|der!ng th_e dynamics of P2P e-commerce, peers shoul 0 achieve dynamic revocation in a P2P e-commerce, if
update their neighbor peers regularly. A peer can Char]gepeer detects that another peer is malicious, it sends a

interest due tc_>_the availability of new _products and busrlevocation notification that includes the malicious peed an
ness opportunities. Chord uses a stabilization protoch] [3

: . itself considering that its own life is less important than
to regulate the dynamically formed topology according t e goodness of the group. However, the mechanism has
varying interest. Some peers can exhibit a dynamic perisl;ymalIi itations. It can only be uséd within odr proposed apphoac
i.e., switching between a honest behavior and a dishon n}cause i|:1 the group all peers have the same interest
behavior.Reputation milkersr oscillating peersare one type '

of peer personality that builds a good reputation and thenIn our approach, we consider “’_VO situations in the key
takes advantage of it to launch attacks. When a petgaves revocation process: 1) The compromise of a group leader,(GL)

the network, its DHT table will be taken over by the closesafnd 2) The compromise of a peer. We assume that each peer

neighbor P'. In order to deal with an abrupt departurg’ maintains a peer revocation list (PRL). Only valid entitéae
should cache the information kept &t " involved in the network. Case 1: When a peer is compromised,

it can be removed from the session where all the keys are
_ updated. After the compromised peer identifier is added to
D. Key Revocation the revocation list, the revoked peer can not recover the new
We consider two situations in the key revocation process $@ssion key hence cannot reveal the new encryption keys and
P2P e-commerce: 1) The compromise of a group key, andtb recommendation integrity key. Case 2: When a GL is
The compromise of an individual key. Identifying the peelowhcompromised, it needs to be removed from the group. The
has duplicated recommendation, has led to key revocationcampromised group key can be removed from the group not
neighborhood peer can identify and report, then verificaiso to reveal the next session key. To do this, the compromised
done to confirm who is the genuine peer or the Sybil attagkoup key will be forced to leave the group and a new group
peer. P2P e-commerce is decentralized and force each gt is generated. When a GL and a peer are compromised,
maintaining a revocation list, which include identity ofgpe the GL will be removed from the group, preventing it from
that have been revoked. When a peer is compromised dudanching attacks.
numerous attacks, the peer can be removed from the groupThe group members should recover the keys on their own.
After the compromised key is added to the revocation lis, thn our case, they will send broadcast messages to the GL. The
peer is not able to recover the key anymore. To prevent keyoup leader’s broadcast message should be bi-directidnal

Note thatku; is encrypted and can not be decrypted.
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primary challenge is how to provide an acceptable security.Malicious peers try to attack the session key, but this fails

E. Efficiency of Malicious Behavior on Recommendations

Non authenticated group members have to be prevented frbetause the session key is just for a short period in our
participating in the group activities. Information traritted approach. We propose that when a peer is compromised,
within the group at a certain session should be safeguardbd key material stored in the peer will be extracted by the
securely through encryption by a session key. In key heaeversary. The key extracted will be used to attack the métwo
ing, particular evaluation measurements should be doee, ihence has to be revoked immediately.
forward and backward secrecy. Let K(N, O, d)be the expected value of the rekeying and
revocation. It is used in removing/ peers from the group.
There ared! key encrypted keys (KEKs) at th#&" level of the
group connected to the peer as neighbors.lFer 0, ..., R—2
Reputation systems help buyers to decide whether to pufhd 7, = [log,O] number of KEKs at thé L — 1)*" level:
chase a product or not. Without an efficient reputation syste o
and key management system, a reasonable number of such S, = [O_dw ) (14)
malicious peers can collude to rate good peers badly. Ouk wor d—1
h&.ls. p_roposed ways to manage kgys to avoid retaliation e}_né{ o! be the number of KEKs to be updated at the Igvét
minimize fake ratings due.to collusion. In our proposed n_h,od(?]r¥ peers leave the group. The expected value is expressed as:
trust reports should remain encrypted and not open duriag t
transmission processes, hence guarantee secure trust. When L1 L1
peers join the group, they acquire different identities & b K(N,0,d)=FE |Y al] =Y Elal. (15)
part of the group. Each neighbor is connected to the peers by 1=0 1=0
the success of the transaction it makes or the trust evatuatThe session key distribution process is secure as it is based
level. In our approach, we consider how two peers can be the individual keys [36] and any activity that takes place
controlled by a malicious peer. If peétells peer; its secrecy, In the gkeyingapproach described, the revoked peer can not
then peerj can masquerade as pedo all of peerj neighbors recover the session and the group key. At the same time,
with whom peeri shares a pairwise key, and vice versa. Then outside attacker can not masquerade as a peer in the
keys from each successively obtained peer can be reusedghlyup disseminating a session key and start a revocatiackatt
the other attacker-controlled peers, cascading the imphcteither. In our proposed approach, only the authorized paer ¢
peer compromise. Each peer is evaluated on its trustweitBincommunicate in the group. The system ensures secure trust
based on recommendations by the neighbors. Peers carabe integrity, as peers outside the group can not communicat
identified to be Sybil attacck peers and collusion attackgpeewithout being assigned the neccessary key materials. In the
In our work, collusion can also be associated with the priyperapproach, the key cracking time is more than the session key
of backward secrecy and forward secrecy. A peer can stilne, which means it will be a waste of time to crack when
collude with others who have left the group to launch attackihe key will have already expired and renewed.
Keys, which link a peer to others, like the pairwise key, have We also evaluate trust and security of our approach in terms
to be updated in all members of the group. If a pedeclares of attacks and threats. Malicious attacks in P2P e-commerce
that it received some service from peeit is desirable to have can be classified into outsider attacks and insider attacks.
a proof that it happened, which would prevent the collusioyhile most outsider attacks can be prevented by authemticati
between the two peers. and cryptography, insider attacks are much harder to dehl wi
As keys changingin different sessions, the groups c&yith P2P e-commerce trust evaluations reported from peers,
eliminate any association of malicious peers. Our approaghgroup leader obtains a comprehensive trust report toward
ensures that dynamism is maintained, where a peer ensutiépeers in its group and can perform statistical analysis t
the interests of the group are to be safeguarded more thanidentify and exclude malicious peers in the network.
own. An edgei — j represents a peer relationship whereby In gkeying peers are assured of each other’s identities by
two peers communicate. In the case that the information gessessing the appropriate pairwise key. Eavesdroppiagkat
encrypted and decrypted, a comparison is made to identifgn arise, which is addressed by encrypting the pairwise key
whether the information is the same. Such key pools aBach peer stores a random setsdf pairwise keys, whereby
vulnerable to a colluding minority of attacker-controlleeers. a peerz can reach a set of peefé(z). Each peer in a group
can contact other peers. Peers broadcast their identifiers t

VII. SECURITY AND PERFORMANCEANALYSIS neighbors, who examine their IDs to determine if they share a
) _ pairwise key. For example, if a pairwise kég,, . is added to
A. Security Analysis U(m), the number of usable pairwise keysnis if one of peer

In this section, we make an analysis on trust and security's neighborsz € N(m) holds K,,,,.. If a peer is captured,
of the approach. Thgkeyingsatisfies the following character-the trust, integrity and availability of the peer is underett.

istics: Attacker-controlled peers increase their chances oftjmariing
1. Only the authorised peers can communicate in the netwotlke group and counteract redundant routing.
Kener and T;AC ensures there is secure communication. In our analysis we consider a peewho has an individual

2. The distribution of session keys among the peers is seclkey K., which has been compromised by adversart first,
3. Compromised peers are isolated by the other peers.  peerz chooses a random). € Z;, computesl;, = ¢, W, and
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sends a broadcast messdg®.., ., R.,T,). T intercepts the then corresponding deployment groups have high probgabilit
message and attempts to deriezs, z3 SO as to compute the of being close to each other. This can reduce the overall com-
pairwise key.r pick a random numbef, and calculate§y = munication overhead significantly during their key gerierat
tyW, 22 =ty (Ry + H(Wpup, ide, Lo, Re))Wpup, 23 = T
T is not able to computeZ; from equationz; = 5,7}, as it
doesn’t knowsS,,, hence the attack fails. Our approach provid
perfect forward secrecy. This is because the adversamno
compromises the pear and obtainse/s key K, = (R, Sz),
is infeasible to reveal previous established K€y, between
2 and neighboring peey, even if 7 compromises the peer.

Storage CostLet d represent the number of neighboring
epeer:s to a particular peer in a group. Each peer nekds
sstorage units for the pairwise keysy storage units for the
individual peers, and four other storage units for the sessi
key, group key, encryption key, and tiigAC key. To calculate
the pairwise key and the individual key, a peer needs1
storage units for the-degree polynomial whereby each peer
is loaded withm secret shares to recover the session key. The
B. Performance Analysis total keys required for each peerds: + d -+t + 5, hence the

In this section, we evaluate the key generation indicﬁger has to be loaded with secret shares to recover ther&:ess_io
of our approach and compare it with other approaches. RY- The more the number_of storag_e peers, the less the size
[37], security analysis of an attacker can not determine- no?If shares per stprage. The Increase in the cost of storage is a
compromised keys established with a polynomial, if mord result of keeping records of its neighbors.

thant compromised peers have shares of the polynomial [38].Our approach has a better guarantee of secure trust in all
In our gkeyingapproach, it is easier to isolate, revoke, anghteractions based on common interest, where peers become
expel any of the misbehaving peers from the group. Many atquainted to each other. Peers need to have same interest
the schemes investigated employed the pre-key distrilbutio trade on common products in which their recommendation
which is not applicable to P2P e-commerce due to anonymityist is guaranteed by the six types of keys. The keys are
characteristics. safeguarded by all the peer members in the group. Our

Computation Cost There are six types of keys in ourwork is better than the work of [39] and [40], whose open
proposed approach. To calculate the individual key, paiwiproblem is to incorporate certificate revocation and exjpina
key, session key, and group key, a polynomial is used. Theo P2P-PKI. We have different keys for different purposes
gkeyingapproach is efficient in the computation of polynomiain the group, which guarantee secure and trust in P2P e-
evaluation. The calculation of the encryption key and theommerce transactions. Communication overhead measured
recommendation integrity key is based on a pseudo-rand®y the rekeying-message-size is a major performance ieriter
function (PRF). PRF is a deterministic functign{0,1}" — for key management schemes [34].

{0,1}™, which is efficient and takes two inputs and k& €
{0,1}™. We consider: to be a variable and lét be a hidden
random seed function indeX(z, k) = fir(z). The gkeying
approach is efficient in computation, generation of pubéy k
and private key used in the encryption and decryption.
public key encryption is a triple of algorithnis= (G; E; D),
where: a)G is the key generation algorithm in whid®(1*)
outputs (PK; SK:My,), SK denotes the secret kelpK is the
public key, andM}, is the recommendation space associat
with the PK/SK-pair, wheré is the security parameter, which
determines the security level; ) is the encryption algorithm
for any m € My, and c is the cipher text; c)D is the
decryption algorithm,D(c; SK) — m € {invalid} U M is
called the decrypted message.

Communication CosftThe key is sent with the recommen-
dation feedback from one peer to another. The session ke)?
distributed to the network by directed flooding from one pegrS
to another based on individual key recognised in the grdup. | In the gkeyingapproach, there are six types of keys, i.e.,
a peer is compromised, the information is broadcasted to @itlividual key, pairwise key, session key, group key, eption
peers as key revocation is being done. key, and recommendation integrity key as discussed inegarli

Two peers need to establish an indirect key in two waysections. If we assume is the number of neighbors to a
1) Either the two peers are in the same deployment groygarticular peer, each peer will haye + 3) keys. N is the total
or 2) The key establishment involves peers in the deploymeanimber of keys in the group. Each GL will stake+2+[m/3]
group. while a group hag N /n] peers. With different value oiV,

If the two peers are in different deployment groups, thee obtain Table Il and Fig. 7. In Table Il, we givé different
path key establishment involves those in the same deplaymealues, i.e., N1, N2, N3, and N4. The values ofn are 1 to
group with the source peer or the destination peer. In amgiti 10. In a particular sessioh < x < m, the GL computes
we note if two peers in two deployment groups are neighbotB; = > | R; as well as(|\;] — 1) x |A;].

In summary, we evaluate the performancegikyingap-
proach as shown by the experimental results. All the exist-
ing key distribution guarantees 100% key connectivity with

ifferent storage cost. The security analysis has been done
or the group leaders and the peers, where the number of
group leaders and peer nodes in a P2P e-commerneedad
n respectively. It is a practical assumption that << n.

hen the peers are randomly and uniformly deployed in the

2P e-commerce infrastructure, there prém] peers in each
group. Each GL can keep one hop communication with at most
[m/3] group leaders in different groups. A group leader links
the group to other neighbor groups with:/3] group leaders.
Each GL stores a symmetric master kiy,, a public/private
key pair and public keys of the group leader and the other

{g{)up leaders. The neighboring group leaders can securely
ablish a symmetric key with each other.
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TABLE II: Distribution of generated keys 0.5

m N1 N2 N3 N4 -
1 12 22 32 42 £ 044 mmm GroupTrust
2 13 23 33 43 T B Ours
3 13 23 33 43 £
4 13 23 33 43 E
5 14 24 34 44 =
6 14 24 34 44 M
7 14 24 34 44 s
8 15 25 35 45 £
9 15 25 35 45 g
10 15 25 35 45 Z

50 - =< N1

SN 10 220 30 40 s 60 70 8D
o [
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g | on Fig. 8: Peers in a group with uncertain peers.
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Fig. 7: Key space reguirements of thkeyingkey generation
approach.
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C. Maliciouness by uncertain Peers

bl
o

We evaluate the performance of our system in suppressing 2 40 o & 100
dishonest interactions. With uncertain peers in the group, umber of Gompromised Peers
the percentage of malicious peers varies from 10% to 80%
without any malicious peer participating in our approaah. |
our simulation we used a network of 100 honest peers, half of
which are organized in a group where six keys are generat%ih

) . . . hen a key is compromised, the pairwise key it shares with
In our simulation, peers to commit transaction are selected ;

: .~ " The group leader and other peers are disclosed. Two peers
randomly from honest peers. The bars in our results in Fig.

show the fraction of bad interactions in the same period §de have a commitment as they share the pairwise key. It

time. We note from the experiment the percentage of bagpends on the probability that a peer has only one common
ST . ; . commitment with its neighbors. Each peer lWaseighbors and
interactions increases with the increase of the numberearfspe

. : : the probability each peer has only one common commitment
From the comparison of the two experiments, in our work ana., ™. . ) ” ) :
with its neighbor isu. Probability a key is not disclosed by
[8] we note that the our approach has a lower percentage 0 ; N—pd :
. . . T a_compromised peer i§=£*¢_|f there aren compromised
bad interactions, which means it is more secure and has_ a o N . .
higher trust level peers, the probability a peer is not compromised is

p= (NN“d> (18)

Therefore, probability of total compromised keys is

Fig. 9: Compromising probability.

D. Compromised Peers
In group P2P e-commerce, each group has a total kéys.

Each peer has an individual key connected to its neighbors. p=1- (N — ¥ d>n 19
The probability that a key doesn't belong to a peer is given by N '
N—w

v - If there aren compromised peers in the group, equaltiofine probability of the total number of compromised keys,
(16) shows the probability that a given key is not compromhise\yheres, number of peers are malicious is shown by equation
N —w\” (16) and illustrated by Fig.8. Each group has a total (_)f 6
( N ) (16) keys and each peer can have at least 4 keys. From Fig. 9,

we can see that with increase of compromised peers, the
The probability of compromised keys in a group is shown isompromised probability increases. With more neighbdrs, t
equation (17) peer compromising probability is less. This is because when
N —w\" neighbors are many in a group, there is more monitoring and
p=1- ( N ) : A7) Validation.
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Our gkeying approach is better than the work in [40],a new idea of monitoring and eliminating malicious behavior
whereby the authors developed a specialized P2P-PKI reialiP2P e-commerce transactions.
izing efficient search and transfer of certificates and trustFurther investigations include security related to thenec
recommendations. Their work was based on logic calculuaendation acquisition and the routing issues. More rebkearc
We are able to control and monitor the operations of a peegeds to be done on how to distribute keys if a peer is a
in a group and also link to other groups in a secure trustetember of many groups and trade randomly with non-group
and efficient manner. The proposetteying ensure reliable members.
transfer of recommendations from one peer to another. The
recommendations delivered to the requesting peer can be
decrypted and compared to the original recommendations.

The proposed approach can be implemented at the formatiod his work is supported by the National Natural Science
stage of groups by traders dealing with common goods and geeundation of China under grant numbers 61073037 and
vices. This will increase the confidence of business erigmpr 61103035, and the Ministry of Education Fund for Doc-
in certain regions. The P2P e-commerce transactions wfral Disciplines in Higher Education under grant number
be guided by particular constitutional laws. In case amghi 20110162110043.
happens in a transaction, the laws can be applied to deal with
the malicious peer who committed the e-commerce transactio REFERENCES
offence. It can also deal with the traders who take advantage _ _ o
of their social and economic ties 1o fraud the business b W famishy ana A, Fleen oiowrs beenmere
compromising the actions of others. Our approach is able t0 per 2006, pp.267-278.
identify maliciouness faster compared to [8], which onlye®  [2] B.Wu, J. Wu, E. B. Fernandez, and S. Magliveras, “SecuarkEfficient
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