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Abstract— There are certain standards that must be met by 

banks in order to ensure the safety and security of their 

banking environments. The security measures been put in 

place by banks are of huge importance because they often 

prevent the incidence of fraud on customers and banks alike. 

However, on certain occasions these security measures could 

be awkward, thereby causing inconveniences and 

dissatisfaction to the customers. A recent directive was issued 

by the Central Bank of Nigeria (CBN) directing all banks to 

destroy trapped ATM cards by perforation before forwarding 

the cards to the issuers. This study focuses on the problem of 

confiscated Automated Teller Machine (ATM) cards in the 

Nigerian banking industry, with intent to reduce the 

incidence of trapped ATM debit cards. The second level 

authentication technique was adopted for the proposed 

system which was used to authenticate the user to the bank 

system in an incidence where an incorrect Personal 

Identification Number (PIN) has been entered trice. The 

proposed system was built on the existing system and it was 

able to reduce the number of incidents in which ATM cards 

were confiscated. 

Keywords- Second Level Authentication, ATM Security, 

Automated Teller Machine, Trapped ATM cards.  

I.  INTRODUCTION 

The Automated Teller Machine (ATM) is a 
computerized mechanical device that is linked to the 
accounts and records of a banking institution [1]. It is used 
by banks and financial institutions to enable customers 
carry out banking transactions such as withdrawal, deposits, 
balance enquiries, top-up purchases, account to account 
transfers, mini statements etc. All over the world, banks 
have continued to increase the number of services available 
via the ATM terminal to further improve on the 
convenience of banking through the ATM channel. This has 
been attributed to the fact that bank customers are not 
willing to join the long queues or wait for too long in order 
to be attended to by bank officials [2]. This has also been 
the trend in Nigeria where the number of ATM card holders 
has continued to grow due to the increasing e-payment 
awareness and the policies been put in place by the Central 
Bank of Nigeria (CBN). In Nigeria, 80-90% of all e-
banking transactions are carried out via the ATM channel 
[3]. 

In an ironic manner, the activities of fraudsters have 
also been on the increase in Nigeria. ATM fraud has 
become a nationwide issue affecting both the banks and 
customers [4]. Card theft, shoulder surfing, Personal 
Identification Number (PIN) interception via text messages 
and emails are some of the common approaches been used 
by fraudsters. In the context of banking fraud via the ATM, 
this is only possible if both the card and PIN are in the 
possession of the attacker or fraudster. This implies that 
even in an event where a card has been stolen or missing, 
withdrawal via the ATM is not possible unless the PIN is 
also stolen or correctly guessed. The ATM confiscates 
ATM cards after entry of an incorrect PIN three times in 
order to prevent further guessing which might lead to fraud. 
Therefore, the confiscation of ATM cards is a security 
measure that is put in place by the bank to prevent fraud 
and also ensure the safety and security of the account 
holder. However, this security measure often 
inconveniences some bank customers. This is because often 
times, customers tend to forget their PIN and as such, their 
ATM card gets confiscated by the ATM. One major factor 
responsible for this trend is because ATM card users have 
to face the challenge of choosing a PIN that is easy to 
remember (usability requirement) but  hard to guess 
(security requirement). The users who are aligned with the 
security requirement as against the usability requirement are 
more likely to forget their PIN thus more likely to get their 
ATM cards confiscated. Another major factor that could be 
attributed to this problem is the literacy level of some of the 
ATM users. The threat of ATM frauds in Nigeria can be 
attributed to the indiscriminate issue of ATM card without 
regard to the literacy level of the customers. In a study 
conducted by the National Bureau of Statistics [5], the adult 
literacy level in Nigeria was estimated to be 57.9% as at 
2010. A similar study by UNICEF [6] revealed the total 
adult literacy rate to be 51.1% as at 2012. Therefore, many 
bank customers who are illiterates or semi-literates in 
Nigeria and other developing countries are completely un-
familiar with the ATM concept and are unlikely to 
memorize and remember a PIN for use on the ATM 
terminal [2]. This implies that not all cases of the entry of 
incorrect PIN is due to fraud attempt on the card. There are 
cases whereby legitimate card owners tend to forget their 
PIN and end up getting their ATM cards confiscated by the 
bank ATM machine. A recent study by [2] also suggests 
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that people who live in today’s high tech society constantly 
have to deal with so many numbers such as computer 
passcodes, phone lock codes, social security number, credit 
card number etc. Therefore, they sometimes get confused 
and have difficulty in remembering such PINs and 
passwords which could also lead to ATM cards being 
retained at an ATM. This study therefore aims to apply 
second level authentication process to improve ATM 
security and operations by minimizing the incidence of 
ATM cards getting trapped in the ATM as a result of the 
entry of incorrect PIN three times.  

A lot of past researches have focused on enhancing the 
security and operations of the ATM. However, little or no 
work has focused on the operation of the ATM from the 
perspective of ATM cards being trapped in the ATM. 

II. RELATED WORK  

Majority of the researches that were conducted in the 
past focused on enhancing ATM security via biometric 
means. A few of such works are as follows: A biometric 
strategy using finger print measure was designed by [2] for 
enhancing ATM security in Indian E-banking system. In a 
recent study by [7] proposed using the Iris Recognition and 
Palm Vein (IRPV) recognition technology to prevent card 
duplication and crimes via the ATM. The Advanced 
Encryption Standard (AES) algorithm was adopted in [8] to 
improve the security level of ATM Banking Systems. 
Finger print recognition in digital image processing was 
adopted in [9] for a proposed new business model which 
would enhance ATM security. In [10] however, the existing 
security of the ATM system was enhanced by incorporating 
the fingerprints of users into the bank’s database as a means 
for another authentication process. ATM based fingerprint 
verification was developed and simulated for ATM 
operations in order to reduce frauds associated with the use 
of ATM. A recent study conducted by [11] enhanced the 
security of the ATM using a combination of fingerprint and 
GSM technology. The fingerprint recognition technology 
and PIN verification was embedded into a GSM modem 
which was connected to a microcontroller to generate 4 
digits one-time passcode which is to be sent to a user’s 
mobile number whenever the user tries to enroll the finger 
print image on the banking system. A similar study in [3] 
also developed a prototype of an enhanced ATM 
authentication system using Short Message Service (SMS) 
verification and also conducted a usability testing of the 
proposed system. A system which incorporates facial 
recognition technology into the identity verification process 
used in ATMs was proposed in [12]. The proposed ATM 
model developed using facial recognition software was 
more reliable in providing security. A Novel Hybrid 
Technology in ATM Security Using Biometrics was 
proposed in [13]. The proposed algorithm adopted in the 
study provided two phases of security using both biometric 
and GSM technology. In addition to the PIN provided, a 
second level authentication using fingerprint was required. 
In an event whereby the fingerprint authentication fails, a 
one-time passcodes is to be sent as an SMS to the pre-
registered mobile number which would be used as a second 
level authentication. 

III. EXISTING ATM SYSTEM IN NIGERIA 

The rapid development in Information and 
Communications Technology has transformed the way and 
manner in which banking operations are carried out. The 
ATM system has been revolutionary in the banking industry 
and has been widely accepted worldwide. The ATM system 
in Nigeria enables bank customers to access several 
services such as cash withdrawal, cash deposits, money 
transfer, top-up purchases, utility bills payment, balance 
enquiries etc. ATM cards in Nigeria are chip-based cards as 
the Magnetic stripe cards have been phased out few years 
ago. The ATM system requires chip-based cards and a valid 
PIN for all valid transactions. The ATM system compares 
the PIN code entered against a stored list of authorized PIN 
for the ATM users. If the PIN code entered is correct, the 
system authenticates the user and grants access to all the 
services available via the ATM. However, if the user fails 
to authenticate to the system by entering an incorrect PIN 
trice, the system blocks the card and the ATM also retains 
the card at the ATM. 

As a rule, ATMs give users three tries to authenticate to 
the bank system. In an event where the user fails to 
authenticate to the bank system, the bank card will typically 
be blocked. In Nigeria however, in addition to the ATM 
card being blocked or locked, the card also gets confiscated 
by the bank ATM. If the user were to be a fraudster, 
confiscating the bank card is the ultimate security measure 
that would prevent the fraudster from further guessing the 
correct PIN and subsequently withdrawing from the card 
owner’s account via the ATM. However, if the user 
happens to be the legitimate card owner who has forgotten 
his/her PIN, confiscating the card is a problem. This is 
because in Nigeria, confiscated cards are withheld by banks 
for at least 24 hours before they are released to card owners 
that are customers of the bank. Cards belonging to 
customers of other banks are processed and forwarded to 
the nearest branch of the customer’s bank for onward 
delivery to the card owner. This process tends to 
inconvenient some customers because having to wait for 24 
hours or going to the nearest branch of a bank is not the 
ultimate solution to the problem and customers tend to get 
frustrated or dissatisfied with this system. 

In a recent development, the CBN has directed all banks 
in Nigeria to henceforth destroy ATM cards trapped in their 
ATM terminal by perforating them and subsequently 
forward the cards to the issuers by the next working day 
[14]. The new policy is to be applied to both the issuing 
banks’ ATM cards and other banks’ ATM cards. This 
directive has actuated a lot of debate and controversy 
because the burden of re-issuing the ATM card is to be 
borne solely by the card owner [15]. This seems to be 
unjust to the customers because cards trapped can 
sometimes be as a result of a faulty ATM or a legitimate 
card owner could forget his PIN and this would result in the 
card getting trapped. 

Fig. 1 shows the transition diagram of the existing ATM 
banking transaction system for an instance of withdrawal. 
In general, entry of the correct PIN is sufficient to 
authenticate to the bank system and protect against fraud. 
Thus the user is granted access to the system and allowed 
access for withdrawal as depicted in Figure 1 above. The 
system also effectively eliminates most of the common 
attempts to gain unauthorized access by retaining ATM 
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cards after the entry of an incorrect PIN three times. It 
however creates another problem for legitimate card owners 

who cannot remember their PIN and also for cases where 
cards get trapped as a result of a faulty ATM. 

Figure 1.  Transition Diagram for the Existing System 

 

IV. THE PROPOSED SYSTEM  

The ATM is a networked system connected to a 
centralized computer (server) which is responsible for the 
ATM operations. The use of second level authentication via 
SMS is possible and realistic at the ATM. The proposed 
system is an enhancement of the existing system which 
would help reduce the incidence of confiscated cards in the 
ATM.  

Second level authentication can help minimize the 
number of confiscated bank cards in an ATM. Second level 
authentication could be used to ensure that only stolen cards 
get confiscated by the ATM. This is because if the user is 
the genuine owner of the card who has forgotten his PIN 
thus failed to authenticate to the bank system after three 
trials, the second level authentication process will provide 
another opportunity for the user to authenticate to the banks 
system. Even though the bank card gets blocked after the 
entry of an incorrect PIN thrice, this technology will 
prevent the card from getting trapped in the ATM. 

Fig. 2 shows the transition diagram of the proposed 
ATM banking transaction system for an instance of 
withdrawal. 

Entry of a correct PIN is still sufficient to authenticate 
to the bank system and protect against fraud. However, if an 
incorrect PIN is entered, the card still gets blocked but an 
authentication code is sent from the bank server to 
customer’s pre-registered mobile number via SMS gateway. 
Thus the user is given another opportunity to authenticate to 
the bank system. If the user is able to provide the correct 
authentication code, the blocked card is ejected from the 
ATM. If however, the user was unable to provide the 
correct authentication code, then it is more likely to be a 
fraud attempt and the blocked ATM card gets retained by 
the ATM.  

It is imperative to note that in any case, the entry of an 
incorrect PIN trice still guarantees the blocking of the ATM 
card. Therefore the safety and security of the account holder 
is not compromised with the proposed system. The 
proposed system is only effective in solving the problem of 
ATM cards getting retained as a result of cases of false 
positives. 



International Journal of Science and Advanced Technology (ISSN 2221-8386)                             Volume 4 No 9 September 2014 

http://www.ijsat.com 

 

15 

 

Figure 2.  Transition Diagram for the Proposed System 

V. THE ALGORITHM 

The algorithm for the proposed system is summarized 
as follows: 

START 

STEP 1: Insert card into the ATM Machine 

STEP 2: Enter PIN 

STEP 3: If PIN is Valid 

GOTO STEP 10 

ELSE 

GOTO STEP 4 

STEP 4: Block ATM card 

STEP 5: Generate authentication code and send to   
user’s pre-registered mobile phone number 

STEP 6: Enter authentication code 

STEP 7: If authentication code is correct 

GOTO STEP 8 

ELSE 

GOTO STEP 9 

STEP 8: Eject blocked ATM card 

GOTO STOP 

STEP 9: Retain ATM card 

GOTO STOP 

STEP 10: Grant access to all ATM services  

STOP 

VI. DISCUSSION  

 
The proposed system will reduce the time taken for 

customers to retrieve their confiscated ATM cards from the 
bank and also reduces the number of trapped cards that 
needs to be processed by bank officials. When cards get 
trapped on an ATM, most banks in Nigeria do not release 
the trapped cards to their own customers until after at least 
24 hours of the cards getting trapped. ATM cards from 
other banks are not released to the owners but rather sent to 
the nearest branch of the customer’s bank for onward 
delivery to the card owner.  

With the proposed system, another opportunity will be 
provided for card owners to provide an authentication code 
which would be sent to their pre-registered mobile phones 
in order to authenticate to the bank system and prevent their 
bank cards from getting confiscated by the ATM after 
entering an in-correct PIN thrice. 

VII. CONCLUSION 

The banking industry in Nigeria has been positively 
impacted with the adoption of the ATM as an e-banking 
channel. About 80-90% of transactions conducted through 
the e-payment channels have been attributed to the ATM 
alone. The success of the ATM in the Nigerian e-banking 
industry is mainly because of its effectiveness and 
convenience for customers. The recent CBN directive on 
trapped ATM cards is however not in the best interest of the 
bank customers. The system proposed in this study uses 
second level authentication process to minimize the 
incidence of confiscated ATM cards in the Nigerian e-
banking sector which will further encourage users to 
patronize the ATM as an e-banking channel because it will 
translate to good and quality services to the customers. This 
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is because it will reduce the time taken for customers to 
retrieve their confiscated ATM cards from the bank and 
also reduces the number of trapped cards that needs to be 
processed by bank officials. Considering the recent CBN 
directive, it will also reduce the number of cards that will 
have to be destroyed by the banks and also save legitimate 
card owners the cost of having their ATM cards reissued. 
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