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ABSTRACT

Wireless sensor network (WSN) consists of a group of sensor nodes usually deployed in a hostile environment
used for sensing, processing, transmitting and receiving data from the area. Sensor Nodes are characterized
by limited memory, limited power and short transmission range, which exposes them to attacks like jamming.
In this paper, we review different jamming attacks in WSN. We also review several proposed methods for
detecting jamming. We have provided a comparative conclusion to aid researchers studying this field.
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L. INTRODUCTION

Wireless sensor network (WSN) consists of a group of
sensor nodes usually deployed in a hostile environment
used for sensing, processing, transmitting and receiving
data where they are deployed to a base station (Osanaiye et
al 2015).

WSNs have different applications. They find application
were collecting data remotely is needed. These areas
include military, environmental monitoring, health,
controlling traffic, agriculture, and industries (Kumari et al,
2015). WSN have constrained power, storage, bandwidth
and short communication distance. These constraints in
addition to the open and shared wireless transmission
medium makes sensor nodes prone to security attacks.
Denial of Service (DoS) is one of the common attacks in
WSN. These attacks occur in physical, link and network
layer. At the physical layer, the most common DoS attack
is jamming. Jamming occurs when a rogue node
intentionally transmits a high-range signal to disrupt the
normal transmission of information between legitimate
nodes by reducing the signal to noise ratio. This attack
affects the functionality of the network as it truncates the
delivery of desired packets to the intended receiver hence
impeding network capabilities (Bhushan & Sahoo ,2018).
The major goal of jamming is to affect the long-term
availability of sensor nodes. The jammer depletes the
resources of sensor nodes by transmitting electromagnetic
signals at high power towards the communication channel
of the sensor nodes thereby prohibiting data from reaching
its destination (Upadhyaya et al.2019).

Jamming can be perpetrated by listening passively to the
communication channel in order to transmit at the same
frequency as the legitimate sensor node. Jammers have
high energy efficiency and are not easily detected
(Pelechrinis et al., 2011)
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Jamming attack may be mitigated by increasing the
robustness of the legitimate signal or by implementing
frequency hopping. Due to the limited resources of WSN
applying those solution is difficult. WSN, hence the need
for detecting jamming. In this paper we describe types of
jamming attacks, metrics used for detecting jamming and
review the different proposed methods to detect jamming.

WIRELESS
ARCHITECTURE

SENSOR NETWORK

The WSN architecture is made up of five layers (Akyildiz
& Vuran, 2010). These includes:

Physical layer: is responsible for transmission, modulation
and receiving techniques.

Link layer: ensures bit are transferred without errors and
it controls access to the channel.

Network layer: routes the data supplied by the transport
layer.

Transport layer: This layer is needed when the network is
going to be access by external networks; it helps to
maintain the flow of data to prevent congestion.
Application Layer: provides software for numerous
applications depending on the sensing task.

Jamming attack occurs at the physical and link layer.

II. JAMMING ATTACKS IN WIRELESS
SENSOR NETWORK

Constant Jammer: constant jammer transmits random bits
continuously on the channel to disrupt communication on
the channel. This could lead to depletion of the legitimate
node’s energy. The constant jammer does not follow any

15" NSE Minna Branch Engineering Conference 2021



Minna Branch

Conference theme

The Pigerian Society of Enqineers

1st NSE Minna Branch National Conference 2021

Role of Engineering in

Sustainable Develo

Medium Access Control (MAC) layer procedure before
continually transmitting series of radio signals to interrupt
legitimate signal transmission in the network. This jammer
continuously transmits random bits that occupy the
transmission path of the network, hence disrupting
legitimate data transmissions initiated by nodes (Misra et
al., 2010).

Deceptive jammer: A deceptive jammer continuously
injects legitimate bit sequences into the communication
channel without gaps in between. The sensor nodes believe
that a legitimate transmission is going on, hence they
remain in the listening state. Detecting deceptive jammers
is difficult since they are aware of the network protocol
(Misra et al., 2010).

Random Jammer: Random jammers moves from active
mode to sleep mode and vice versa to save energy. During
the active state, the attacker jams the network for a specific
time then it turns off its transmitter and goes to sleep mode.
The attacking node begins to transmit the malicious signal
again, after a while then goes back to sleep mode; the
sequence continues (Misra et al., 2010).

Reactive Jammer: Reactive jammers constantly sense the
channel to listen for when packets are being transmitted.
Once they detect a packet transmission on the channel, they
begin to transmit malicious signals to disrupt the legitimate
signal. This type of jammer reduces the rate of power
dissipation and are hard to detect (Misra et al., 2010).

a. PROPOSED METHODS FOR
DETECTING JAMMING IN WIRELESS
SENSOR NETWORK

Research on jamming detection in WSNs has been ongoing
for a while. A lot of proposed methods for detecting
jamming involves either the use of dedicated tools or
algorithms installed on the sensor nodes. Most of these
proposed methods make use of information gathered a
priori about some metrics of the node when it is jammed or
normal. Some of these metrics include received signal
strength(RSS), packet delivery ratio(PDR), packet inter
arrival time(PIAT), packet sent ratio, bad packet
ratio(BPR) signal to noise ratio(SNR), consumed energy,
clear channel assessment.

Osanaiye et al. (2015) proposed an approach for detecting
jamming attacks that uses the cluster-based topology. The
EMWA algorithm used for detecting jamming is only
installed on the cluster head and base station. The base
station detects jamming in the member nodes while base
stations detect jamming in the cluster head. In order to
minimize overhead they used only metric packet IAT to
detect jamming. In order to detect changes in traffic flow
during situations of both non-jamming and jamming, a
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trace-driven experiment using EWMA was carried out.
Results obtained from their work shows that their proposed
model can detect jamming attack efficiently with little or
no overhead in WSN from the 20th jammed packet.
Bikalpa et al. (2019) in their work proposed a node-centric
approach. To reduce overhead in nodes in this detection
method, network information for detecting jamming are
passively gathered by anchor nodes placed in the network.
Using random forest algorithm, the information gathered a
prior about the network is used differentiate when the
network is jammed or not. Their work achieved 89.7% and
98.6% accuracy using RSSI from five anchor nodes for real
and simulated data respectively.

In their work, Youness et al., (2020) used four metrics
BDR, PDR, RSS and clear channel to identify the presence
of jamming attack. They generated a large set of data in a
real environment simulation and gathered measurements of
these parameters when the network was jammed and when
it was normal. They then used these data sets to train,
validate, and test the machine learning algorithms. The
simulation results showed that the proposed detects
jamming attacks with an accuracy of 97.5%.
Ganeshkumar et al. (2016) proposed a framework that also
uses cluster-based topology for jamming detection. They
used statistical tests to compute the detection metrics
normal threshold. The cluster head verifies if a packet
received is from a legitimate node. The framework
validates whether the node is a legitimate node by using the
cluster head code. Lastly, the auditing algorithm on the CH
estimates the metrics (PDR, RSSI) and makes decision
about “jammed situation” or “non-jammed situation. Their
proposed framework detects jamming with an accuracy of
99.88%.

A fuzzy logic—based algorithm was proposed by
Vijayakumar et al. (2018) for jamming detection in cluster-
based wireless sensor networks. The detection metrics is
checked by the cluster head to check for jamming. An
accuracy of 99.89% was gotten from their simulation. The
jamming detection metrics are checked by the cluster head
at the lower level and by the base station at the higher level.
There by reducing the overhead cost on the member nodes.
Mistra et al., (2010) proposed the use of a fuzzy inference-
based system for jamming at the base stations using three
metrics. These metrics include received signal strength,
total packets received during a period and the number of
dropped packets during that period. The power received
signal is measured at the base during the jamming attack to
find the difference in value between the normal RSS.The
total packets received during a specific period and the
packet sent over the period is used at the base station to
determine the packet drop per terminal (PDPT) and signal-
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to-noise ratio (SNR). These metrics are then inputted to
obtain the jamming index from the fuzzy inference system.
The jamming index varies from 0 to 100. The system’s
true-detection rate is as high as 99.8%. In a Table 1, we
present a summarize Comparison of Proposed Methods for

Jamming detection in Wireless Sensor Network.

ment Goals

TABLE 1: Comparison of Proposed Methods for Detecting Jamming in Wireless Sensor Network

MACHINE LEARNING WSN
REFERENCE OR NON-MACHINE ALGUOSIEISHM Metrics STRUCTURE ACCURACY
LEARNING METHOD
0
Osanaiye et al Non-Machine Learning EMWA IAT Cluster 100% >20 Jammed
(2015) Method packets
89.7% for real data
Bikalpa et al. Machine Learning Random forest | RSS Flat and 98.6 for
(2019) method .
simulated data

Youness et al., Machine Learning BPR, PDR, Flat 97.5%.
(2020) method Random forest | pgg
Ganeshkumar et | Non-Machine Learning Auditing PDR and Cluster 99 .88 %.
al., (2016) Method algorithm RSSI

Fuzzy logic—

.. . . based

Vijayakumar ez | Non-Machine Learning mmin PDR and Cluster 99.89 %.
al (2018 Method jamming RSSI

detection

algorithm
Misra et al., Non-Machine Learning . Cluster 99.89 %.
2010 Method Fuzzy logic PDR, RSS 0
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A fuzzy inference-based system to detect jamming
attacks in the base stations using three metrics
measured from each sensor node in the network was
proposed by Mistra et al., (2010). These metrics are
the total packets received during a specific period,
the number of dropped packets during that period
and the received signal strength (RSS). The base
station computes the power received during the
jamming attack to find any difference in value
between the current RSS and the normal RSS. These
values are used by the base station to compute the
packet drop per terminal (PDPT) and signal-to-noise
ratio (SNR) which is further used as inputs for the
fuzzy inference system to obtain the jamming index
The jamming index varies from 0 to 100 and is used
to determine the intensity of the jamming attack,
which can range between a situation of ‘no
jamming’ to absolute jamming’. The system with its
high robustness, ability to grade nodes with jamming
indices, and its true-detection rate as high as 99.8%,
is worthy of consideration for information warfare
defense purposes. In a Table 1, we present a
summarize Comparison of Proposed Methods for
Detecting Jamming in Wireless Sensor Network.

I1I. CONCLUSION

In this paper, we presented a brief survey about
jamming detection in wireless sensor networks.
Different jamming attacks occurring in WSNs are
described in detail. Different metrics used for
detecting jamming was described. The different
types of jamming are described, and detection
techniques of jamming has been is pointed out. Our
future work will focus on improving jamming
detection.
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ABSTRACT

Swift and effective communication have a tremendous effect on the outcome of the safety and incidences. With
the increase in domestic use of Liquefied gas in developing country coupled with poor infrastructures and low
level of literacy, it is paramount to incorporate prompt safety measures to safeguard life and properties. The
availability and wide acceptance of mobile phones in the countries make them a suitable communication means,
for swift and effective remote monitoring and control. Design and implementation of a fire and gas detection
system with SMS and call notification was carried out in this paper. This system is divided into three units, the
control unit, sensing unit, and the alert unit. The designed system uses a micro-controller and GSM module, to
translating and relate the output from the sensors. The codes used by the micro-controller were developed in
Arduino IDE (Independent Development Environment) using Arduino language. The prototype of the system
was developed using MQ9 and KY-026 for the gas and fire sensor respectively located at specific locations in
the home. The GSM module was used to enable remote communication to the user mobile phone. It receives
the information from the micro-controller and then acts as programmed. The prototyped system was subjected
to load and no-load test in which the system was found to be working normally in accordance with the design
specifications. When the system was subjected to reliability test, an index of 0.85 was obtained based on the
failure rate of each of the component used in fabricating the system. The design system has the potential of
reducing loss of lives and property to fire outbreak and gas leakages, due to its remote and surrounding alerting
capabilities.

KEYWORDS: Mobile phone, GSM module (SIM800), Arduino UNO, Gas Sensor, Fire Sensor.

1. INTRODUCTION

Gas leakages and fire incidence are common
occurrence in today’s world especially in developing
country where safety is least considered coupled
with low level of literacy. Where fire or gas leakage
is been detected early and responded to as
appropriately, probability of getting out of control
can be litigated. (1) designed a GSM based low-cost
gas Leakage, explosion, and fire alert system with
advanced security. The system is designed such that
in case fire or gas leakage occurs a buzzer is turned
on, an LCD outputs a message indicating the reason
for the alarm and an SMS is sent to the home owner.
(2) Also propose such a system, where a gas sensor
is used to detect gas leakage and subsequently, turn
the exhaust fan on. [4] Developed a similar system
with an addition to monitor rapid temperature
increase in a home. (3) Also improved on
subsequent systems with a system equipped to open
an exit windows to allow for diffusion of the
concentrated air in case of gas leakage similar to (2),
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(5) in another related system, in the event of a fire,
the system is equipped with a solenoid valve
controlled water/carbon dioxide reservoir to douse
the fire, as well as an alert system.

It is evident from the reviewed literatures that a lot
of research has been done on fire and gas leakage
detection systems with some going further to control
the situation. Most of the implemented systems are
to turn on buzzer and send SMS to the homeowner,
without additional steps to ensure the sent SMS are
viewed with required urgency. Hence a need for a
system with an increase the probability of sent SMS
been read received the required urgency which is
directly related to swift response from the
homeowner.

2. MATERIALS AND METHORDS

In this section, the details of the design, hardware’s
and software’s materials wused in the
implementation of the system are summarized.

2.1 The Design Structure

15" NSE Minna Branch Engineering Conference 2021



The Pigerian Society of Engineers

Minna Branch

1st M5E Minna Branch National Conference 2021

Conference theme

Svustainable Develo

ineering in

ment Goals

Figure 1 shows the block diagram of the Fire/Gas
Safety System. It consists of a power supply unit
which supplies required power to other subsystems.
The control unit consist of a programmable
microcontroller - Arduino UNO, fire sensor — KY-
026 and gas sensor — MQ-9 and the alert unit which
consist of the GSM-module and the buzzer. The
GSM module serves as the communication bridge
between the microcontroller and the user’s phone.
SMS messages and call from the system in case of
emergency are sent to the user’s phone through the
GSM module. The system is divided into two
sections: Hardware and software.

SUPPLY UNIT

(7AS SENSOR
i ¢ FIRE SENSOR
i (Arduizo TNO)

(PSU) GSMPHONE

L

GSMModule | SMS(Cal

Figure 1: Block Diagram of the Fire/Gas Detection
System

2.2 Hardware Design and Selection

The hardware components used are Arduino UNO,
KY-026, MQ-9, GSM module SIM800, 240V/12V
3A transformer, four diodes 1N4001, filtering
capacitor 2000uf and 5V 2A regulator LM78S05
and buzzer.

Detailed analysis of the various hardware units is
given below.

2.2.1 Power Supply Unit

This unit is made up of several sections, the system
component’s power requirement is considered in
this design. The control unit requires a 5V 500mA
for the Arduino UNO, while SIM800 requires
between 3.4V - 4.4V and 1A current for reliable
operation. The fire and smoke sensors both require
3.5V - 5V and current of about 200mA. The power
supply should be able to provide the combine
current of 2A. Figure 2 shows the block diagram of
the power supply unit.
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from
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Figure 2: Block Diagram of the Power Supply Unit

The power supply unit consists of a stepdown
transformer that has an output of 14V AC with
output current of about 1A, a full bridge rectifier, a
voltage regulator (7805) and a filter. The power
requirement of the security system is 5V.
The transformer design and selection: The
220V AC from the mains is stepped down to 14V
AC with the help of the transformer. The peak
voltage output of the transformer is calculated using
equation (1).

Vpeak = \/E X Vims (D

Where, Vs = 14V

Voear = V2 x 14

Vyear = 19.80V

Rectifier diode design and selection: Four
IN4001 diode connected in bridge were used for the
full wave rectification of the output voltage from the
transformer. IN4001 was chosen because its PIV
(Peak Inverse Voltage) is 50V which is greater than
Vpear Which is approximately 20V.The value of the
rectified voltage is calculated as follows.

Vae = (2 /m) X Vpeak 2

But  Vpeqx = 19.80V

Vae = (2/m) X 19.80

Vae = 12.61V
Voltage regulation and filter design: For the
section of the home security system which requires
a 5V power supply, a 5V regulator (LM7805) was
used. The choice is based on the IC’s ability to keep
its output voltage stable at 5V and it can provide up
to 1A load current. LM 7805 also have attached heat
sink to conduct the generated heat away from it
under working condition. For the filter section it is
preferable to choose a filtering capacitor that holds
the peak-to-peak ripples (RF) at approximately 70%
- 80% of the peak voltage. The smaller the ripple
factor the better the performance of the filter.

1s* NSE Minna Branch Engineering Conference 2021

L V

1A



The Pigerian Society of Engineers

Minna Branch

1st M5E Minna Branch National Conference 2021

Conference theme

Role of Eng

Sustainable Develo

ineering in

ment Goals

Therefore, using design specifications, the value of
the capacitor can be calculated as follows:
From the relations:

Q=C xV 3)
Q=1XT 4)
f=x (5)
Inin = lge = 1A

Here, C is filtering capacitor, Q is charge in
colombs, I is current taken by the load, T is period
in seconds and f'is frequency in Hz. Using, equations
(3) and (4) and substituting for T from equation (5),
yields:

I

C= (©)
But V is the peak-to-peak voltage, and RF is the
ripple factor. To calculate its value, the relation of
equation (7) is used

V=RF X Vips (N

Vrms is given by V2 X V,, where V,, is the system
required voltage 5V, the mains frequency is S0Hz
and the RF is 70%.
Therefore

V =07xV2x5

V =4.949 Volts

1
AndC = ———
4.949X50

C =4040pf
The standard available value used is 4400uf, where
two 2200pf are connected in parallel. Figure 3
shows the circuit diagram of the power supply unit
of the fire/gas detection system.

REGULATOR
7805
3 W Vo g
c1
— P 8
RECTIFIER [——
TANSFORMER —
E
e
AC 220y
A
i

BE!

Figure 3: Circuit Diagram of Power Supply Unit
2.2.2  Control Unit: This unit is made up of

three main components which are: Arduino
UNO, fire sensor and smoke sensor.
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Arduino UNO: is a board embedded with
ATmega328 a microcontroller, ATmega328 is an
integrated circuit (IC) containing all the main parts
of a typical computer, which are: Processor,
Memories, Peripherals, Inputs, and Outputs (6). It
will provide required computing resource to achieve
the aim. All communication and controls in this
system pass through the microcontroller. The
Arduino UNO has 14 digital input/output pins (of
which 6 can be used as PWM-Pulse Width
Modulation- outputs), 6 analogue inputs, a 16 MHz
ceramic resonator, a USB connection, a power jack,
an In-Circuit Serial Programming (ICSP) header,
and a reset button. It contains everything needed to
support the microcontroller. Arduino UNO board is
shown in Figure 4.

Vdiuige 16MHz ATmega 1602

regulator crystal

7 to 12V input
24mm *5.5mm
Male center positive

USB-B port

Reset button

ICSP for USB
interface
(12C)SCL-Serial clock
== [12C}5DA-5erial data
'Pin-13 LED
(SP1)SCK-Serial clock
ESPI}MISO-Masler-m[SIave-out
(SP)MOSI-Master-out, Slave-in
(SPI)55-Slave select

Not connected
1i0 Reference Volt
Reset ==

3.3V Dutoat
5V Qutput

Note:pins denoted with"-"

Input voltage are PWH supported

P

Analog pin 0
Analog pin 1
Analog pin 2 ¢
Analon pind
(12C)SDAR
(12C)sCL

Interrupt 1
Interrunt 2

Ié;:a wu:-’b

ATmega32d
microcontroller IC
ICSP for

*ATmega3zs GND MISO

Figure 4: The Arduino UNO Board

Fire Sensor KY-026: The KY-026 consist of a
Smm infra-red receiver LED, a LM393 dual
differential comparator a 3296W  trimmer
potentiometer, six resistors and two indicator LEDs.
(7) The board features an analogue and a digital
output. Its operating voltage ranging between 3.3V
to 5V and Infrared Wavelength detection of about
760nm to 1100nm.The connected photo diode is
sensitive to the spectral range of light, which is
created by open flames. Digital Out: After detecting
a flame, a signal will be outputted. The sensor has 3
main components on its circuit board. First, the
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sensor unit at the front of the module, which
measures the area physically and sends an analogue
signal to the second unit, the amplifier. The
amplifier amplifies the signal, according to the
resistant value of the potentiometer, and sends the
signal to the analogue output of the module. The
third component is a comparator which switches the
digital out and the LED if the signal falls under a
specific value. You can control the sensitivity by
adjusting the potentiometer. A KY-026 Fire Sensor
is shown in Figure 5.

Figure 5: Fire Sensor KY-026

Gas Sensor MQ-9: (7) MQ-9 consist of a
sensitive material (SnO2), which has lower
conductivity in clean air, the sensors conductivity
increases as concentration of carbon monoxide and
hydrocarbon in the air increases. Detection is made
by method of cycle high and low temperature. It has
a working voltage of 5V, a with wide 2-20k<Q range
of resistance and able to detect concentration of
about 200ppm minimum and 10000ppm maximum.
(7) A relationship between the voltage output and
gas concentration level for various common gases is
shown in table 1.

Table 1: Output Voltage against Gas Detected

Concentration Level
MQ-9

—a—LPE
—=— o

| —a—cH4

Air

fs/ha
-

ppm
100 1000 10000

0.1

2.2.3. The Alerting Unit
The alerting or output unit comprises of the GSM
module and buzzer, both are to relate information
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from the controller, they are the link between the
user and the system’s control section.

GSM Module SIM800: SIM800 is a cellular
communication module that can make calls, send
email, SMS, and even connect to the internet. The
module operates like a mobile phone, but it needs
external peripherals to function properly. Figure 6
show the image of a SIM800 board.

SInsoaL @

[ BEREAIOTI4E5199

| RXD 3 O [ERrETe g

;?,t‘"

Figure 6: SIM800 Board

The module has audio channels which include a
microphone input and a receiver output, a SIM card
interface, and it is Quad band hence can connect to
any global GSM network with any 2G SIM. The
receiver pin (RXD) of the module is connected to
transmitter pin (02) of Arduino while the transmitter
pin (TXD) of the module is connected to the receiver
pin (01) of Arduino, V.. pin of the module is
connected to the LM78S05 in voltage divider circuit
and GND pin to the ground. Communication speed
(baud rate) depends on the board to be paired with,
baud rate of 115200 was chosen, this rate allows for
successful communication between SIM800 and
Arduino UNO.

Buzzer:

A buzzer is an electronics component usually used
to add sound feature to systems, the buzzer is
associated with switching ON or turning OFF at
required time and adequate interval. The buzzer is
powered with 5V DC and controlled through the
Arduino. It has two terminals, the positive terminal
is identified by (+) symbol or longer terminal lead,
while the negative terminal is identified by (-)
symbol or shorter terminal lead.
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The hardware of the system unit comprises of LEDs-
which serves as indicators, resistors, GSM module
(SIM800), fire sensor, gas sensor, buzzer, and
Arduino UNO. The receiver pin Pin 0 of Arduino is
connected to the transmitter pin Pin Tx of SIM800
and the receiver pin Pin Rx of SIM800 is connected
to transmitter pin pinl of the Arduino, the signal pin
GPIO of SIM800 is connected to pin 9 of Arduino,
analog pin (AO1) of the Arduino is connected to the
signal pin SIC of MQ-9, while the analog pin (A02)
of Arduino is connected to the analog signal pin AQ
of KY-026 as showed in Figure 6. Power
requirement of SIM800 is 3.3V 20mA, 3.3V for KY -
026 and 5V for MQ-9. LEDI1 is connected to digital
pinl0, LED2 is connected to digital pinl3. The
LEDs were connected in a series connection with
resistors in a simple way to stabilize the current
flowing through them. Also, the buzzer is connected
to pin4 of the microcontroller through an amplifying
transistor, which controls the switch ON and OFF
the buzzer. Figure 7 the circuit diagram of the alert
units and control unit.

i

ARDUING UNC

=

I

0

Gas Sensor

Figure 7: Circuit Diagram of GSM, Fire Sensor
and Gas Sensor connected to Arduino UNO

Design and calculations:

Led design

LEDs voltage drop Vy is between 1.8V - 2.5V (a
worst case is used in the design, 2.5V) and operating
current [ is 20mA, while V; (supply voltage) is equal
to 5V (from Arduino pin). Using these values, the
value of the current limiting resistors can be
obtained.

Ohms law, equation (8) was used to calculate the
value of the Resistors R (R;and R, ), as shown.
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_sVy)

R=1 (®)
(5-2.5)
T (20x1073)
R =125Q

From the obtained value of 125 ohms a standard
value of 150 2+20% was chosen for R;andR,,.
Buzzer circuitry:
The home-based alert system (buzzer) requires an
amplifying circuit. The amplification circuit requires
a multipurpose NPN transistor (C1815) with a base
resistor R; required to provide base current for the
transistor. The value of the resistor (R3) was
calculated using equations (9):

R = (Vs=V ) 9)

I
Where V is the powered voltage from the Arduino
UNO 5V, V., is the base-emitter voltage 0.7V and

I, is the base current (500uA)
5-0.7

0.005

3 =

R; =860Q
From the obtained value of 860 ohms a standard
value of 1k Q+20% was chosen. The complete
circuit diagram of the whole system with the power
supply is shown in figure 8.

ment Goals
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Gas Sensor

Figure 8: Circuit Diagram of the Cbmplete System

2.3 Writing Source code for the
microcontroller Arduino UNO

The source code is written to satisfy the requirement
of system whose main controller is an Arduino
UNO. The program was written in the Arduino IDE.
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The flowchart of Figure 9 was used to develop the
program.

2.3.1 Software Design Methodology

The software used in this work to control and
synchronize the activities of all system parts to
function as a unit is implemented using the flowchart
in Figure 8. The software codes were written in
Arduino integrated development environment (IDE)
with Arduino programming language.

START

"

STORED REGISTERED PHONE
NUMEER(S)

Q)

‘ READ THE FIRE AND GAS SENSOR PINS ‘

ISFIRE
SENSOR
PIN HIGH?

Figure 9: Flow Chart of the System Control

3. RESULTS AND DISCUSSION

3.1 Testing of the designed circuit and
components

All the components used were tested to ensure
workability before and after physical construction of
the system’s porotype to ensure that all contacts and
connections were made properly. Test was
conducted at unit levels. The tests conducted were
categories into hardware and software test.

The hardware unit was initially designed and
simulated using circuit wizard and proteus, this is to
ascertain the circuit is working properly based on
design specifications. After which the components
are put onto breadboard for further testing and
finally soldered on the Vero-board. Figure 10 shows
simulation of the power supply unit.
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Figure 10: Screen Shot of the Power Supply during
Simulation

Controller Unit

The controller unit comprises of the microcontroller
board, fire detector, gas detector and the GSM
module. Software was uploaded on the
microcontroller and the response to stimuli from
both the fire and gas detectors was monitor via the
communication 3 port (COM3) of the computer.
This test makes it possible to understand what is
happening inside the microcontroller. The GSM
module has in it a registered subscriber
identification module (SIM) card. Once the GSM
module is connected to power, a blinking green led
(with about 2 seconds interval) on it indicates a
successful connection to network. Software was also
written in the microcontroller to output status of
network connection. The software is presented in
appendix A. Figure 11 presents the COM3 output
during a stage of the test period.

ec)
®

age suspected
onGas linkage
03 buzzzr ondas Linkag
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Figure 11: Software Test Result

3.3 Fire Sensor/Gas Sensor
The sensors were both tested with same situation
while connected to a DC battery, a beep from both
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sensors, indicate they are both in good condition,
their functionality is ensured.

3.4 System Test

The full system test was to ensure proper response is
given by the developed system in a case of fire
outbreak or gas leakage when required by the
homeowner. The system was initially designed and
simulated in proteus environment, to ensure the
system is working perfectly based on design
specifications. The system was constructed on a
breadboard; this was to ensure proper arrangement
in other to ensure a potable system. Finally, the
system was implemented and tested on a Vero-
board.

3.4.1. Simulation Test

This simulation was carried out using Circuit
Wizard, this helped in design of the circuit and
testing it with software uploaded, to ascertain the
circuit is working properly based on design
specifications. After which the components are put
onto breadboard for further testing and finally
soldered on the Vero-board.

3.4.2. No - Load Test

This test was carried out when the circuit has been
developed on a Vero board. A state at which the
system is not faced with any control responsibility,
this is the verification stage. Physical inspection
was done to ensure all components and connections
were in place. This was done by checking all closed
tracks, jumper wires etc. for open or short circuit.
Power was fed to the circuit for a minute. Fingertip
was then used to sense the temperature of the
components if any was overheating. Also, code
inspection was carried out to ensure optimal use of
memory, by employing DRY (Don’t Repeat
Yourself) technique. DRY technique is a principle in
software development implemented to reduce
software duplication. Being satisfied with this test
result, load test then followed.

3.4.3. Load Test

At this stage, power consumption was monitored to
ensure power specifications are met, with the
voltmeter, the current consumption of the circuit was
taken note of - when a response is required and when
not. The response time to control was also
monitored. For the software aspect, the performance
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of the code was scrutinized, the software was
compiled and executed, parameters such as memory
usage, CPU usage, response time and overall
performance for the software were analyzed.
Voltage test then followed. This was performed with
a digital multi-meter. Voltage and current level at
different points on the board was taken and
compared with design specification. Figure 11
shows the test diagram used during voltage and
current consumption test.

Power Supply Unit Complete Circuit

Y
L

Figure 11: Test Diagram for Voltage and Current
Consumption

The current consumption test of the system was
carried out using two instances, when response is
required and when not. This test was repeated
several times and an average value computed. The
voltage at the Arduino power pin was also
monitored, to ensure conformance with design
specifications. Results of the voltage and current test
carried out are presented in Table 2 and Figure 12
shows a test instance.

Table 2: Voltage and Current Consumption

Readings.
S/N No load | Load Voltage
current current V)
(A) (A)
1 0.234 0.45 5.12
2 0.232 0.43 4.97
3 0.201 0.46 5.09
4 0.200 0.42 5.00
5 0.221 041 5.05
Average | 0.217 0.434 5.056
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Figure 14: The System Prototype

3.4.4. Reliability Test
The reliability test of the developed system was done
using Part Count Failure Rate Techniques where
reliability of a system is approximate as a relation of
the units of parts used in the system design.
Computation was done using relation with time to
failure test. During this test, values of data are
recorded which can be put into cumulative function,
F(t). Reliability is express explicitly by equation (9)
(8):
Ft)=1-R(@®) ©)]

The method used in calculating the reliability of
system requires information like part category, part
quantities and quality factor. The system failure rate
is defined in equation (10) (9). Where F; is given as
failure rate of ith part, n is number of part category,
N; is quantity of the part and 1y, is the quality factor
of the ith part:

F = Z?:l NiFiT[Qi (10)
The failure rate of each unit was computed using
equation (10) with data from reliability prediction of
electronic equipment handbook table obtained from
(9) and (10). The calculated failure rate of the
security system is presented in Table 3. Equation
(10) was used to compute the value of the reliability
of the system.
From Table 3: the Calculated Failure Rate of the
individual components was used to determine that of

Figure 13: System on the Breadboard
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Table 3: Calculated Failure Rate of Fire/Gas Safety System

S/N | Components Fi/ 108 hours N (category) Ni (units) T, F10~5/ 10° hours

1 Resistors 0.000196 1 3 0.03 1.764

2 Capacitors 0.000002 1 2 0.01 0.004

3 ICs 0.73 1 1 0.0043 313.9

4 Microcontrollers 0.015 1 1 2.4 3600

5 Semiconductors 0.0038 2 6 8.0 364.8

6 Mechanical device | 0.083 1 1 0.103 854.9

7 Modules 0.028 2 3 0.26 4368

8 Inductive devices | 0.0030 1 1 0.30 90

9 Connector 0.040 1 2 0.659 5272

10 Contact/Hand 0.0064 1 27 0.0013 22.464
soldering

11 Total failure rate 14887.504
of the system

the system. The failure rate was then used to obtain
the system reliability using equation (9) as shown
below.

R(t) = 1 — 0.14887504

R(t) = 0.85115196
R(t) ~ 0.85

4. CONCLUSION

The detailed procedure for the design and
implementation of a fire and gas safety system with
SMS and call notification was outline in this work.
The designed system was simulated using proteus,
the simulated system was then fabricated using
hardware components. The fabricated prototyped
system worked normally as designed. The system is
light in weight (that is portable) and has a reliability
index of 0.85 when subjected to reliability test. The
design system has the potential of reducing loss of
lives and property to fire outbreak and gas leakages,
due to its remote and surrounding alerting
capabilities.
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