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ABSTRACT

Information and communication technology, otherwise known as ICT is the use of information computing devices adaptable for electronic communication. National security is the use of a nation’s endowment to preserve and sustain its integrity by strengthening her major indices and interests such as economic, territory, resources, etc. such that none of these interest are threatened or infringed upon.

In the course of information communication disseminated through network of electronic devices sophistry had lately become ubiquitous and rapidly pervading all strata of human endeavours regardless of regions and locations in portable, often times  intangible and conveniently accessible forms hence, modern ICT channels propped cyber-security threats that is construed as a critical national security issue . Nonetheless, ICT have majorly twin effects of either to enrich people’s effectiveness or negatively evade personal, corporate and/or nation’s classified information. Nonetheless, ICT have majorly twin effects of either to enrich people’s effectiveness or negatively evade personal, corporate and/or nation’s classified information. 
Could there be any synergy between ICT and national security of a state? Could the burgeoning security threats with their sophistications, confronting the states today be subjugated? What are the strategies and framework required to align ICT policies and national security interests?
This paper outlines issues that constitute state security risks and proposes an architectural framework to realise national security from ICT structures. 
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INTRODUCTION
ICT (Information and Communication Technology) oftentimes used as an extended synonym for Information Technology (IT),  is the adaptation of information computing devices, (software, hardware, telecommunication devices and high technical skills) to enable users to access, store, transmit, and manipulate information (Foldoc, 2008). Meanwhile, the term ICT was first introduced by academic researchers in the 1980s as the convergence of audio-visual and telephone networks over computer networks (Melody et al., 1986). 
Information communication had lately extended into the all-pervading web and internet applications, multimedia, mobile phones, private and global networks, broadband connectivity, etc. all of which have improved or optimized the effectiveness and value of people. Nonetheless the pervasive security issue of these information systems is threatening, thus, adequate security measures need to be in place. ICT is a national security concern, impacting economy, knowledge, and society.
National security is the aspiration of every independent state to preserve and sustain its prowess over a range of banal concerns or interests i.e. energy, food, economic, political, etc within its territory in order to guaranty its territorial integrity. Indeed, in order to promote national security, a nation needs to possess energy, food, economic, political securities, etc.  When any of these interests is jeopardized, we say that the national security of a nation is threatened.  Buzan (2007) stated that security is about the management of threats and can be perceived as freedom from threats. 
Accordingly, security threats not only include conventional nation-state foe assault but also non-state actors such as illicit drugs cartels, multinational corporations, non-governmental organisations and natural disasters. Therefore, in order to sustain national security, a nation must strengthen its economic security, energy security, environmental security, etc. against disruptions.
Due to the complexity and sophistry of the modern societies, especially with diverse information and communication technologies in its arsenal, it is becoming apparent that national security is a shared responsibility between the state and its citizens, however, Governments have the uppermost responsibility of using its endowed resources (people, institutions, technology, economy, diplomacy and political manoeuvres) to sustain its national security. This onerous task is made easy with the use of ICT facilities to manage, monitor and report security breaches.
Could there be any synergy between ICT and national security of a state? Could the burgeoning security threats with their sophistications, confronting the states today be subjugated? What are the strategies and framework required to align ICT policies and national security interests?
While discerning national security from information security or data security, this paper proposes some architectural frameworks for using the available information and communication technologies to further the development of a society and solving some identified national security issues, notably seamlessly protecting, storing and sharing of information that are considered paramount to a nation’s interest and integrity among security agencies of a state. 
The security of lives and properties of citizens in every society determines to a large extent on the development of that society. Infrastructural and economic development can only flourish in a secured atmosphere. Therefore the role of national security in the development of a nation cannot be over emphasized. 
BACKGROUND
There are increasingly several issues threatening national security of  virtually all global nations, these threats are majorly internal and/or external conflicts such as  intra-state agitations, ethnic/tribal xenophobic, heighten extremism (terrorism), violent crime (Arson, kidnapping and assassination), arms proliferation, etc. Aside from foreign invasion and natural disasters cyber attack is an emerging potent warfare to which all nations are vulnerable, whereby enemies infiltrate into a nation’s classified secrets, plans and strategy.
ICT can be used to ensure effective surveillance of streets, estates, seaports, airports, etc with a hierarchical security monitoring operating centres that can provide remote password-restricted access to stored data, video and audio, with date-and-time-specific playback for criminal investigation purposes (Ekuwem, 2012). Today, technology has enabled non-intrusion scanning of six inches thick steel containers and cargoes to prevent illicit importation and trafficking of illegal drugs, firearms and ammunitions All imported cargoes and containers could be scanned to ascertain their content, this process is also known as non-intrusive inspection, to ascertain all goods-in-transit at the ports (air, land and sea) of entry into the country. 

According to (Romm,1993), the following were identified as the fundamental elements of national security, i.e. Socio-Political Stability, Territorial Integrity, Economic Solidarity and Strength, Ecological Balance, Cultural Cohesiveness, and External Peace.
	NATIONAL SECURITY THREATS

	INTERNAL
	Agitation,  Ethnic dispute,  Arms proliferation, Xenophobia, Organised Crime (Terrorism, Violence, Kidnapping), Drug & human trafficking, Economic sabotage, Money laundering, Social unrest (Protests, Strikes,  Unemployment, Acute food scarcity,  Poor Shelter,   Environmental Pollution),  Poor governance

	EXTERNAL
	Aggression/invasion, Cyber attacks Multinational corporation, Economic blockade, Cross-border conflict, Natural disaster, Climate change, Nuclear arms, Global trends, Communication, Transportation.


Table1: Internal and external threats to national security.

A state or national security can be enhanced by:
· Effectively using diplomacy to rally allies and isolate threats;
· Marshalling economic power to facilitate or compel cooperation;
· Maintaining effective armed forces and security agencies;
· Implementing civil defence and emergency outfits (to counter terrorism and ameliorate natural disasters) ;
· Having resilient and redundant structures, adequate for critical infrastructures;
· Gathering intelligence to monitor and counter threats and espionage;
· Devising measures to protect classified information (secrets)

· Using counter-intelligence services or secret police to protect the nation from internal threats.
Consequent upon these, ICT is a major driving force for national security, for instance, advances in mobile smart-phones’ capabilities make them ubiquitous and indispensible in modern times, though national security can be compromised by them if not effectively harnessed. Also, social networking, Short Message Service (SMS), and e-mails have been leveraged to circulate messages to facilitate spontaneous reactions or protests across the globe e.g. Seoul (South Korea), Lebanon, Syria and Egypt. Campaign of calumny, slander against private or public figures, de-marketing of products by competitors, etc all these have elements of these messaging services.
Worthy of note is the infrastructure of major telecom firms, not owned by governments, which are prone to security breach, abuse or compromise, if not effectively monitored and controlled by government regulatory body. 

As vital as maritime activities is in modern economy, it could pose a  challenge to national security; the threats in this regard could occur in many forms, such as, piracy, smuggling and other illicit offshore dealings or transactions.. These malicious activities have caused states a substantial loss of revenue thereby making ports unattractive to foreign shipping lines. The maritime milieu could be used as canon fodder by enemies to launch attack. Every nation has about 200 nautical miles off its coastline, as integral part of its territory to effectively police against external aggressors or any possible unfair deals.
All of the above highlighted cases have brought in ICT technologies to support their efforts in achieving their goals.
METHODOLOGY

We are proposing a National Criminal Tracking System (NCTS), domicile at military and police headquarters (of every state in Nigeria and the Federal Capital Territory, Abuja), office of the National Security Adviser, State Security Service and the Presidency where the totality of the automated security monitoring activities across the country are displayed on-line with video, audio, data and graphics. NCTS is a unified password-enabled database for all security agencies which is regularly updated by authorized personnel.

The National Criminal Tracking System requires a critical infrastructural base. The development of the system will also focus on the following areas:

· Security which includes the following:

· Authentication

· Authorization

· Integrity

· Availability

· Information fusion though research in the following areas

· Information extraction

· Data and text mining

· Multimedia processing

· Technologies for language processing

· Data integration

Meanwhile, the national identity management database keeps track of citizens and records such as social, academic, economic, courage, honesty, integrity and patriotism such that there would be no hiding place for criminals, since everyone can be observed through their records which are readily available in hospitals, customs, immigration points, sea/air-ports, courts, banks, hotels etc.
Security Architecture

Incorporation of security design into the enterprise and public architecture process, would lead to the formulation of BITS (Business, Information, Technology and Security) framework as a fail-safe strategy: comprising three components ― people, processes and technology.

The key success factor here is the synergy of people, processes and technology creating a seam- less security architecture, which is optimally functional and has the capability to fortify a nation’s security. The people part comprises of user awareness, guidance, administration and effective monitoring of the system. The processes part comprises of policies, standards, guidelines and audit capabilities. Lastly, is the secured technology platform for detection, remediation and ascription of attacks.
Shared database
The following are necessary components of a robust security architecture to guaranty national security:

· Availability of a national identity management system, forming a data repository for all citizens (from cradle to grave);
· Criminal tracking centre (CTC) at every state of Nigeria and Abuja

· Inter-agency collaboration for data update and sharing;
· Lawful interception services to spoof into networks, e-mails, SMS, Webmails,    Voice calls, Video, Tele-conferences, Online chats, Social networks and Instant messages;
· Uniquely identify every telephone SIMM with an individual;
· Corporate entities must have a unique contact address;
· Data transfers using Wi-Fi, Point-to-Point broadband, Wireless or Fibre Optics (FO) cables;
· Local monitoring and archiving at each CTC and upload to the headquarters at Abuja using VSAT, FO, WiMax or dedicated 3G network. Difficult terrain can be monitored by deploying UAM (Unarmed Aerial Vehicles) to transmit data to CTCs;
· Mounted cameras at various locations, especially at identified hotspots in the cities. Hotspots are places that are prone to frivolous activities in a city;
· GPS-based coordination of law enforcement agents (to know the location of each patrol team, how many man/woman in each patrol team and the inventory of their ammunition, time spent on patrol and seamless duty exchange;
· Authorize Query, retrieval and analysis of archived data;
· Ports of entry and inland checkpoints are fitted with Gamma and X-ray based Scanners to check the content of trucks and cars conveying humans and goods-in-transit; 

· Promulgation of legal frameworks to strengthen cyber security laws, national information infrastructure laws and national security surveillance act;
· Develop strong Intelligence/information sharing framework that duly sanction offenders;
· Geographic information system (GIS), Geographic Positioning System (GPS), DNA, Fingerprint, Biometric, photograph and bank, health, etc data to be integrated into Crime Tracking System;
· Establishment of common schema and/or data format standards.  

· Establishment of data marts and data warehouses at different locations.

Other elements of NCTS framework are:

Data Centre: The establishment of a comprehensive data base to capture relevant data, issuance of identification cards to citizens and expatriates, which would aid documentation, monitoring and control. 
Awareness and Sensitization: Adequate publicity to both citizens and aliens about security consciousness, identification and on the need to obtain statutory document that identifies everyone resident in the country.

Capacity Building: Enhance capacity building of security agents with modern technologies, review their curriculum and training to align with NCTS framework.
To achieve national security, the security network apparatus of various security agencies should operate seamlessly with one another in order to share and exchange information as in Figure 1. 
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Figure 1: National Criminal Tracking System (NCTS) Architecture.

Undoubtedly, ICT is as important as the tanks in military combat operations, because a single computer now controls the tanks. The reason why the US military created a new group called Cyber Command was to support the information and communication system of the military forces and in extreme situations get involved in a battle by attacking every network (Ajijola, 2010). Likewise the proposed Criminal Tracking System (CTS) is a strategy and/or security framework to aid security agencies to achieve their objectives. For instance, aside from aerial surveillance of the frontiers with vans, boats, ships, aircrafts, etc., electronically aided surveillance checkpoints is essential to capture biometric data, video and other metrics of those crossing the borders.
RECOMMENDATION

The adoption of network traffic snoop with modern interception strategy and the implementation of National ICT policy would strengthen a nation’s security and reduce crimes to barest minimum.
National security can be greatly assured if through proactive measures of intelligence gathering, data control and surveillance activities, which are fast-driven by technology is adopted and incorporated into our systems design. It has been discovered that increase in national budget does not lead to proportional security or reduction in crime.
Security agencies should keep tabs on the communication traffic that traverses the communication infrastructures, in order to compliment the numerical strength of security personnel to intercept and burst crimes. People awareness campaign and capacity building of should be augmented.
The telecom regulatory agency of government should be alive to its responsibility, by applying sanctions where and when necessary.

CONCLUSION

Obviously, a nation with many fractures is better off if united and re-dedicate itself to formidably confront her common challenges. In seeking the common security solution, one of the sectors that benefited immensely was the Information and Communication Technology (ICT) and security sectors. Some of the products that grew from that necessity included data mining software, integrated computer networks for information sharing, biometric identification system, alert technologies, surveillance cameras, data storage, behaviour pattern recognition software, and software designed to identify suspicious behaviour, etc .
It is widely acknowledged that the adoption of an integrated ICT strategy will not only help to resolve the immediate security challenges but also help the Government to tackle unemployment and create wealth. 
National security challenges can be pre-empted or thwarted through proactive action rather than embark on reactive and palliative measures, ICT has opened gateways of intelligence gathering and surveillance activities using technology driven approach such as the new concepts such as  Data mining software, integrated computer networks, biometric identification system, automated and fingerprint identification system (AFIS), early warning technologies, surveillance cameras, data storage, behaviour pattern recognition software, and software designed to identify suspicious behaviour, etc.
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