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Preface

NIGERCON 2022

This volume contains the papers presented at the 2022 IEEE Nigeria 4th International
Conference on Disruptive Technologies for Sustainable Development (NIGERCON) held on May
15-17, 2022, in Abuja. The highly multidisciplinary Conference brought together all experts,
researchers, and innovators from business, industry, academia, and government agencies to
discuss concepts and experimental results.

We are honored to welcome experts, researchers, professionals, innovators from academia,
and the industrial circle to join the conference. NIGERCON 2021 aims to provide a high-
quality forum for communications of research achievements, ideas, and experience of application
in all fields of Communications Technology and Computer Science. Participants can develop
ideas, catch research directions, and accelerate theoretical research, technology development,
application, and innovation in certain subjects.

This year we received over 236 paper submissions and 149 high-quality papers were accepted
for presentations at an acceptance rate of 0.66. We utilized the talents and experience of review-
ers working at Universities and Institutions from around the world. Each contributed paper
was rigorously peer-reviewed by 108 external reviewers, with a total of 627 reviews. Experts
were drawn from a large pool of technical committee members as well as other international
reviewers in related fields.

IEEE Nigercon22 Participating authors spread across 23 Countries namely: Algeria, China,
United States, United Kingdom, Uganda, Sri Lanka, South Africa, Saudi Arabia, Rwanda,
Norway, Nigeria, Niger, New Zealand, Namibia, Malaysia, Indonesia, India, Hungary, Ghana,
Germany, France, Egypt, and Cyprus.

A

We would like to express our gratitude to all authors, whose research results have been
published in Nigercon2022 Proceedings and IEEE Xplore digital library for their in-depth eval-
uations. Our high standards are maintained through a top-rated peer-review process.

A

Furthermore, we would like to thank all the authors and attendees for participating in the
Conference. We hope that Nigercon2022 inspires and entices you to submit your contributions
to upcoming IEEE Nigeria Section Conference.

A

We wish you a stimulating and fruitful time at the Conference and a memorable experience
in Abuja city.

A

A

Engr. Prof. Gloria Chukwudebe, Federal University of Technology, Owerri, Nigeria

NIGERCON 2022 Technical Program Chair

A

A

April 10, 2022 Kennedy Chinedu Okafor
Longe Omowunmi

Faruk Nasir

Ignatius. Ayogu
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Abstract—Text passwords are the most extensively used
technique of computer authentication. This approach has been
found to have several flaws. Users, for example, typically select
passwords that are simple to guess. A difficult-to-guess
password, on the other hand, is also difficult-to-remember.
Textual passwords are vulnerable to brute-force and keylogger
attacks. Graphic passwords have been proposed in the literature
as a possible replacement for alphanumerical passwords, based
on the assumption that people remember pictures better than
text. Existing graphical passwords, on the other hand, are
vulnerable to a shoulder surfing assault. To solve these security
flaws, this paper proposes an authentication method for online
applications that uses a combination of one-time passwords,
textual, and graphical passwords. The efficacy of the
recommended solution was confirmed by usability testing and
security analysis procedures. A total of thirty participants took
part in the system evaluation. The security assessment found
that the proposed system meets all its primary security
requirements. The proposed system was found to be simple to
use, friendly, and secure throughout the usability test. When
compared to traditional authentication solutions, this study
exhibited greater usability and security.

Keywords—Textual  Password,  One-Time
Graphical Password, Shoulder Surfing, Key-logging

Password,

I. INTRODUCTION

User authentication is a method for a device to confirm the
identity of a person connecting to network resources. Textual
passwords are the most often used form of authentication for
all websites and applications. Textual passwords are made up
of a string of letters and numbers, with or without special
characters or integers. Users can usually log into several
accounts with just one username and password [1]. They are
not, however, fully safe. As a result, strong passwords with
numbers, uppercase, and lowercase letters should be used.
These textual passwords are then considered strong enough to
survive brute force attacks. On the other side, a strong textual
password is difficult to memorize and recall. Password replay
and keylogger attacks are also possible with textual passwords

(2].

978-1-6654-7978-3/22/$31.00 ©2022 IEEE

To address the struggle with alphanumeric authentication,
a significant variety of graphical password schemes have been
devised and tested [3]. The prevalence of graphical passwords
can be explained by the fact that pictures, rather than strings
of characters, are easier to recall [4]. Graphical passwords are
passwords that are made up of pictures or drawings. Because
people remember pictures better than text, graphical
passwords are easier to remember. They are also more
resistant to brute-force attacks because the search space is
practically infinite. In conclusion, graphical passwords are a
superior option for memorability and usability than text-based
passwords [5].

One of the shortcomings of using a graphical password
system is the likelihood of shoulder surfing [6]. A graphical
passcode could be physically seen, particularly in public
places, and if the adversary has a clear visual of the passcode
being inserted numerous times, they can easily crack it, which
is a severe flaw [7]. Another drawback of using a graphical
password is that it is susceptible to guessing. Just like with a
textual password, if the user simply registers a brief and
predictable password, the chances of it being guessable grow
[1]. Some researchers have proposed the use of passwordless
use cases like fingerprint verification [8]. However, if one of
the fingers is used as a password, for instance, and it is
compromised, it cannot be used again since altering a
fingerprint is nearly impossible, therefore it is irreversibly
compromised. There are several ways to avoid keyloggers,
shoulder surfing, and guessing attacks, but none of them are
sufficient in and of themselves. A combination of strategies
must be employed to effectively eliminate the problem [9].
This study uses a combination of one-time passwords, textual
and graphical passwords to combat shoulder-surfing, replay,
and key-logging assaults. As a result, the research's main
contributions are as follows:

1. Development of a secure one-time password system.

2. Development of a
authentication system.

secure textual password

3. Development of a secure graphical password
authentication system.
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The remainder of the paper is organized as follows: A
synopsis of recent password authentication research is
presented in the second section. Section 3 explains the study's
approach. The results of the experiment, as well as the
conclusions obtained, are discussed in Section 4. Section 5
summarizes the findings and considers potential future
projects.

II. RELATED WORKS

To prevent shoulder surfing attacks, [10] recommended
using a graphical password authentication (GPA) system. The
proposed system combined textual and graphical passwords,
removing the requirement for complex textual passwords that
may be difficult to remember. Instead, with the graphical
password in place, users can use any textual password. The
type of graphical password method used in this study,
however, was not mentioned. Furthermore, the usability of the
suggested solution was not assessed.

A GPA scheme was suggested by [11]. This scheme was
based on the finest existing features, such as distorted images,
hash index, and loci metrics, as well as visual encryption
algorithms and additional naive features, to protect against
well-known threats such as brute-force, guessing, sniffing,
hidden camera, shoulder surfing, and phishing. The paper's
weakness, however, is that no assessment metric was used to
evaluate the system's performance.

E-commerce authentication issues was solved by [12]
using GPA. This paper proposes a modified Inkblot
authentication mechanism. In the Inkblot authentication
system, images are employed as a trigger for text password
entering. During password generation, users can choose from
a sequence of inkblots and type in the first and last letter of the
phrase that best represents the inkblot. These pairs of letters
make up the user's password. Users can utilize the inkblot to
construct their own login. The drawback of this inkblot
authentication mechanism is that users are limited to a small
number of password alternatives.

A three-layer recall GPA technique with three layers of
verification was proposed by [13]. The proposed recall-based
authentication method improved on the Pass-Go approach,
which featured secret questions, responses, and backdrop
images. The suggested solution, known as CRS, consists of
three components that work together to assure password
security. The secret question and the text-based answer are the
focus of the first part of the authentication phase. The second
half focuses on choosing a picture based on recognition, and
the third piece focuses on creating a password using an easy-
to-remember artwork. The problem of this method is that
while using sketching to construct a password, it is possible
for individuals to forget their stroke order.

III. METHODOLOGY

This section provides an overview of the methods utilized
to conduct the research. Fig . 1 illustrates the proposed
solution, which is explored in greater depth in this section.
Textual, one-time password, and graphical password are the
three authentication modalities used in the proposed system,
in that sequence.

Registration Phase Login Phase

Textual Password Textual Password

One-Time Password

One-Time Password

verification code
generation

Code sent to emal Code sent to emal

Code Verification Code Verification

Graphical Password

Display 12 Images

Select images and
click grid points in
squence

verification code
generation

Graphical Password

Display 12 Images

Select images and
click grid points in
squence

Registration Complete Login Gomplete

I Three-Step Authentication System

Fig. 1 Proposed System

The three-process combination mechanism was
implemented serially to improve the password resistant given
that a user or attacker cannot have access to the next password
phase without been verified in the previous password phase.

A. Registration phase

The registration phase consists of three main processes:
textual password, One-Time Password (OTP) and graphical
password implementation.

e Process 1: Textual Password Registration- In this
phase the user is asked to input their email, full name,
password and confirm password.

e Process 2: OTP Authentication- The OTP
authentication phase deals with the generation of OTP
by the system. This generated OTP is sent the inputted
email from the textual password registration phase.
Then, the user is asked to input the OTP for
verification. If the OTP is wrong user is denied access
to the next phase, otherwise the user is granted access
to the graphical password phase.

e Process 3: Graphical Password implementation- A
2 x 2-image grid is now displayed to the user from
which the user clicks on one point of the image. After
that, the user must choose another image and click on
the two-image grid that has been formed. After that,
the user must choose another image and click on the
2 x 2 grid that has been formed.

B. Login Phase

After a user registers, the user can then login to gain access
to the system. The steps involved the login phase is discussed
below.

e Process 1: Textual Password Authentication:
During the login phase, the user registered password
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and email must be submitted which is compared with
the email and password stored in the database. If email
and password match, then the user is allowed to move
to the next step.

e Process 2: OTP Authentication: in this step the user
is asked to supply the OTP that was generated and sent
to their registered email address. If a wrong OTP is
supplied then, access is denied. However, if the OTP
is correct the user is given access to the next
authentication process.

e Step 3: Graphical Password Authentication -
Twelve photos are displayed after the OTP dosage is
authenticated. The user is asked to choose one of the
photos on the screen. When a user clicks on a picture,
a 2 x 2 grid containing sections of the selected image
is presented. For successful authentication, the user is
expected to click on the grid in the image. If the first
attempt fails, the user is prompted to start over.

C. Textual Password Authentication

A textual password is a chunk of encrypted data that is
used to validate a user's identity. It is commonly a string of
alphabet, digits, or other symbols. Passwords used to be
required to be recalled, but with the substantial number of
password-protected services that the average individual uses,
it's impossible to remember unique passwords for every site
[1]. Shoulder-surfing, brute-force attacks, covert camera
attacks, and malware attacks are all possible with textual
passwords [2]. In this study, a minimum of 6 characters was
required as textual passwords. These characters can be
uppercase, lowercase, numbers, or special characters, but
there was not restriction to their combinations. The user is
allowed to use a single character type such as only numbers or
combination of characters such as combining lowercase,
numbers and uppercase. The user was allowed this flexibility
given that the proposed system is protected by two additional
layers of passwords (OTP and graphical passwords). For
enhanced security the textual password was stored in the
database in an encrypted form using the PHP password hash
function which is a strong one-way hashing algorithm. During
the registration process to ensure that the entered password
matches, the confirm password field was created.

D. One-Time Password (OTP)

An OTP is a one-time password that is automatically
generated and utilized to authenticate users for a single
transaction or login session. A fixed password is insecure
compared to an OTP. To add an extra layer of security, OTPs
can be used instead of or in addition to verification login
credentials. OTP techniques frequently use pseudo-
randomness and cryptographic hash functions to generate a
shared key or seed, that can be utilized to extract a value but
are hard to reverse, making it hard for an attacker to obtain the
data used for the hash. The unexpected and unique nature of
the pseudo-random value prevents password repeat attempts
[14]. In this study the hash-based message authentication
codes (HMAC) one-time password (HOTP) was used for OTP
generation. The HOTP approach uses a growing counter value
and a fixed symmetric key that is only known by the token and
verification service [15]. The HMAC-SHA-1 technique is
used to generate the HOTP value. Since the outcome of the
HMAC-SHA-1 computation is 160 bits, the value was
shortened to make it easier for the user to input using the
formula in equation 1.

HOTP(K, C) = Truncate(HMAC — SHA — 1(K,C)) (1)

The function Truncate transforms an HMAC-SHA-1 value
to a HOTP value. The values of the Key (K), Counter (C), and
Data are hashed high-order byte first. The HOTP method was
selected because, unlike public key systems, the hash
functions employed by HOTP are generated and verified
quickly, and HMAC provides comparable security to digital
signatures, despite the fact that digital signatures are bulkier
than HMAC:s.

E. Recall-Based Graphical Password (Cued Click Point)

In this technique, the system gives users some pointers to
help them precisely reproduce their passwords. These hints
will display in the picture as hot spots [16]. To register as a
passcode, the user must choose one of these regions, and then
select the same region in the same sequence to log into the
system. In this study, a recall-based technique called Cued
Click Points (CCP) was used for user authentication. CCP
users select a single point on each photo instead of many
points on a single photo. It contains cued-recall and visual
indicators that alert valid users if they input their most
previous click-point incorrectly. It also complicates hotspot
analysis assaults [17]. Cued recall of one point on each of the
different photos appears to be simpler than memorizing an
ordered series of different points on one image, which is a
usability advantage of CCP.

F. Evaluation Metrics

1) Usability testing: The practice of evaluating software
by putting it through its trials with real-world users is known
as usability testing. Users are used to confirm that the system
satisfies the stated requirements. As part of the usability
metric, the login success rate, creation time, and login time
were all assessed.

2) Security Analysis: The suggested system was
evaluated based on its resistance to four common attacks:
hidden camera, shoulder surfing, guessing, and key-logging.

IV. RESULTS AND DISCSSION

This section details the proposed system's implementation,
including registration and login procedure screenshots. It also
details all of the tests carried out to assess the proposed
system.

The first step of authentication, that is textual password is
shown in Fig. 2 and 3. Fig. 2 is the signup page where the user
registers their full name, email address and password. Fig. 3 is
the first login page where the user inputs their registered email
and password. On clicking on the login button, the supplied
email and password is verified with the ones stored in the
database.
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Signup Form

It's quick and easy.

Login Form

Login with your email and password

Full Name
Email Address

Email Address

Password
Password
Forgot password?

Not yet a member? Signup now

Confirm password

Already a member? Login here

Fig. 3 Textual Password Login

Fig. 2 Textual Password Page

Registration Page

The second step which is OTP authentication is presented
in Fig. 4. The user is required to input the OTP code sent to
their registered email. If the OTP code matches the sent OTP,
then the user is allowed access to the last authentication phase
displayed in Fig. 5. Fig. 5 is the graphical password
authentication page, which displays 11 images for users to
choose from. After selecting an image, that image is then
divided into four parts as shown in Fig. 6.

Create New Account

Code Verification

We've sent a verification code to your
email - harunal23@gmail.com

Enter verification code

Fig. 4 OTP Verification Page

‘
=3

Fig. 5 Graphical Password Page

Fig. 6 shows four sub-images of the selected image. The
user is required to select one of these four sub-images. After
clicking on one of the sub-images, the user is asked to select
another image from the eleven initial images. The second
selected image is then divided into four sub-images and the
user is prompted to select from these sub-images

Create New Account

Following is the 1st image you chose

all
2 4
e

Fig. 6 Grid of Selected Image

A. System Evaluation

In this study two types of evaluation (usability testing and
security analysis) were conducted. The usability test was
implemented using a questionnaire which was issued to the
users after they used the system. The users were timed to get
the login and creation time. For the security analysis, the
hidden camera, shoulder surfing, and guessing attacks was

physically tested by researchers as they acted as intruders in
these scenarios. The system was tested by 30 users. The users
were within the age range of 18 to 35 years old. The users
consist of 18 males and 12 females. Five users were master’s
degree students, while the remaining 25 users were
undergraduate students. These volunteers were randomly
selected to test the system. Two testing procedures was
carried out. Firstly, the users were asked to use the system
without been trained and secondly the users were asked to test
the system after been trained on how to use the system.

1) Usability Testing and Security Analysis: The extent to
which a product allows individual users to fulfill their
specified goals efficiently, successfully, and satisfactorily in
the particular context is referred to as usability. When
developing a good graphical password strategy that meets the
demands and requirements of its users, usability is a crucial
thing to consider. This section defines and describes the
primary usability aspects utilized in graphical passwords.
These characteristics of usability are discussed in further
depth farther down.

e Easy to remember: This implies that the system
should provide passwords that are simple to remember.

e FEasy to Use: This refers to the system's capacity to
provide a good password-creation environment.

e Easy to Create: Means users can simply construct
graphical passwords when the registration process is
straightforward.

e Easily Executed: When the registration and login
process is broken down into basic steps, people can
easily perform the algorithm.

e Nice and Simple Interface: It emphasizes on the
user's interactions in addition to making the interface
pleasant. A nice and simple interface's purpose is to
make user interactions as efficient and simple as
possible.

¢ Creation Time: How long does it take an average user
to finish the registration process?

¢ Login Time: How long does it take an average user to
finish the login process?

¢ Login Succes Rate: the percentage of users that
completed the login job successfully.

The system's usability testing based on the eight defined
features and security analysis based on four common attacks
are presented in Table 1.

TABLE I. USABILITY TESTING AND SYSTEM ANALYSIS

Attributes [12] [18] Proposed
System
Prevents hidden Yes No Yes
camera attacks
Security | Prevents shoulder Yes No Yes
Analysis | surfing attacks
Prevents guessing No No Yes
attacks
Prevents keylogger No Yes Yes
attacks
Easy to remember Yes No Yes
Easy to Use Yes Yes Yes
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Easy to Create Yes No Yes
Usability | Easily Executed Yes | Yes Yes
features | Nice and Simple Yes Yes Yes
Interface
Creation Time - 94.08 73 Seconds
Seconds
Login Time - 57.40 46 Seconds
seconds
Login Success rate - 90.38% 90%

Table I shows that the suggested system is immune to assaults
such as concealed cameras, shoulder surfing, guessing, and
key-loggers. While [12] is prone to hidden camera, shoulder
surfing and resistant to guessing, and keylogger attacks. [18]
is resistant to hidden camera, shoulder surfing, guessing, but
prone to keylogger attack. However, the proposed system is
resistant to hidden camera, shoulder surfing, guessing, and
keylogger attacks.

The registration and login were tested by trained and
untrained users. It was noticed that as users were trained the
creation and login time got reduced from 111 seconds for
creation time to 73 seconds and from 82 seconds to 46 seconds
for login time. The high value of login and creation time
achieved by the proposed system is due to the time spent by
users in accessing their emails to retrieve the OTP code.
Before the users were trained the login success rate was about
85%. Nonetheless this value increased to 90% after they were
trained. The high login success rate shows that the users of this
proposed system are more likely to remember their
passwords. Based on the usability features the proposed
system takes shorter time to register and login than the system
proposed by Mackie[18] The proposed system is highly usable
than previous systems. The proposed system is limited to the
availability of users having access to emails and this can cause
delay to the authentication process.

V. CONCLUSION AND FUTURE WORK

In this study, user authentication for online application
access was accomplished using textual, OTP, and recall-based
graphical password techniques. The user authentication
procedure is made up of the registration and login phases. The
registration procedure employs OTP to validate the user's
email address, collects the user's text password, and captures
the user's graphical password in a sequential order. The login
step validates a user's identification by using the provided
email, password, OTP, and graphical password sequence to
enable access to an online application. Finally, to provide a
solution for user authentication for online applications, a
three-step  authentication  technique  was  adopted.
Authentication employing these combined mechanisms
provided a greater and more reliable level of security than
conventional textual and graphical password systems, which
are prone to shoulder surfing attacks.

The study made use of the cued click point recall-based
graphical password technique for authentication. For future
work other graphical password methods such as the
recognition-based authentication can be used in combination
with text, and OTP password.
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