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NIGERCON 2022 preface

Preface

Preface
NIGERCON 2022
This volume contains the papers presented at the 2022 IEEE Nigeria 4th International

Conference on Disruptive Technologies for Sustainable Development (NIGERCON) held on May
15-17, 2022, in Abuja. The highly multidisciplinary Conference brought together all experts,
researchers, and innovators from business, industry, academia, and government agencies to
discuss concepts and experimental results.

We are honored to welcome experts, researchers, professionals, innovators from academia,
and the industrial circle to join the conference. NIGERCON 2021 aims to provide a high-
quality forum for communications of research achievements, ideas, and experience of application
in all fields of Communications Technology and Computer Science. Participants can develop
ideas, catch research directions, and accelerate theoretical research, technology development,
application, and innovation in certain subjects.

This year we received over 236 paper submissions and 149 high-quality papers were accepted
for presentations at an acceptance rate of 0.66. We utilized the talents and experience of review-
ers working at Universities and Institutions from around the world. Each contributed paper
was rigorously peer-reviewed by 108 external reviewers, with a total of 627 reviews. Experts
were drawn from a large pool of technical committee members as well as other international
reviewers in related fields.

IEEE Nigercon22 Participating authors spread across 23 Countries namely: Algeria, China,
United States, United Kingdom, Uganda, Sri Lanka, South Africa, Saudi Arabia, Rwanda,
Norway, Nigeria, Niger, New Zealand, Namibia, Malaysia, Indonesia, India, Hungary, Ghana,
Germany, France, Egypt, and Cyprus.

Â
We would like to express our gratitude to all authors, whose research results have been

published in Nigercon2022 Proceedings and IEEE Xplore digital library for their in-depth eval-
uations. Our high standards are maintained through a top-rated peer-review process.

Â
Furthermore, we would like to thank all the authors and attendees for participating in the

Conference. We hope that Nigercon2022 inspires and entices you to submit your contributions
to upcoming IEEE Nigeria Section Conference.

Â
We wish you a stimulating and fruitful time at the Conference and a memorable experience

in Abuja city.
Â
Â
Engr. Prof. Gloria Chukwudebe, Federal University of Technology, Owerri, Nigeria
NIGERCON 2022 Technical Program Chair
Â
Â

April 10, 2022 Kennedy Chinedu Okafor
Longe Omowunmi

Faruk Nasir
Ignatius. Ayogu
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Power quality factors mitigation on NORED distribution network: A case study of
JEDS Campus, Ongwediva . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 170

Helena Amadhila, Odunayo Imoru and Tom Wanjekeche

Implementation Of a Web Application For Stakeholder Inclusion For Sustainable Waste
Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 175

Emmanuel Chukwudi Amadi, Gloria Chukwudebe, Ikerionwu Charles, Kennedy
Chinedu Okafor and Ignetius Ikechukwu Ayogu

Fault Analysis of South Eastern Nigerian Power System Network . . . . . . . . . . . . . . . . . . . . . . . . . 180

Ejikeme Amako and Jessica Onwuzuruike

A Comparative analysis of the phases of a three-phase Prepaid meter on some selected
Loads . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 185

Henry Amhenrior

An Interference Management System for a Shared Spectrum Access Network. . . . . . . . . . . . . . 190

Ehinomen Atimati, David Crawford, Robert Stewart, Ifeyinwa Achumba, Longinus
Ezema and Uchenna Diala

Magnet Varieties and its Characteristics on the Performance of Dual Stator Permanent
Magnet Machine . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 195

Chukwuemeka Awah

3



NIGERCON 2022 Table of Contents

Magnetic Materials’ Impact on Loss and Efficiency Profiles of Dual Stator Permanent
Magnet Machine . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 200

Chukwuemeka Awah

Performance Evaluation of Feature Selection Techniques for Credit Default Prediction . . . . 205

Ikechukwu Ignatius Ayogu, Olugbemiga Solomon Popoola, Olamatanmi Josephine
Mebawondu, Chukwuemeka Christian Ugwu and Adebayo Olusola Adetunmbi

A Modified Visual Simultaneous Localisation and Mapping (V-SLAM) Technique for
Road Scene Modelling. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 210

Jibril Abdullahi Bala, Steve Adeshina and Abiodun Musa Aibinu

Fuzzy Logic based Fed Batch Fermentation Control Scheme for Plant Culturing . . . . . . . . . . 215

Jibril Abdullahi Bala, Taliha Abiodun Folorunso, Majeed Soufian, Abiodun Musa
Aibinu, Olayemi Mikail Olaniyi and Nimat Ibrahim

A Fuzzy Logic Control Scheme for Electric Automotive Water Pumps . . . . . . . . . . . . . . . . . . . . 220

Jibril Abdullahi Bala, Ndukwe Okpo Kalu, Suleiman U. Hussein and Taliha Abiodun
Folorunso

Smell Agent Optimization Based Supervisory Model Predictive Control for Energy
Efficiency Improvement of a Cold Storage System . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 225

Adesola Bankole, Stephen Moses and Tahir Ibitoye

The Computer Farmer Concept: Human-cyberphysical Systems for Monitoring and
Improving Agricultural Productivity in Nigeria . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 230

Kosisochukwu Pal Nnoli, Mbadiwe Samuel Benyeogor, Oladayo Olufemi Olakanmi and
Doris Augustine Umanah

Energy-Mix Dynamic for Optimization of Power Generation Strategy and Expansion In
a developing Economy Growth . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 238

Lucky Braide and D. C. Idoniboyeobu

Power Allocation Optimization in NOMA System for User Fairness in 5G Networks . . . . . . 243

Chekwas Chikezie, Michael David and Abraham Usman

Selected Microcontrollers and Sensors Analysis for Electrical Energy Metering Circuits . . . 247

Folasade Dahunsi, Denis Awosika, Sodiq Eniola and Charles Udekwe

Accuracy Assessment of Machine Learning Algorithm(s) in Thyroid Dysfunction
Diagnosis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 252

Kwetishe Joro Danjuma, Gregory Maksha Wajiga, Etemi Joshua Garba, Asabe
Sandra Ahmadu and Olumide Babatope Longe

Optimization of Standalone Hybrid Power System Incorporating Waste-to-electricity
Plant: A Case Study in Nigeria . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 257

Usman Dodo, Evans Ashigwuike and Jonas Emechebe

Municipal Solid Waste Generation Forecast using an ARIMA Model: A Focus on Abuja
City, Nigeria . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 262

Usman Dodo, Evans Ashigwuike and Jonas Emechebe

Multi-Label Classification of Hate-speech Severity on Social Media using BERT Model . . . 267

Bakwa Dunka Dirting, Chukwudebe Gloria A, Nwokorie Euphemia C and Ikechukwu
Ignatius Ayogu

4



NIGERCON 2022 Table of Contents

Smart Irrigation System: A Water and Power Management Approach . . . . . . . . . . . . . . . . . . . . 272

Michael Edodi, Olugbenga Ogidan and Akinwumi Amusan

Assessing the Vulnerabilities of Internet Users to Cyber-Attacks using their Password
Login Patterns . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 279

Ojonukpe Sylvester Egwuche, Mutiu Ganiyu and Akeem A. Abiona

Decision Support Platform for Production of Chili Using IoT, Cloud Computing and
Machine Learning Approach. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 283

Olakunle Elijah and muazu Jibrin Musa

Development of LoRa-Sigfox IoT Device for Long Distance Applications . . . . . . . . . . . . . . . . . . 288

Olakunle Elijah, Sharul K. A. Rahim, Mu’Azu Jibrin Musa, Yahaya Otuoze Salihu,
Mohammed Joda Bello and Man-Yahaya Sani

IoT-Based Wearable Human Protection System . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 293

Chijioke Emem, Olugbenga K Ogidan and Momoh-Jimoh Salami

Review of Agricultural Unmanned Aerial Vehicle Obstacle Avoidance System. . . . . . . . . . . . . 298

Uche Emmanuel

A Blockchain-Based Peer-To-Peer Energy Trading Platform For Distributed Energy
Resources . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 302

Edmund Enyinnia, Joseph Dada and Omitola Olusegun

A Drowsiness Detection Decision Support System using Self Organising Map . . . . . . . . . . . . . 307

Temitayo Fabunmi, Adedayo Ojo and Saheed Lekan

COVID-19 Vaccination Acceptability Survey among Staff and Students in Nigerian
Universities . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 311

Fina Faithpraise, Faithpraise B. Otosi, Agnes U. Enang, Effiong O. Obisung, Eme J.
Effiong and Emmanuel Inah

IPSODAC: Automated Protection of Images in Social Networks Using Sensitive Object
Detection and Access Control . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 316

Olorunjube Falana, Carolyn Tinubu, Dada Aborisade, Charles Ugwunna and
Ibukunoluwa Salau

Blended Learning Environments: An Exploratory Study of e-Learning Implementation
in Nigeria Tertiary Institutions Due to COVID-19 Pandemic. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 332

Hussain Habeebllahi Farayo, Abdulkarim. A. Oloyede, Nasir Faruk, Salisu Garba,
Abdulkadir Idris and Hussaini Alhaji Hassan

CDMA Deployment in Developing Countries: What Went Wrong in Nigeria? . . . . . . . . . . . . . 336

Nasir Faruk, Abdulkarim Oloyede, Shamsudeen Adeniyi, Abdulazeez Kanya Rislan and
Salisu Garba

Analysis of GSM, Wi-Fi and LPWAN communication technologies for Smart energy
metering circuits . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 341

Dahunsi Folasade, Ijadunola Hameed, Adegoke Melodi and Akinlolu Ponnle

Impact of Energy Literacy on Energy Consumption, Expenditure and Management . . . . . . . 346

Tlotlo Shenaz Force and Omowunmi Mary Longe

5



NIGERCON 2022 Table of Contents

Deployment, Standardization and Regulatory Challenges Of 5G Services In Africa:
Nigeria As A Case Study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 351

Idris Mohammed Garba, Omotayo Oshiga and Lawal Bello

Smart Gunshot Detection and Reporting Framework . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 356

Ibrahim Hamidu, Muhammad Aliyu Suleiman and Ibrahim Abdullahi

Digital Smart-Grid Mobile-Renewable Energy-Services Usage in Nigeria 5G-Readiness
Arrangement . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 359

Abdullahi Hassan Birnin Kudu, Wan Rozaini Sheik Osman and Hapini Awang

A Web-Based Hybrid Blockchain Network Model for Securing University Academic
Records . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 362

Ibeneme-Sabinus Ifeoma and Emmanuel Amadi

Fault Diagnosis in a Three-phase Induction Motor Using Enhanced Park Vector Approach 367

Sunday Igoche, Babatunde Adegboye, Odunayo Imoru and Tola Omokhafe

The Role Of Energy Harvesting In 5G Wireless Networks Connectivity . . . . . . . . . . . . . . . . . . 373

Abdullahi Ijala Danjuma, Sadiq Thomas and Bukola Babatunde Adetokun

Spectral Efficiency Bounds of Cell-Free Massive MIMO Assisted UAV Cellular
Communication . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 378

Agbotiname Lucky Imoize, Hope Ikoghene Obakhena, Francis Ifeanyi Anyasi, Michael
Adedosu Adelabu, Kavitha K.V.N and Nasir Faruk

Large-scale Signal Attenuation and Shadow Fading Measurement and Modelling for
Efficient Wireless Network Design and Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 383

Joseph Isabona, Rotimi Kehinde, Agbotiname Lucky Imoize, Stephen Ojo and Nasir
Faruk

Integrating Local Search Methods in Metaheuristic Algorithms for Combinatorial
Optimization: The Traveling Salesman Problem and its Variants . . . . . . . . . . . . . . . . . . . . . . . . . 388

Jeremiah Isuwa, Abdullahi Mohammed, Sahabi A. Yusuf, Nuruddeen I. Muhammad,
Baffa S. Garko and Muhammad Y. Haruna

Benefits of Smart Devices and Grid-tied Minigrids on the Nigerian Electricity Supply
Industry . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 393

Preye Ivry, Muhammad Buhari and Muhammad Mubarak

Secret message protection using fuzzy logic and difference expansion in digital images. . . . . 398

Ntivuguruzwa Jean De La Croix, Chaidir Chalaf Islamy and Tohari Ahmad

Implementation of an Embedded Masked Face Recognition System using Huskylens
System-On-Chip Module . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 403

Okokpujie Kennedy, Anicho-Okoro Chiamaka, Okokpujie Imhade Princess and
Okesola Julius Olatunji

Synthesis and Optical Properties of Graphene as Electron and Hole Transporting Layer
in Solar Cells . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 410

M.A Haruna Ladan, A.D.A Buba, Madina Umar and Ahmad Umar

Electrical Properties and the Microscopic and Spectroscopic Analysis of
Two-Dimensional Graphene . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 415

M.A Haruna-Ladan, A.D.A Buba, Madina Umar and Ahmad Umar

6



NIGERCON 2022 Table of Contents

Application of Firefly Algorithm to the Optimal Siting and Sizing of D-STATCOM in
Distribution Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 420

Mela Lashiru Ibn Lele, Ganiyu Bakare, Aliyu Usman and Mustapha Musa

Modelling and Optimization of Smart Traffic Light Control System. . . . . . . . . . . . . . . . . . . . . . . 425

Nosike Maduka, Isah Ajibade and Mannir Bello

The conceptualisation of a Configurable Consent Architecture for Personal Data Release . 430

Uche Mbannaso and Adetola Sogbesan

Design and Implementation of a 5 kVA Solar Photovoltaic System for the Electronics
Laboratory in Covenant University . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 435

Emmanuel Mbaya, Koto Omiloli, Kingsley Anagor, Ekong Kennedy, Emuesiri Esisio,
Oghorchukwuyem Obiazi, Olisaemeka Isife, Joachim Notcker, Ayokunle Awelewa and
Isaac Samuel

A Smell Agent Optimization Approach to Capacitated Vehicle Routing Problem for
Solid Waste Collection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 440

Olusesi Meadows, Mohammed Mu’Azu and Ahmed Salawudeen

A Linear Quadratic Regulator Based Speed Control for Remote-Controlled Racing Cars . . 445

Olusesi Ayobami Meadows, Arthur Rodriguez and Ahmed Tijani Salawudeen

Network Intrusion Detection Models based on Naives Bayes and C4.5 Algorithms . . . . . . . . . 450

Olamatanmi Josephine Mebawondu, Olugbemiga Solomon Popoola, Ikechukwu
Ignatius Ayogu, Chukwuemeka Christian Ugwu and Adebayo Olusola Adetunmbi

Techno-Economic Analysis of Hybrid PV-Wind-Diesel-Battery Standalone and
Grid-Connected Microgrid for Rural Electrification in Zimbabwe. . . . . . . . . . . . . . . . . . . . . . . . . . 455

Simbarashe Mhandu and Omowunmi Longe

LOAD FREQUENCY CONTROL OF A MICROGRID USING FRACTIONAL
ORDER PID CONTROLLER. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 460

Chibuoke Michael, Omokhafe Tola, Nwohu Ndubuka and Ambafi James

Machine Learning Approach to Anti-Money Laundering: A Review . . . . . . . . . . . . . . . . . . . . . . . 466

Habiba Nasir Mohammed, Nasir Shehu Malami, Sadiq Thomas, Faridah Abdul
Aiyelabegan, Fatima Adam Imam and Halima Haruna Ginsau

Impact of Solar Photovoltaic Generation (SPVG) on Distribution Networks: A case
study of Minna town 33/11kV Injection substation. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 471

Haruna Mohammed, Mark Nwohu, James Ambafi and Abubakar Ahmad

A Design-to-Test Technique for Inclusion Coefficients in AI-Driven Systems. . . . . . . . . . . . . . . 476

Yusuf Mshelia, Simon T. Apeh, Charles Ikerionwu, Nachamada Blamah, Azubuike I.
Erike and Florence Elei

Learning from Small Datasets: An Efficient Deep Learning Model for Covid-19
Detection from Chest X-ray Using Dataset Distillation Technique . . . . . . . . . . . . . . . . . . . . . . . . 481

Aminu Musa, Fatima Muhammad Adam, Umar Ibrahim and Abubakar Yakubu Zandam

Effect of Inspired CR-NOMA Power Allocation on Bit Error Rate For Three User
NOMA system . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 487

Abdullahi Musa Auyo, Suleiman Aliyu Babale and Lawal Muhammad Bello

7



NIGERCON 2022 Table of Contents

Optimal Deployment of DG and D-STATCOM using Month Flame Optimization
Algorithm in Radial Distribution System . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 492

Musa Mustapha, Bakare Ayinde Ganiyu, Yau Shuaibu Haruna and Adulkadir Isa Itopa

Data Clustering for Optimal Photovoltaic-Distributed Generation Placement in an
Active Distribution Network . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 497

Franklin Nkado, Ifedayo Oladeji, Fredrick Nkado and Ramon Zamora

Comparison between PV and PQ Operating Modes of DG on Stability and Voltage
Profile Enhancement of Distribution Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 502

Fredrick Nkado and Franklin Nkado

Design of Intelligent and Secure Hospital Appointment Scheduling System . . . . . . . . . . . . . . . . 507

Adamu Noma, Kabiru Musa, Hussaini Mamman, Abdulkadir Mato, Abdulkarim Yusuf
and Mohammed Sambo

A LINDDUN-Based Privacy Threat Modelling for National Identification Systems . . . . . . . . 512

Livinus Obiora Nweke, Mohamed Abomhara, Sule Yildirim Yayilgan, Debora
Comparin, Olivier Heurtier and Calum Bunney

Large-Scale Solar Power in Nigeria: The Case for Floating Photovoltaics. . . . . . . . . . . . . . . . . . 520

Oyinlolu A. Odetoye, Francis A. Ibikunle, Paul K. Olulope, Uchenna N. Okeke and
John O. Onyemenam

The Role of Power Electronics In Renewable Energy System. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 525

Oghorada Oghenewvogaga, Bukola BabatundeÂ adetokun, Bawa Garshima Gamiya
and Ahmed Bolaji Nagode

Web-Based Automated Control and Monitoring Of Water Distribution System . . . . . . . . . . . 530

Olugbenga Ogidan, Moses Olla and Isaac Odey

Automated temperature scanner sensor in comparison with mercury-in-glass thermometer 535

Olugbenga Kayode Ogidan, Olusola Oloruntoba, Olusola Babalola, Oluwatobiloba
Ajagunna and Moses Ajewole

An IoT Solution for Air Quality Monitoring and Hazard Identification for Smart City
Development . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 541

Reginald Ogu, Gloria Chukwudebe, Ifeyinwa Achumba, Nkwachukwu Chukwuchekwa
and Chinomso Okoronkwo

A Survey on Electronic Voting On Blockchain . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 546

Kelechi Ohammah, Sadid Thomas, Obadiah Ali, Sadiq Mohammed and Yusuf Sahabi
Lolo

Evaluation of Thermal Comfort in a Multi-Occupancy Office using Polak-Ribiére
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Abstract—Text passwords are the most extensively used 

technique of computer authentication. This approach has been 

found to have several flaws. Users, for example, typically select 

passwords that are simple to guess. A difficult-to-guess 

password, on the other hand, is also difficult-to-remember. 

Textual passwords are vulnerable to brute-force and keylogger 

attacks. Graphic passwords have been proposed in the literature 

as a possible replacement for alphanumerical passwords, based 

on the assumption that people remember pictures better than 

text. Existing graphical passwords, on the other hand, are 

vulnerable to a shoulder surfing assault. To solve these security 

flaws, this paper proposes an authentication method for online 

applications that uses a combination of one-time passwords, 

textual, and graphical passwords. The efficacy of the 

recommended solution was confirmed by usability testing and 

security analysis procedures. A total of thirty participants took 

part in the system evaluation. The security assessment found 

that the proposed system meets all its primary security 

requirements. The proposed system was found to be simple to 

use, friendly, and secure throughout the usability test. When 

compared to traditional authentication solutions, this study 

exhibited greater usability and security. 

Keywords—Textual Password, One-Time Password, 

Graphical Password, Shoulder Surfing, Key-logging 

I. INTRODUCTION  

User authentication is a method for a device to confirm the 
identity of a person connecting to network resources. Textual 
passwords are the most often used form of authentication for 
all websites and applications. Textual passwords are made up 
of a string of letters and numbers, with or without special 
characters or integers. Users can usually log into several 
accounts with just one username and password [1]. They are 
not, however, fully safe. As a result, strong passwords with 
numbers, uppercase, and lowercase letters should be used. 
These textual passwords are then considered strong enough to 
survive brute force attacks. On the other side, a strong textual 
password is difficult to memorize and recall. Password replay 
and keylogger attacks are also possible with textual passwords 
[2].  

To address the struggle with alphanumeric authentication, 
a significant variety of graphical password schemes have been 
devised and tested [3]. The prevalence of graphical passwords 
can be explained by the fact that pictures, rather than strings 
of characters, are easier to recall [4]. Graphical passwords are 
passwords that are made up of pictures or drawings. Because 
people remember pictures better than text, graphical 
passwords are easier to remember. They are also more 
resistant to brute-force attacks because the search space is 
practically infinite. In conclusion, graphical passwords are a 
superior option for memorability and usability than text-based 
passwords [5]. 

One of the shortcomings of using a graphical password 
system is the likelihood of shoulder surfing [6]. A graphical 
passcode could be physically seen, particularly in public 
places, and if the adversary has a clear visual of the passcode 
being inserted numerous times, they can easily crack it, which 
is a severe flaw [7]. Another drawback of using a graphical 
password is that it is susceptible to guessing. Just like with a 
textual password, if the user simply registers a brief and 
predictable password, the chances of it being guessable grow 
[1]. Some researchers have proposed the use of passwordless 
use cases like fingerprint verification [8]. However, if one of 
the fingers is used as a password, for instance, and it is 
compromised, it cannot be used again since altering a 
fingerprint is nearly impossible, therefore it is irreversibly 
compromised. There are several ways to avoid keyloggers, 
shoulder surfing, and guessing attacks, but none of them are 
sufficient in and of themselves. A combination of strategies 
must be employed to effectively eliminate the problem [9]. 
This study uses a combination of one-time passwords, textual 
and graphical passwords to combat shoulder-surfing, replay, 
and key-logging assaults. As a result, the research's main 
contributions are as follows: 

1. Development of a secure one-time password system.  

2. Development of a secure textual password 
authentication system.  

3. Development of a secure graphical password 
authentication system.  
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The remainder of the paper is organized as follows: A 
synopsis of recent password authentication research is 
presented in the second section. Section 3 explains the study's 
approach. The results of the experiment, as well as the 
conclusions obtained, are discussed in Section 4. Section 5 
summarizes the findings and considers potential future 
projects. 

II. RELATED WORKS 

To prevent shoulder surfing attacks, [10] recommended 
using a graphical password authentication (GPA) system. The 
proposed system combined textual and graphical passwords, 
removing the requirement for complex textual passwords that 
may be difficult to remember. Instead, with the graphical 
password in place, users can use any textual password. The 
type of graphical password method used in this study, 
however, was not mentioned. Furthermore, the usability of the 
suggested solution was not assessed.  

A GPA scheme was suggested by [11]. This scheme was 
based on the finest existing features, such as distorted images, 
hash index, and loci metrics, as well as visual encryption 
algorithms and additional naive features, to protect against 
well-known threats such as brute-force, guessing, sniffing, 
hidden camera, shoulder surfing, and phishing. The paper's 
weakness, however, is that no assessment metric was used to 
evaluate the system's performance.  

E-commerce authentication issues was solved by [12] 
using GPA. This paper proposes a modified Inkblot 
authentication mechanism. In the Inkblot authentication 
system, images are employed as a trigger for text password 
entering. During password generation, users can choose from 
a sequence of inkblots and type in the first and last letter of the 
phrase that best represents the inkblot. These pairs of letters 
make up the user's password. Users can utilize the inkblot to 
construct their own login. The drawback of this inkblot 
authentication mechanism is that users are limited to a small 
number of password alternatives.  

A three-layer recall GPA technique with three layers of 
verification was proposed by [13]. The proposed recall-based 
authentication method improved on the Pass-Go approach, 
which featured secret questions, responses, and backdrop 
images. The suggested solution, known as CRS, consists of 
three components that work together to assure password 
security. The secret question and the text-based answer are the 
focus of the first part of the authentication phase. The second 
half focuses on choosing a picture based on recognition, and 
the third piece focuses on creating a password using an easy-
to-remember artwork. The problem of this method is that 
while using sketching to construct a password, it is possible 
for individuals to forget their stroke order.   

III. METHODOLOGY 

This section provides an overview of the methods utilized 
to conduct the research. Fig . 1 illustrates the proposed 
solution, which is explored in greater depth in this section. 
Textual, one-time password, and graphical password are the 
three authentication modalities used in the proposed system, 
in that sequence.  

 

 

 

 

Fig. 1 Proposed System 

The three-process combination mechanism was 
implemented serially to improve the password resistant given 
that a user or attacker cannot have access to the next password 
phase without been verified in the previous password phase.  

A. Registration phase 

The registration phase consists of three main processes: 
textual password, One-Time Password (OTP) and graphical 
password implementation.  

• Process 1: Textual Password Registration- In this 
phase the user is asked to input their email, full name, 
password and confirm password. 

• Process 2: OTP Authentication- The OTP 
authentication phase deals with the generation of OTP 
by the system. This generated OTP is sent the inputted 
email from the textual password registration phase. 
Then, the user is asked to input the OTP for 
verification. If the OTP is wrong user is denied access 
to the next phase, otherwise the user is granted access 
to the graphical password phase.  

• Process 3: Graphical Password implementation- A 
2 × 2-image grid is now displayed to the user from 
which the user clicks on one point of the image.  After 
that, the user must choose another image and click on 
the two-image grid that has been formed. After that, 
the user must choose another image and click on the 
2 × 2 grid that has been formed.  

B. Login Phase 

 After a user registers, the user can then login to gain access 
to the system. The steps involved the login phase is discussed 
below. 

• Process 1: Textual Password Authentication: 
During the login phase, the user registered password 
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and email must be submitted which is compared with 
the email and password stored in the database. If email 
and password match, then the user is allowed to move 
to the next step. 

• Process 2: OTP Authentication: in this step the user 
is asked to supply the OTP that was generated and sent 
to their registered email address. If a wrong OTP is 
supplied then, access is denied. However, if the OTP 
is correct the user is given access to the next 
authentication process. 

• Step 3: Graphical Password Authentication - 
Twelve photos are displayed after the OTP dosage is 
authenticated. The user is asked to choose one of the 
photos on the screen. When a user clicks on a picture, 
a 2 × 2 grid containing sections of the selected image 
is presented. For successful authentication, the user is 
expected to click on the grid in the image. If the first 
attempt fails, the user is prompted to start over.  

C. Textual Password Authentication  

A textual password is a chunk of encrypted data that is 
used to validate a user's identity. It is commonly a string of 
alphabet, digits, or other symbols. Passwords used to be 
required to be recalled, but with the substantial number of 
password-protected services that the average individual uses, 
it's impossible to remember unique passwords for every site 
[1]. Shoulder-surfing, brute-force attacks, covert camera 
attacks, and malware attacks are all possible with textual 
passwords [2]. In this study, a minimum of 6 characters was 
required as textual passwords. These characters can be 
uppercase, lowercase, numbers, or special characters, but 
there was not restriction to their combinations. The user is 
allowed to use a single character type such as only numbers or 
combination of characters such as combining lowercase, 
numbers and uppercase. The user was allowed this flexibility 
given that the proposed system is protected by two additional 
layers of passwords (OTP and graphical passwords). For 
enhanced security the textual password was stored in the 
database in an encrypted form using the PHP password_hash 
function which is a strong one-way hashing algorithm. During 
the registration process to ensure that the entered password 
matches, the confirm password field was created.  

D. One-Time Password (OTP)  

An OTP is a one-time password that is automatically 
generated and utilized to authenticate users for a single 
transaction or login session. A fixed password is insecure 
compared to an OTP. To add an extra layer of security, OTPs 
can be used instead of or in addition to verification login 
credentials. OTP techniques frequently use pseudo-
randomness and cryptographic hash functions to generate a 
shared key or seed, that can be utilized to extract a value but 
are hard to reverse, making it hard for an attacker to obtain the 
data used for the hash. The unexpected and unique nature of 
the pseudo-random value prevents password repeat attempts 
[14]. In this study the hash-based message authentication 
codes (HMAC) one-time password (HOTP) was used for OTP 
generation. The HOTP approach uses a growing counter value 
and a fixed symmetric key that is only known by the token and 
verification service [15].  The HMAC-SHA-1 technique is 
used to generate the HOTP value. Since the outcome of the 
HMAC-SHA-1 computation is 160 bits, the value was 
shortened to make it easier for the user to input using the 
formula in equation 1. 

������, �	 = ���
��������� − ��� − 1��, �	�  (1) 

The function Truncate transforms an HMAC-SHA-1 value 
to a HOTP value. The values of the Key (K), Counter (C), and 
Data are hashed high-order byte first. The HOTP method was 
selected because, unlike public key systems, the hash 
functions employed by HOTP are generated and verified 
quickly, and HMAC provides comparable security to digital 
signatures, despite the fact that digital signatures are bulkier 
than HMACs.  

E. Recall-Based Graphical Password (Cued Click Point)  

In this technique, the system gives users some pointers to 
help them precisely reproduce their passwords. These hints 
will display in the picture as hot spots [16]. To register as a 
passcode, the user must choose one of these regions, and then 
select the same region in the same sequence to log into the 
system. In this study, a recall-based technique called Cued 
Click Points (CCP) was used for user authentication. CCP 
users select a single point on each photo instead of many 
points on a single photo. It contains cued-recall and visual 
indicators that alert valid users if they input their most 
previous click-point incorrectly. It also complicates hotspot 
analysis assaults [17]. Cued recall of one point on each of the 
different photos appears to be simpler than memorizing an 
ordered series of different points on one image, which is a 
usability advantage of CCP. 

F. Evaluation Metrics  

1) Usability testing: The practice of evaluating software 

by putting it through its trials with real-world users is known 

as usability testing. Users are used to confirm that the system 

satisfies the stated requirements. As part of the usability 

metric, the login success rate, creation time, and login time 

were all assessed. 

2) Security Analysis: The suggested system was 

evaluated based on its resistance to four common attacks: 

hidden camera, shoulder surfing, guessing, and key-logging. 

IV. RESULTS AND DISCSSION 

This section details the proposed system's implementation, 
including registration and login procedure screenshots. It also 
details all of the tests carried out to assess the proposed 
system. 

The first step of authentication, that is textual password is 
shown in Fig. 2 and 3. Fig. 2 is the signup page where the user 
registers their full name, email address and password. Fig. 3 is 
the first login page where the user inputs their registered email 
and password. On clicking on the login button, the supplied 
email and password is verified with the ones stored in the 
database.  
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Fig. 2 Textual Password 

Registration Page 

 
Fig. 3 Textual Password Login 

Page 

 The second step which is OTP authentication is presented 
in Fig. 4. The user is required to input the OTP code sent to 
their registered email. If the OTP code matches the sent OTP, 
then the user is allowed access to the last authentication phase 
displayed in Fig. 5. Fig. 5 is the graphical password 
authentication page, which displays 11 images for users to 
choose from. After selecting an image, that image is then 
divided into four parts as shown in Fig. 6.  

 
Fig. 4 OTP Verification Page 

 
Fig. 5 Graphical Password Page 

 Fig. 6 shows four sub-images of the selected image. The 
user is required to select one of these four sub-images. After 
clicking on one of the sub-images, the user is asked to select 
another image from the eleven initial images. The second 
selected image is then divided into four sub-images and the 
user is prompted to select from these sub-images 

 

Fig. 6 Grid of Selected Image 

A. System Evaluation 

In this study two types of evaluation (usability testing and 
security analysis) were conducted. The usability test was 
implemented using a questionnaire which was issued to the 
users after they used the system. The users were timed to get 
the login and creation time. For the security analysis, the 
hidden camera, shoulder surfing, and guessing attacks was 

physically tested by researchers as they acted as intruders in 
these scenarios.  The system was tested by 30 users. The users 
were within the age range of 18 to 35 years old. The users 
consist of 18 males and 12 females. Five users were master’s 
degree students, while the remaining 25 users were 
undergraduate students. These volunteers were randomly 
selected to test the system. Two testing procedures was 
carried out. Firstly, the users were asked to use the system 
without been trained and secondly the users were asked to test 
the system after been trained on how to use the system.  

1) Usability Testing and Security Analysis: The extent to 

which a product allows individual users to fulfill their 

specified goals efficiently, successfully, and satisfactorily in 

the particular context is referred to as usability. When 

developing a good graphical password strategy that meets the 

demands and requirements of its users, usability is a crucial 

thing to consider. This section defines and describes the 

primary usability aspects utilized in graphical passwords. 

These characteristics of usability are discussed in further 

depth farther down. 
 

• Easy to remember: This implies that the system 
should provide passwords that are simple to remember.  

• Easy to Use: This refers to the system's capacity to 
provide a good password-creation environment. 

• Easy to Create: Means users can simply construct 
graphical passwords when the registration process is 
straightforward. 

• Easily Executed: When the registration and login 
process is broken down into basic steps, people can 
easily perform the algorithm.  

• Nice and Simple Interface: It emphasizes on the 
user's interactions in addition to making the interface 
pleasant. A nice and simple interface's purpose is to 
make user interactions as efficient and simple as 
possible. 

• Creation Time: How long does it take an average user 
to finish the registration process?  

• Login Time: How long does it take an average user to 
finish the login process? 

• Login Succes Rate: the percentage of users that 
completed the login job successfully.  

 The system's usability testing based on the eight defined 
features and security analysis based on four common attacks 
are presented in Table 1. 

TABLE I.  USABILITY TESTING AND SYSTEM ANALYSIS 

 Attributes [12] [18] Proposed 

System 
 

 

Security 

Analysis 

Prevents hidden 
camera attacks 

Yes No Yes 

Prevents shoulder 
surfing attacks 

Yes No Yes 

Prevents guessing 
attacks 

No No Yes 

Prevents keylogger 
attacks 

No Yes Yes 

 

 

Easy to remember Yes No Yes 

Easy to Use Yes Yes Yes 
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Usability 

features 

Easy to Create Yes No Yes 

Easily Executed Yes Yes Yes 

Nice and Simple 
Interface 

Yes Yes Yes 

Creation Time - 94.08 
Seconds 

73 Seconds 

Login Time - 57.40 
seconds 

46 Seconds 

Login Success rate - 90.38% 90% 

 

Table I shows that the suggested system is immune to assaults 
such as concealed cameras, shoulder surfing, guessing, and 
key-loggers. While [12] is prone to hidden camera, shoulder 
surfing and resistant to guessing, and keylogger attacks. [18] 
is resistant to hidden camera, shoulder surfing, guessing, but 
prone to keylogger attack. However, the proposed system is 
resistant to hidden camera, shoulder surfing, guessing, and 
keylogger attacks.  

 The registration and login were tested by trained and 
untrained users. It was noticed that as users were trained the 
creation and login time got reduced from 111 seconds for 
creation time to 73 seconds and from 82 seconds to 46 seconds 
for login time. The high value of login and creation time 
achieved by the proposed system is due to the time spent by 
users in accessing their emails to retrieve the OTP code.  
Before the users were trained the login success rate was about 
85%. Nonetheless this value increased to 90% after they were 
trained. The high login success rate shows that the users of this 
proposed system are more likely to remember their 
passwords. Based on the usability features the proposed 
system takes shorter time to register and login than the system 
proposed by Mackie[18] The proposed system is highly usable 
than previous systems. The proposed system is limited to the 
availability of users having access to emails and this can cause 
delay to the authentication process. 

V. CONCLUSION AND FUTURE WORK 

In this study, user authentication for online application 
access was accomplished using textual, OTP, and recall-based 
graphical password techniques. The user authentication 
procedure is made up of the registration and login phases. The 
registration procedure employs OTP to validate the user's 
email address, collects the user's text password, and captures 
the user's graphical password in a sequential order. The login 
step validates a user's identification by using the provided 
email, password, OTP, and graphical password sequence to 
enable access to an online application. Finally, to provide a 
solution for user authentication for online applications, a 
three-step authentication technique was adopted. 
Authentication employing these combined mechanisms 
provided a greater and more reliable level of security than 
conventional textual and graphical password systems, which 
are prone to shoulder surfing attacks.  

The study made use of the cued click point recall-based 
graphical password technique for authentication. For future 
work other graphical password methods such as the 
recognition-based authentication can be used in combination 
with text, and OTP password. 
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