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INTRODUCTION
Big Data has hecome a popular parlance in
the contemporary world lis popularity ‘*5
atiribeted fo the increasing advancement In
technology and the establishment of various
databases meant for various research and
policy actions. While its contribution to the
growth and development of society is
unguestionable, it must be noted that it s nod
without its ethical challenges which may
impact the quality and reliability of the data
niself if such ethical issues are not carefully
Mdm" .n"“.: this presentation sims 1o
outline and explain the ethical issues thar
o from the management of hig d
Iibraries and information
that big data are managed
achieve the desired resyly

la in
onires 1o ensure
professionally 1o
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While its origin can be
and 70s, big data have
parlance and has, in re
remarkable scholarly ati
attention 1s borne out of t

the increasing usage of
attendant ethical issues w
quality of the duta hl!{‘ng
(2022) explains thar big
differentiated from
volume, variety, purpo
veracity, and usage. It implies'th
essentially different frmn s
of data that exist Wililin";-
library settings. Thus, as ? ;
big data is any data :
and is sourced from
multiple uses, According

data essentially is made u
15 the volume, variety, velogit



The volume desoribi | ol
ivotved, T‘!‘I‘l"ﬂ“ﬂ-ﬂ“u} :
of terabytes 1o Rusdocds aﬁ%
bottom: line is that the g uantity

Jata is heterogeneous jn & Shurce
Data cormes from vanisus !-mn'm such ax

inferviews, opinton  polls,  prodiect luq,'.u

service wtilizaton, eto. Again, these data
come in various Forms and media such as
fents, aucio files, videos, ete, They can also
be  structured,  semi-stnuictured.  or
unstructured.  This poinis 1o the different
voarteties in which big data may be presented,
IThe velocity connotes the speed with which
the data in question are gathered and stored
for retnieval and usage. For wvericity,
emphastzes the validity and reliability of the
deg ot hand Wit the increase in
rechnological advancement, large volumes of
domy are accessed, processed and stored
within seconds.
The benefits of big data 1o society ure
numerous and have brought a significant
inprovement  in the  processing  of
infornation: for research and policy uses,
however, it 15 worthy of mention that the
digitalization of data has its risks and harbors
certain challenges which ' can affect the
quality of the data jtself. These challenges
raise ethical concems and such concems
need 1o be addressed if the hig dat 15 to be
utilized by researchers and policy mukers.
Thus, these ethical issues are discussed
el

Ethical Issues in Management of the
Big Data in Library and Information
Centres

Phere are some major cthical concerns raived
0 the manugement of big data in' the library
and anformatipn  centres. Mitteltadt  and
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question is lange. mwh?ﬂmﬁﬁ E
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aggregate shout 1mmwmﬂ s
aocess 10 their aggregated iﬁqm N 1“1‘4
soparste  databases it contaly an
mdividual's dotn mlghi be Mymum ﬂm
REgregation process might re-identify the
individial and make the data svailable o
other  paries  without  the i'l"l-ﬂiﬂ‘_l.i.l..lnﬁl'
knowledge. Second, individuals need lnnl:r'e.'
able o modify dow about themselves, which
inchudes updating or deleting dats 1o remedy
meommect, incomplete, or out-of-date data. 1o
particular, ndividuals require the ability 1o
medily ngeregated or shared data that might
misrepresent them. Third, individuals need o
imfluence how organizations use data about
themselves.  Although  individuals  may
consetil for the primary organization o use
their data, they need to audit how and for
what purposes other parties who hive access
1o 1t will further exploitit. Moreover, big data
analyhics lead to organizations' creating and
sharing new knowledge about individuals,
The new knowledge from sgeregated dato
might reveal sensitive  and  unwanled
information  about  individuals,  create
discomfort for them, and possibly have
unintended  consequences  such  as
discrimination,
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abuse of Network Technology

[t the erd of big data, data ﬂﬂmm
collection and analysis are miknly based on

jhe  Internel The  development il
of Intermet techiology ol the

g time alu have some potentinl xalety
prhlems. some tack of ethical and morml

wle in the use of the Inlehel, cannol
ad eifectively use ity in the golirse
of the Application of some similarity to the
phenomiERan of nctwork erime.  These
pchwirk CTimeS are mainly manifested in the
fraud, manufactuning  computer
viruses and olber issucs. This mokes &
aumber of network experts use the Intermet
echnology (o dig and collect other people’s
nformation online for froud, violations of
people’s personal privacy, and do some other
mmoral things. These problems are derived
from lhe currem Internet  technology
development. At the same time, with the
application of Internet technology, itis alsoa
cernin degree of indirect impact. oo the
waditiomal  ethics, making  people’s
nderstanding of the Internet Inck of reason,
their thinking modes on the emergence of
wme changes, and making people desire o
ot mote psychical earnings which may

fripger MOME NEIWOrk. Crimes, and harm the

LOCICY.
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Ethical Governance

While formal governande concems formal
policics, stundords, and accountabilities
shout dats, informal povemiance concems
culture and is determined by what the library

snd information centres actors believe and do
hased on their valugs, norms, and shared

weliefs. Aspeets of ethical governince that
i create ethical issues include builﬂing

diical norms, establishing rules and

procedures, and infernalizing the costs,

Uncthiical practices can become accepted and
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organization in the ehain can hve ne

effects for all the olher OFZRNTZSIONS i 5”‘3“
chain, These rules car also cover polivies fie
data seeurity Where data s subjoet to,
conflicting laws and regulations in different
Jocarions. Organizations should balance the =
costs and henefits of big data analyties.
between individuals and organizations. Big

data analytics can generate huge: financial

and market benefils for arganizations, which
might mean they extensively monitor and
measure  individuals'  behaviours  and
manipulate their choices and behaviowrs,
Currently. organizations mostly focus: on
generating value for themselves rather than
internalizing some of the costs associated

with big data analytics.

Awareness

Awareness concerns what individuals know
and understand about big data analytics
practices, such as how Library and
information centres analyze their daw 1o
offer products and services. Ethical issues
arise when individuals lack awareness about
why Library and information centres use and
the processes involyved in big data analytics.

L
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about hig dats analytics. Third, individunls
‘noed to know what dita organizations collect
‘about them, who owns and controls this data,
~ and which third panies have access lo 1L
Library and information centres ofien collect
bigs dasta implicitly without clear informed
coment, and they frequently hide secondary
uses of the data from mdividuals. Terms and
(them-can be dilficult. Individuals need 1o
conducted on their data will ultimotely

Choice

B{g ﬁuma]}ﬁu can restrict individuals’
choices. As i respll, W can discriminate

B -~ ‘..‘;I’ 3
R ;

lht:r bduw Aspects of choice 1y
tnderlic ethical issues in big duty analytics
include the Timiting of individuals' cholces,
ineorredt analytics, nd gamification. Pirst,
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centres creale USing SEErCEAle
correctly represent individus
mﬂﬂﬂ‘iﬂt ﬂlﬂ“ﬂm'
ineorroct profile and predict
Library and information ce
target and unfisirly d'..- it
individuals based on such
Third, organizations may gamify
1o further analyze and maniy
behaviour, such as by personalizin
until & cerinin cuslomer  Shows |
behaviour. .

Data Quality

Big data quality underlies the correctness o
decistons thit urgﬂni;-ﬂliﬂﬁ-m w
data analytics. Ahough data quality i well
defined for conventional data systems, it
does not apply to the context of ethical hig
data analytics, Specifically, aspects of daty
quality that can cause ethical mmh@ |
duta analytics include data quality criteria for
big data, quality of aggregated data, and
ereation und maintenance of metadata. First,
big data often comprises complex social data
that organizations source in maltiple formats
and wsually has an  unstructured  Form,
Although structured  data  has Quinlity
dimensions including accuracy, timeliness,
and completeness, it does not spply in the
suntext of Mg dua, so that adequite
Managerial  guidelines are 'nol Ii’hiﬁﬂﬂ-
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oyl g lrmmaaiinm bkl bndividimly who
iherwise hadd anarymity o thee infial .
collection point (called the mosic effect),
Wwe know linile as s wihether o ol Ahe
aaTest sated shati bl inelividisals accurmely
e ~ents them Third;, when organizaticns
caqrice big data, they may not establish duts
Jefinitions andd not capture and paaniatn
indata  informatioen. Individuals  might
have contrabuted  therr datn v dillerent
ioxts for diffenent reasons, particularly in
he case 0f social media. The data deliniton
I'f‘*m"m is exncerbated by the fact that the

il

afn's  myCaning might change over lime
drough: sharing and aggregalion Processes,
hich can reate cven greater potentiol for

mathicil datin BSE,

Algarithmic Decision Making
Necision MAKIDE CONCETNS the processes and
I,L,,m. of decisions that  Library and
. mation centres mike using big datn
olviiés. Decisions. mide using big data
aalviics typically re Iy on complex statistical
nd L.-:mmmrmn.ll methods:  Aspects ol
<ision making that underlie ethical 1sucs
Jio data analytics include reliability of
i -:;-:i-mu_ lack of human involvement, and
countability of decisions. First, as the data

screases in sige, speed, and compléxity,
lgonthms | become important  in
king sense of data, ‘genermting insights,
future. Library and
rmation centres use algorithms to predict

e

il |'-.1d|;l:|1|;_: the

ture based on historical and ﬂubjﬂﬁll‘\'ﬂ
ud, in most cases, they predict based
corelations  only (s opposed. 1o
iblishing a causal effect), Library and
dloemation centres have no mMeans 1o ensure
that they have made an ethically appropriate
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f"‘“‘mﬂﬂﬂm i “ﬂ ' .. &
anilytics relies ““““TH q# H! By dea
Second, decisiony mide | m

1'“"53'“? are cither - mutomited, ﬁhﬂt
wman involvement Vsulized

human  decislon 1-::11'“:;!- “Hﬁﬁm
typically convey MHH."‘-‘ massage of
story and  hide uﬁhﬂyhm AsUMpion,
limitations, bisses, and dau-qmﬂw issues
The human' decision makes his no meana o

understand how, o agathnit what efiteria, the:
decision has Been made, which can Vi the

decision maker s ability 1o properly wicrprey
the resuliss Third, when individuals make

decisions using complex alzonthms | that
humans find  difficalt or  impossible fo
understand, the responsibility. Rir decision
atiteoties becomes blurred. Such a situation
could be problematic if, Tor example, poors
quality data or an unsuitable ulgorithm led o
an uncthical and discriminatory decision,

Roles for Librarians and
Information Professionals as Data
Ethicists

« Dita advisor/consultant -
ahout data
privacy/protection, sharing, and use ol
reference desks or point of need

dealing with

QuUerivs HECCSS,

« Data literncy educators - extending
imformation literacy instruction to data use in
diverse contexts: leamning, the workplace,
and everyday hie

. Interdisciplinary facilitators — helping
multidisciplinary research teams negotiate
unfamiliar
intellectual norms

information

resources  and

64



components of ethical

Information practitioners

 Ethiicul sensitivity is an ““ability o recognize

an ethical problem o cthical aspects of
sitiations.* ethical sensitivity i A key
‘clement  facilitating - decision-making 10
Jibeary and information practices. Fthical
mﬂﬂu—ﬂmm to be ued 10 destgnale
‘the ability to recognizc arcas of cthical
Aengion that can emerge in different
situtios, especially in relution to others. It
i source of reflection, decision making,
~and responsible action by librarian and
Informition professionals,

B
I'I‘.

Ethical Knowlodge can be defined s
hnwlnd# .bmd on & combination uf
pﬁwmr knowledge,  theoraticy)
Imnwlud;u (normative, deonloligical,
mﬂnﬂmk and  practics) Knowledge while
taking into ascount the contexts wnd pgpe
mwlwi?hnie H'iﬂ'ﬂﬁnl'l}‘pﬂ M kenowhed e
will be mobilized i the 4

Emi":‘l‘l'l! COMIPC T
PIOCeSs. Librasian i

nfbrmation
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the librarians and informa
know, are, nnﬂﬂﬂ{ﬂihli‘ '

Ethical Decision-Making
Ethical decision-making ¢
decision-making process
reasonable and o
among o number of
choice then takes shipe
netion i
Ethical Action
Ethical action may be d
s the product of eritical
analysis motivated by the
accompany o person along
i5 thus & specific form of action
particular  situation lth&
differentintes it from ethical
Eihical action is the result ¢
analysis, and judgment, Such nit
on an in-depth Lmdtmﬂ'idim, M’ o
and ther qnmcxt,u.wall:ﬁiﬁ?.'_ b
of their vulnerability. Thus, ethical weti
mvolves effecting an l:tlﬂhm
following identification of ethi
retlection based on aequimﬂj Wy
consideration of variety of al ot
their implications with a \"ttﬂ“ .
care mid Promoting individual well-being



pihical Behiaviour

gihvical bchavaiour is 1he re Mooted in Wb

jpfornation professionials  kKodaw Wi r::.:
F”“"ml skills, *“cllvical comportnvent i ased
1o rofer o the embodied, skilled koo hnw
o others i ways th  Gre
oS {ful, responsive, and suppottive of

of | relating

: e
dhiotr coneet

phical behaviour. is characterized by an

gl of moderntion and respect for others,

ahich reflects the ethpcal reflection on which

hosed

1 .
|

[n the diagrany, the distinetion s clear

rween the scknowledgement ol a problem,

Ethical

Ethical action

Fthcal behavior

Componcnts of ethical competence

faysedir el al 2014)
competencies for [ata Ethicists

big data trends and

« Awareness ol

CINNCILS

sdine local initiatives, programs and

e le

«Knowledze of key ethical principles, codes
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Ethical decision making
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Ethical

— hoth professional (library and information)
ethics and research (including
Internet/online/virtual research ethics)

ethics

« Moral sensitivity, judgment, motivation,
and character

- the ability 10 recognize ethical tensions, 1o
reflect/think critically and make informed
decisions, 10 understand  professional
obligations and responsibilities, and 1o act
and behave with respect for others

11
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