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Abstract

The rapid integration of advanced technologies in the healthcare domain has given rise
to Medical Cyber-Physical Systems (MCPS) that offer substantial benefits in patient
care, enabling real-time data exchange and remote patient monitoring and treatment.
However, this increased connectivity also exposes these systems to potential cyber-
attacks, posing significant risks to patient safety and data integrity. As a result, the
development of robust attack detection mechanisms for MCPS has become paramount.
This paper presents a comprehensive Systematic Literature Review (SLR) focusing on
well-versed attack detection methodologies employed in MCPS. This survey aims to
provide a comprehensive explanation of the problems of cyber-attacks on medical cyber
physical systems as well as to gather, analyze, and summarize existing knowledge to
advance our understanding of the security challenges in this critical domain and to
provide guidance for improving the security of MCPS. The PRISMA (Preferred
Reporting Items for Systematic Reviews and Meta-Analyses) methodology was utilized
to ensure rigor and transparency throughout the review process. A systematic search of
electronic databases, including PubMed, IEEE Xplore, ACM Digital Library, Springer,
Science direct, ResearchGate, and Elsevier was conducted to identify relevant articles
published up to the present date. The initial search yielded a total of 210 articles, of
which 47 articles were included in the final analysis after applying stringent inclusion
and exclusion criteria. The selected studies encompassed diverse attack detection
techniques, ranging from machine learning-based anomaly detection to behavior
analysis and rule-based approaches.
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