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Abstract

[=fi i mmunbeati

bm:‘:’::::fﬁ(‘o x nkeaticn Technology {ICT) and Naticoel security could be said to be
Knowledg oeed 10 eatance ffcicnsy and effectiveness o capoore sew wayr of ski
lnt'onnm'o. :ﬁxw power % every individual in the comnnmity, secicsy and "‘k’: :: |s |'ll,
besildi 'l?l?xk ?mmm technology lus become within a short time ons of O l;:sl
lmdm::mﬁng, c;. ?“fomnmuw' aational secerity, Many couatrics of the wortd today repserl u:
cantepts fie w;mllun and acm...k;f commuatisin lochnology and secarty n3 g
i e T s g o Mowping. 1 s e groveed that thig
infonmstion snd ._°. 27 han and ocommonication technology and womrsm
wad wmim;:um:nm}mml ;::n technology and sationsl security, also the role of infonnation
Concssos and mwmzfucw e tlon of pesec asd dovelopument i the ecuaey
levels shand gwovids od uqa?ll:;o::; }Tngco q:taictbnmhouasl which inchade; that govermment all
baoperiica ol cesyadividst] i e coa:tr; twall be used o promote security of lives and
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 Information and Communication Technology teday | U] g
Tm Mt:n:c socumv lnrmqaliun and Cammcn o :‘n:;cgjm;:;; ({'lca) om nl:;
pr el r‘i" i me rc:::m as it dc.:xnhu. itselfl “the keading academic iastim:g far
e strugglc?or nw:c; d » Tcilitging national asd intemational cocpention in the
B 0 X KA security, Inrmn.mmn and Communication Technology {ICT) isa
Mmmmﬁ‘mcmtyp: of techaclogics ue: for manipulntion and comamaseation of
ko wxy odo {2008). Tee keowlalps and approzches Bas & kit of positive
s toe w‘;:w 's:::m;v T&d thbee conmery. If lbrm.must be eftective develepmen)

b p Mot a new wclmo!agxal i!movnzion that will pmumu:
(semm gaRis ropentic every wdividual irrespoctive of mce in the country.

AcconEag ko Umch (2008), informatca 2ad ¢ i technology | '

:;::f &:;mm“ @l wols a.nd resources wsed 1o cm:,e":'xlummmwm"'mhm Momml" " d;}::;
Db o e e OF CmAASC P e B ek B ol B e h e o
uugact ;r'mc and 32cuzily on self, nxmv.:nis'. mui:ya:m.rﬂi{-:ﬁ’fu.:?whgiﬁ e
o h’.mo::r:ol:xm “;:\iu:hmum hass bcocmc 50 intricene and sophialicated so much =o that
S0 Mo b P e mngh K surviv, Thns. people are compellal 10 koep themsoves
it o md:?pe . ppening in Uy SoCIety, community and fatim in paeral though
e &mtm;:;.nkm sa:imqlum which prometes national secunty Divis m|3)
progies .. (2001), apead in In_:pmvmmt and mdvances in inﬁmmljo; ami
came .tctpolihogy have mede avilidde new Detter wans of Hving sl security of
o u:;: : mn::: e :o'ru:ry ‘l:his aroceding %o Dohn has changed the way pocple rrth
s o i oo e B e bl of Cheon
acluding, the skility w0 he socunity alen, peaccheczng i well :::ﬁ:;;:g mg)“dwuc.m
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Jugorematicn and Commumetion Teohmedony v he vefered 16 a5 2 beskling block @ the
matianal security, thus cn be seen whin the niited Adrlines flagha 875 that hit tee souliy wower
ol the foemer workd Trade Centre oo September | 1™ 2001, the fst instace of ferronsm
yerass the glote. One may ask whal rale did infonmation and commumcation technology play
m walntaining peace and secunty of the mation in that temoist atuck? fnformation and
communication technodoy administers the lngest poblic Somain rescarch detabvise on the
intenset of Serronist crpanizations sevisss and incidents [rom phcut 1988 to the prosent tme.
Ops can righttully =xy @at infomeation sl communRation wechinology has becoess an
imtepral pact of our cocsunity, sockety and sation In general in sateaal seeurity aml peace
Keepung.

Information and Commusication Technology and Teryorism

Inforreatica and Comevavcation Techoologies are 20 Jonger # luxury o even
Jevelopiog countrics of the woeld. in foct; wany of its inmovations e emergirg from
developing countrics, They 0 ceenting new ways of communizating, doing besiness 224
Aelsvering services. Thongh extending eess o [CTs and enconmging the wse of JCTs, the
woatd ot large 2ims to smulste sasainabie coanamic growth % improve sevico delivery and
promote pood govemiece and sochal proonestability aroand fhe warkd With alh these bow
then can [CT poctend o threat o G world? {Jnssy 2001}

Despite the 30 mwoch pood that [CT pocterds and promises, svme wcholas have
heaever, dississively argued that te isspe shoukd ot just be abot the tockontogy but its
elects. The wim hove 5 0o st the ground for the disoonrse on 1CT and tervorsm.

The word terresism is pelimizally ant emotionally chargod and this greatly compouids
e difficuley of providing a geecise definition. Studics have found over 100 Aefinivans of
jesronism, Teronism acconding 10 Wittsch (2010}, 1t 5 cartrovessial since: it is often used by
sinte muthorities and individuals with acces © sale suppoct 10 Tegatimize politkal of other
npponeets, ani poteatally legitimize the slste’s own uie of foroe sgninst opponeabs. Such wso
of force oo has been descnibol as tamee by oppoaent of &e salo. Faowever, an abiding
charactersstio is the wadiscrminate use of viodono: fninst mos-combataets for the purpose of
gaining publcity for i group, Case, oF individus, Thercloes, werorssm has gonerally beon
sgroed amoagst scholars & the systemalie use of lrear often viodent, especinlly as means of
cocrciom. I the imernational coauuunity, howowr, Lerronisms Tas o Jepally binding criminal
uw defistlon. Commaen definitoa of tersorism refer only 10 those viclenl ki3 whixh are
inteaded 10 create fear [terroe), are perpeirated for & religious, political o weologrnl poal,
wnad delibermely trget or distegand the safety of mos-tcackatea (s, 7012).

Having stablishod this bass, 1t is paamours 10 look s infosmatice and
communication Kchnokogy dnd Lrorim & onr workd todsy. 1CT cam Both o used @ soster
serroqises oo the one band, and also to counier Lerroeism o the other hamd. JUis botha discase

and o cure.

I the reseirch of Schuller (2011), cybaspace is » vietunl space thet ks Beoome s
irpontant as real space for asiness, economics, politics snd coowmanties, but Malaysa
commEment im using infoemntion and communication tochnology as refacied by the
mvestman o the multimeks: super corstdor amd its Dagship incseases their dependency om
ovber spoce. b (urther v say that the Jopendency places Makiysia in an extremely
precarious positich beane cyberspace is vilemble @ borderless atach due to this
sechnotogy. As such, it tax weade Malsysia a1l the more to become 2 Lirgst b cybex tercorism
Theis is applicable o so many natices aroond the world today. Stashin (2012), steted tha
intelligence infoemation are hacked cosstantly 2sul securily <odes broken bo 366655 nutons
aacunty inforssmition in onder © wrch recrociet antacks. He maintained that fhe world scoms no
Yoemger safe. The moce the woeld heocases smailer througls 1CT, the meee it becgmes vosale

foe human Babiletion as » resalt of |Grronist activilles.
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Acconding to Nystroin (2012), Amenica, wnd even Africa are camed out theough the
caleedated machinations from information and communication technologies. Nystrom said
that the story has not been 2ll bad when the reports from edficial website of Scutheast Asia,
revenls how ICT has been used 1o counter ferronisne

In face, the temronst activities are not far froea Nigera. About too years sgo peecisely
20k 1, the media celebrated arest of cae of the kingpins of the nvach dreaded cemorist group
in Nigeniz Boko Haram, that sent the nation freney in excitezsent, wos alleged 10 have been
tocked in @ state’s government bouse in Abuje through ki ceil phone. Furthsrmaore, s July
2012, the World Bank group released an ambitions new informaticn and eenmaniation
techmology strategy aimed at belping developing countries oo use ICT to counter temrorisn,
omafoom delivery of basls services, drive imzovation sed prodocovity gaira, and impeave
COmpesvensss.

Rachel (2 veew Inforanon and cooumuuicacion techndlogics a8 & messs Theough
which poventy can be redoced whenchy peomoting economic growth, combal tereorism,
ereme proonnmability and govenance. The strategy reflects skl changes in G use of
mobile phoaes and the ssermet devices in the e of e incrensing prevalence of lerronam
percas the plobie. especially eyberspace.

Information xod Commpnicatbon Technology sod Securily

Infoemation and coeumunication technology have made avidlable security of evay
individoad, community, society and ratics ol livge Seeursty of hife amd property is caenlial in
the devekgenent of any nation and with advances = infuemation and commeescations
technologies such as releromnssnications, sadso-visual amd so on development is groal.

Accontsng v Breadom {(2012), infoemation amd communicaton fecheology has
becoms a0 imepral paet of society espacially i the seconty seetog, Brevdon stressed further
that ¢omputer i obviously e backboae ol wloriion and commusocation fechnology in
sevtor be a1 the aducatoe sector, banking socte, past ofliee, small and Barge =:ade industsivs,
research depantments, defence departiments, modeal, ¢Le, infamalion aml commumicstion
1echookgies hes become an essennal garnt of vioally every Gedd Esically for storing buge
amount oF dara {roconds) that will prossote peace amd sty of the nation. Such dala »as
wanally kept in files, ssd Bandiing war s <hilTicull sk, because, with time, here was
pocaibility of such o being spoilal But winh infeemation and communication
technologies such as compuier the security of such Jduta would be save aod conld be retneved
withoat having %0 seurch dhast-rcked Gles

Informsation seal oommuuicstion tedhnology cspecially Woeld Wide Web has
peomotal e sevunty of cue day 10 diy Hife, This ¢im be in almost all aspects of life, for
mstanee, whelther we have W ke admasion in o local or focvign institation, collection of
weogriphecal infoemation of amy region, ooofimmiicn of result of any cxaminations
trrsfiming money from ome bank scoosnt %0 another, wond e~-mail, have instam chat with
amy®ody i dony part oF the workd and 50 oo, et 15 the fastest secured and cheapest moans
o do so, Chiase (2012).

Information technology bas greatly revokationized the security of basking system
throughout the workl, To carry out a small transaction proviously was in fear of unknown,
ong bod to spend bowes or even 3 day in the bank. But today, with the compuenzation of
banks and the help of Avtomated Teller Machine (ATMs), all tncsactions can be made
within minules with adegquate secunty.

. ATMs are foend in every nook and cranny as @ caze maybe. Today, ATM cards are
being used for shopping as well 3s cash withdrawal oc deposit as the case reaybe. :
fodernet oc online banking 15 the wasivst way of making tramsactions. With as wiemet
compeslion vn the mobile phooes, penonad computer o oybercalé, one co casily anl
securely relax %o make transactions 2t the comfort of thesr hames, offices
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lsspe of socurily % lopmost ooscan mewirdays but with the ;ld\')nfttﬂ’_dm m
information tecknelogy, secunty of secret dala i procared. Foe stnce, tesrorist in their
secres files vomkl be also coptured through the wee of informaticn techuologios sl as
sutellite phone communication.

The Rele of Information and Communicatbon Techoology in the Prometion of Peace
tin the Conutry

- Dc"l"h‘::“'::o Somidt that infommation and cosnoomialion m!mnlugy his not procsoted
peace and development in the comtry. Although the Bvernes was inveuled in the late 1960,
#s use Wi limised to ooty a fow sopment of society unlil in the enrly 1980 whea the imemet
protece! suite s stendandized. By mid-1950s, the inerset became a revolation that
impacted tremendously cliange on calture, sxclal nnd ;v:wluiml wipects of life conmccting
people in far distances v instant messagey therely making e workd i global willzge in a
Woeld Wide Wed (Emos, 2012). - ,

. lnfo«nmlm(l o commameation technology bas facilitaed politicol change in /ff!icm
20 in Nigerin in particalar and his hodged the ever intceasag gp Letween commmmaiation
ned govermanoe n the band, and bemweon the atiens Lbcnuclvc.a.ou the other baml \lwub
(2011). Noodo went further by sy that, sogost of ICT's on politics and govenace in the
promotion of pesce and developenent in Nigeria is already boen felt. Since the bn?\:mg of
governmens's mepopely on xmommm.cmm sl 1ekviaon, mfxc.md more Mgmn-m
kave suddealy fcund a voice zot coly ia Oeir intopenonal coomunicalice oa r._unnml, wainl
and political issues. Radio and Televson calling prograsuses ao alrculy paiting cnormous
pressuee en governmast to porfoms (o the devolopment of the counlry For wsaance, in
Abuja, & lot of Rodio satoes mn peogrammes on culteal, social political issues such as Ray
Poweer FM, Silvecbing, Rhythm 947 FM, and the coergent ind powerful Nigeri into 95.1
FM. Information and communication technology biss alss proconed pexe wnd d::v.dogmnﬂ
in 1he country and this ook be soen in the rpect of eletion somionng mﬂ;amhcnmn of
rosulte It ey be recald that during the 1993 gencral cleution, it was the wirchess walkue-
alkic that revealed the overwhelming viclory of MK.O. .\bio}a een hcfmu the result was
truncalod by the mililary establiskanent, No doubt, ICT ix 2 weritsble ool i the ﬁ.mngian of
citizen’s network which cormects poar and unatucated prople who cannot afford the intemet
in on inger s intra fow of information.  This conncclion 33 & potzntial ool foe politial
mobilization in the maincnasce of peace and developencnt in the country. The reoent
ongoing registeation of persosal mobake phones s redocod W scane eXIent creme Commiad
by the users, dbis is bocause the mdovidool can be uncod throsgh lua'her vilal m‘&mrmm
given and punsshed sccondingly. I this way, the naer won_llo! ﬁm\?ﬁum s the .mnhllc plwlfu;
for more important business rather thas usiog it fur commating crme which will nod proemak:
the peoce and development of the poueiry. DN

Ioformation ied commmaication techoologies can nlso bo potent toals. for politeal
mobitizatico such as in politicol campaigns and clections in orsher %o maintiin peace amd
developenznt in the coontry. it wiss is mew incovation tat gave presidest Obaea an edze
aver his caallenpers during the US peesadential campaign. Obama’s varmguign seom wsed
eocial media fo rally o luge number of Aencans to wolé i him. Osama alss razed a lot of
his campuga money (hrough the came soclal wediy, The question is, is tha a possibility i
Nigeris come 2055 So (ha proace can weign in the country?

Conclusions and Recommendlations ' ‘
Inliemation 2ad communication sechmoiogy wed Nitional ..iu:umy'shuuld bes b prianty
for countey’s penco and development by muiceg moilabie an acoessible commwmnation

technology in the country
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One thing s certais; with determination infonmation sed communication technologies
can change and tura Ge country im0 pewcefid and secered mation. Iaformation sad
communication technological godgets have bren made aviilible for the use in the country,
yel ey demand 1¢ Do used with pradence and responsibiizty, so thi everybedy doing o
pasticular thing does not jussify the rightness of the netion b to the seunity of commuesty,
socaety and miion in gencral,

Every Iwonan action inespective of rank should be based on resson and never on
tendencies and natural inclinstions. Azy petiom base on sestiments sod relativism Therefore
has no value for notionsl security,

Guverament ¢ all leveds should geovide sdequate teclmologies that will be use o
proesede sucurity of lives aod propesties of every individual in the couztry.
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