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Abstract: Telsmedicine application mostly takes place in advance sertlements,
where imporiant medical informaton s to be effectvely secured and
mramsmitied on public nerworks, Whilst the data is accessed by an illepiimare
individual, i may kad to malicieus attack or any modification of medical
image can resul in musdiagnosis. The notion of medical information stomge o
automated form arose immediate concemns abeut healthcare data seounity and
privacy. The nesd to desizn a secure dismibuted system o provide adequate
authentication of patient data and confidentiality of patient medical record
becomes imminent. This paper addresses confidentialty issues of electronic
bealih record (EHE) in climic tele-diagnostic system using orystographic
techmique. The developed crystopraphic alzorithm embraces discrete wawelet
mamsfarm (TAWT) steganography techmigue instead of the maditional least
sigmificant bit (L5H) technigue thershy providing required dafa robustoess,
payload capacity and mperceptibility of patient data over tele-consultation in
Tele-rliic diagnostic scenario. Results of quantitative performance evahiation
of host medical image of the EHF. systerm showed an encrypted impercepiible
and robust stezn imags of peak siznal to noke mito (PAWEY) mreater than 20 db.
Bzgults of evaluation portray a system capable of providing countarmeasures
agamst eavesdropping amack in data commmmication nefwarks in clinic
fele-consniations.
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