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ABS TRACT KEYWORDS
For a mumber of health conditions, the number of Internat of  Intanet of Things; healsg
Things floT) devices available for self and remote monitodng  STRIDE DREAD: modeing
are growing rapidly, and wers are also increasing. In the same

vein, oyber ciiminals are putting lots of effort into making

these devices unsafe for wsers, and this has gensrated grow-

img privacy concens for both wsers and manufacturers In this

article, a threat model is designed for selected loT health devi-

oot Bated on the device asers and acoess points, device

threats wene identified using the STRIDE mods and ranked

using a threstsisk ranking mods called DREAD. Some ooun-

tenmeasunes o mitigate each of the identified threats in the

sgdacted devices were abo proposed A Web system that

presents the modd was oeaed and enables the
devices, manfactrers, and professionals to view possible
threats and sevenity based on the devices risk scores. This
model will bemnefit both the dedgners and wsers of health laT

devices in improving produects’ secwrity and wnderstanding
devices” privacy risk, respectivaly.

Introduction and background

Electronic health is one of the most prominent application areas for the
Internet of Things (IoT). There are already very many healthare devices
that are developed based on IoT. IoT gives healthcare devices the ability to
monitor, record, and transmit patients’ data to whoever the data may con-
cern, like the patient’s doctor, nurse or a family member . Some of these
devices transmit the data over wireless networks to the hospital server from
remote areas like the patient’s home. This process makes it easier for the
doctors and nurses to be able to respond quickly to patients’ emergencies
that could have otherwise resulted in death. Basically, IoT is applied to
healthcare areas like health monitoring, fitness programs, chronic diseases,
and elder care (Islam, Kwalk, Kabir, Hossain, & Kwak, 2015).
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