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Abstract

In order to safeguard a University's networked assets, a network administrator must decide
how to harden the network. To aid the decision-making process, network administrators may
use network hardening suggestions. A critical drawback of currently available analyses is the
lack of consideration for the network administrator on identified vulnerabilities, risk figure,
risk priority level classification, and network security mechanism. Nessus and Nmap are
network vulnerability scanners used for this research. Internal and external scan results were
tabulated. The result shows that firewall constitute 81 on scale of 1-100 risk priority level
classification of university Information and Technology Service (ITS) network with high risk
security level and open email relay constitute two with low risk level. Thus, the research
established a university secure network architecture model that contributed towards
understanding risk priority level and also overcame shortcomings in choosing appropriate
security measures
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