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FOREWARD 
 

It is my great pleasure and delight to welcome all of us to the 12th International Conference 

on Application of Information and Communication Technology to Teaching, Research and 

Administration tagged AICTTRA 2018, which is holding at the African Centre of Excellence 

(OAK-Park), Obafemi Awolowo University, Ile-Ife, Nigeria between November 11th and 

14th, 2018. I understand that conferees came from different places and beyond to attend this 

great event. I usually refer to the conference as a pilgrimage for ICT professionals and 

enthusiast. A total of 45 well written and reviewed papers have been selected for presentation 

at different times in the conference.  

 

The Programme of the conference is a varied one that reveals the wide range of application to 

which ICT is being put and exposes the impossibility of placing any specific bounds or limits 

on the field. The field of ICT has continued to grow with mind blowing evidences in its area 

of application. To be able to compare note and learn from each other through the exploration 

of techniques remain the motivation to hold this conference year in year out. Thus, this quest 

has been on as a matter of strict business as was in the previous eleven versions of the 

conference. This twelfth  edition seeks a multi-conference approach to the forgoing, and 

promises to extend the frontiers of the exploration of the deployment of ICT in various 

spheres of human activities. 

 

The programme of the conference has been threaded into parallel sessions. The sessions 

promised to stimulate fruitful debate on emerging areas of research in the use of ICT. We are 

sure that cutting edge issues have been included in organized syndicate and informal 

discussion sessions that will take place during the conference. This promises to be useful and 

informative. 

 

The President, Nigeria computing Society (NCS), Professor G.A. Aderounmu, and the 

current Dean of the Faculty of Technology, Obafemi Awolowo University  happens to be one 

of the initiators of the conference will be on hand to share his wealth of experiences in 

teaching, research and administration. There will be lead paper presentations by eminent 

researchers and practitioners in ICT. The organizers of the event owe special thanks to the 

Vice-Chancellor of Obafemi Awolowo University, IIe-Ife, Nigeria, Professor E.O. 

Ogunbodede for his continuous support in the organization of the conference. 

 

We are also very grateful to one of the fathers of this conference - Professor L.O. Kehinde, 

for his support. To the Chairman LOC - Dr. A.I. Oluwaranti and his technical team and 

members such as Dr. E.A. Olajubu (Vice Chair LOC), Dr. B.O. Akinyemi, Dr. B.I. Akhigbe, 

Dr. I.P. Gambo, Dr. S.A. Bello, Dr. R.N. Ikono, Dr. S. Aina, Dr. H.O. Odukoya, Engr. Tope 

Ajayi, Ms. A.R. Lawal who had all worked tirelessly to ensure the success of this conference; 

I say a big thank you and congratulations for a job well done. I also appreciate the members 

of staff - academic, non-academic, and technical - for their immense support towards the 

conference. This conference could not have been successful without the support of 

individuals and several corporate entities, which time will not permit to mention. All the 

same, our thanks go to all of them for their continuous belief in the conference and continual 

support. You are all wonderful people and great as well, and most especially all the attendees 

in this year’s Conference. 

 

Professor E. R. Adagunodo 

Department of Computer Science & Engineering, 

Obafemi Awolowo University, Ile-Ife, Nigeria. 
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ABSTRACT  

The proliferation of Internet of Things (IoT) and its applications have affected every aspect 

of human endeavours; from smart manufacturing, agriculture, healthcare, logistics, 

Government, cities, transportation to Homes. The ubiquitous nature of IoT makes the security of 

information on transit and at rest a great concern, especially to smart home appliances. Non-

computer and non-smartphone nature of IoT devices such as alarms, internet-connected 

“wearable” devices, thermostats and refrigerators make the devices, environment and users 

vulnerable to malicious attacks. This comes as a result of lack of built-in security facilities for 

IoT and smart home devices. Also, this has brought about security and privacy challenges as 

regards confidentiality, integrity and authentication. In this paper, we present entropy 

management  through entropy shifting, stretching and mixing techniques  to enhance the 

traditional Tiny Encryption Algorithm (TEA). The technique is developed to address “equivalent 

keys” in information encryption and device security of appliances in smart homes. This work 

provides security for smart homes through entropy management technique that overcomes the 

weakness of “equivalent keys” and the unique “small footprint” in the traditional TEA. 

 
Keywords: Internet of Things, Lightweight Cryptography, Smart home, Tiny Encryption Algorithm. 

 

1.0 INTRODUCTION 

Internet of Things (IoT) in recent years with its 

potentials has positively affected every aspects of human 

endeavors, ranging from manufacturing, agriculture, 

healthcare, businesses, logistics, Government, cities and 

homes [1]. The term “Internet of Things” generally refers 

to scenarios where network connectivity and computing 

capability extends to objects, sensors and everyday items 

not normally considered computers, allowing these 

devices to generate, exchange, and consume data with 

minimal human intervention [2].  

A smart home is one of the areas of applications of 

IoT [3]. Smart home is a network of connected devices in 

human living environment, which communicate remotely 

or in automation with each other and the inhabitants to 

raise their living and quality of life, the efficiency of 

energy consumed and their safety [4]. 

The ubiquitous nature of IoT is partly as a result of 

its usage of the existing technologies such as Wireless 

Sensor Networks, Radio Frequency Identification (RFID) 

and cloud computing which serve as ready-platform for 

its communication. 

Traditional cryptographic security measures cannot 

be applied to the low-capacity devices known as 

constrained IoT devices. Flexible security infrastructure is 

hence needed for the IoT such as Lightweight Crypto-

graphy [5]. Lightweight cryptography is a cryptographic 

algorithm or protocol that is designed to function in 

constrained devices known as smart devices or environ-

ment such as sensors, health-care devices, RFID tags, and 

contact-less smart cards. 

Cryptography is a basic important technique for 

securing data at rest in storage devices or in transit. 

This was achievable in the past by keeping secret, the 

cryptography algorithms and codes, but recently 

securing cryptography depends largely on having 

strong keys and keeping them secret [6]. The strength 

of a cryptographic key depends on the degree of how 

hard it is to guess. The degree of hardness of a key 

depends on the degree of randomness used in 

generating the key [6]. 

Generating random numbers is essential to 

cryptography, and generating true random 

information is the most crucial of cryptographic 

algorithm to effectively aid in security key 

management [7]. Entropy is a measure of randomness 

or uncertainty in a signal and the sufficiency of it, the 

better in key generation [6].  

This work addresses issues of vulnerability 

attacks such as malicious nodes attack, man-in-the-

middle attack, privacy and key related attacks in 

Smart home using a lightweight TEA entropy 

management for securing smart homes and 

appliances. In addressing the issues of vulnerability 

attacks on smart home and appliances, an enhanced 

TEA would be developed, through entropy 

management technique to proffer solution to related 

key attacks. 

The organization of this paper is as follows: 

Section 1 introduces smart home based internet of 

things technology and secure entropy management 

cryptography techniques.  

AICTTRA 2018 Proceedings – Oluwade et al. 
 

mailto:oluwade.pg717576@st.futminna.edu.ng


AICTTRA 2018 Proceeding 

 

 

259 

Section 2 reviews related literature and works on 

lightweight cryptography and key management as related 

to smart devices. Section 3 highlights the methodology 

used in the research, while Section 4 and 5 give result and 

conclusion respectively. 

 

2.0 LITERATURE REVIEW 

2.1 Internet of Things, smart home and Threats 
The ubiquitous nature of IoT, the non-computer and 

non-smartphone nature of its devices such as refrigerators, 

thermostats, and internet-connected “wearable” devices 

make the security of information on transit and at rest a 

great concern [8]. Users of the smart devices are also 

vulnerable to malicious attacks. IoT and smart home 

devices were not designed with built-in security facilities, 

which bring about security and privacy challenges as 

regards confidentiality, integrity and authentication. 

Smart home is application of Internet of Things and hence 

this is a home or living environment where home applian-

ces/devices are able to interact automatically and be able 

to be controlled remotely [3].  

igure 1 shows the architecture of a smart home. 

Smart home architecture includes a gateway/server/router 

as a connection within the home and then to the smart 

home appliance(s). Some of the communication methods 

or topologies used in Home Area Network (HAN) are: Z-

Wave, Zigbee, Powerline, Bluetooth [9].  

 

 
Figure 1: Architecture of a typical smart home 

(Adapted from Gabriele, et al. 2016) 

 

Any or a combination of these available external 

networks such as digital subscriber lines (xDSL), phone 

line and cable can be used to complete the installation 

[10]. Figure 2 shows the Home Area Network (HAN) in a 

smart connected Home Architecture. 

Practically the smart home is simply putting a 

computer in one’s home, connected to a home router and 

every other imaginable appliances and devices are 

connected to it [4]. Afterwards, one is able to control it 

with either a web browser or a smartphone. “Kitchen 

Computer” by Neiman Marcus was one of the first 

smart home devices [11]. From the report of Cisco’s 

Internet Business Solution Group, IoT really came 

into existence between 2008 and 2009 due to the 

introduction of ubiquitous smart devices in the likes 

of smart phones in 2007 [12]. 

Today, the number of connected smart devices 

is alarming and there is prediction that by 2020, there 

would be 50 billion smart devices connected to the 

internet, almost doubling the present connected smart 

devices [12]. According to [13], areas of application 

of smart home are: home appliances, home utility 

systems and home safety and security systems. 

[4] puts the areas of applications to be: light 

control/automation, entertainment, alarm system, 

intelligent white goods which comprises of applian-

ces that automatically carry out actions like fridge 

automatically ordering missing items. Others are 

Heating, ventilation, and air conditioning (HVAC)) 

systems and assisted living to aid or assist the invalid, 

the aged or physically challenged through automation 

of different tasks and monitoring of vital indices. 

 
Figure 2: Home Area Network in smart Connected 

Home Architecture (Joseph, et al. 2016) 

 

The smart home system has very huge positive 

impacts on human daily lives and thus there are 

associated threats with it. The associated threats are 

on “life and health”, information, property and 

control of access to connected devices and home [4]. 

“Life and health” has the widest spectrum of threats 

and ranges from eavesdropping to serious fatal 

hacking [11]. The rate at which home network is 

growing, overwhelmingly comparable to small 

offices, management and security of the connected 

devices have become important issues for considera-

tion by both the producers and users of the connected 
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smart appliances [14], because large, important and 

confidential data and information are shared among 

devices and users, so security and privacy of IoT is very 

complicated compared to other networks. Areas of 

security concerns in IoT are: confidentiality, integrity, 

authentication and authorization [15]. 

Few examples showing the impacts of ineffective 

security on constrained devices are: firstly, Dick Cheney, 

a former Vice President of US whose pacemaker’s 

wireless capability had to be disabled due to the concerns 

that his heart could receive fatal shock from hackers [16]. 

Secondly, a German government agency issued a warning 

on a talking doll that its smart technology could reveal 

personal data due to an unsecure Bluetooth device and 

that hackers could listen and talk to a child playing with 

the doll [17]. Thirdly hackers could break into ones 

Electric meter, remotely reading the meter or shutting 

down power supply to a house [18]. 

Security solutions for IoT (and smart home) are still 

vulnerable to attacks such as: man in the middle, 

masquerading, eavesdropping, saturation, Denial of 

Service (DoS) and key related attacks [15]. 

According to [15], cryptography algorithm can be 

used to solve the security challenge in IoT to maintain the 

trust of users. Standard traditional heavy weight 

algorithms are too energy consuming, too big or too slow 

for constrained devices [19]. Lightweight cryptography – 

either symmetric or asymmetric could bring about the 

needed solution to the security challenge [15]. 

 

2.2 Lightweight Cryptography 

Cryptography is the science of secret writing which 

is an ancient art dated back as far as 1900 B.C. being used 

by Egyptian scribes, though some experts argue that 

cryptography came to be, the same time writing was 

invented [20]. Also, cryptography is mathematical 

algorithms used in encrypting and decrypting messages, 

but the advent of computer communication brought about 

new form of cryptography in telecommunication and data 

communication over the internet or untrusted medium 

[20].  

The five primary functions of cryptography are: i.) 

Authentication – Proving of one’s identity; ii.)Integrity – 

Giving assurance to recipient of message that the message 

received him has not been tampered, hence assurance of 

originality; iii.) Key exchange – This is a way of 

exchange or sharing of crypto keys between the sender 

and the receiver. iv.) Privacy/Confidentiality – This is 

ensuring no body reads the message except the receiver 

whom it was meant for v.)Non-repudiation – This is a 

means of proving that the sender actually sent the 

message. 

Cryptographic algorithms can be categorized in 

several ways. But in this paper, categorization would be 

done based on the number of keys used in encryption and 

decryption. Based on this, three types of cryptographic 

algorithms [20] are discussed. Figure 3 shows types of 

cryptography based on the number of keys for encryption 

and decryption. 

(i) Secret Key Cryptography (SKC) – In this cryp-

tography, a single key is used for both the 

encryption and decryption processes. This is also 

known as symmetric encryption. Essentially this is 

used for confidentiality and privacy. The 

greatest challenge in this form of cryptography 

is the distribution of the key between the sender 

and recipient of the information. This crypto-

graphy is generally categorized as either block 

ciphers or stream ciphers (cypher could also be 

said to mean encryption algorithm). Example of 

SKC are: Data Encryption Standard, Advance 

Encryption Standard (successor to DES), 

CAST 128/256, International Data Encryption 

Algorithm (IDEA), Rivest Ciphers, Blowfish, 

Twofish, Camellia, Kasumi, SEED, ARIA, 

Skipjack, Tiny Encryption Algorithm (TEA) 

and CLEFIA to mention but a few. 

 

 
Figure 3: Types of Cryptography: Secret Key, Public 

key, and Hash function. (Gary C. K. (2018).) 

 

(ii) Public Key Cryptography (PKC) – This utilizes 

two different keys, which are one for 

encryption and the other decryption. One of the 

keys is set as the public key and can be 

advertised far and wide, while the other is set 

as the private key and never revealed to 

anybody.  This is essentially used for key 

exchange, non-repudiation and authentication. 

Examples of PKC are: Ronald Rivest, Adi 

Shamir, and Leonard Adleman (RSA), named 

after the three MIT mathematicians who 

developed it, Diffie-Hellman (D-H), Digital 

Signature Algorithm (DSA), ElGamal, and 

Elliptic Curve Cryptography (ECC). 

(iii) Hash Functions – This is also known as one 

way encryption or message digests. This 

algorithm does not use key, but fixed-length 

hash value that is computed from the plaintext, 

and thus making it difficult to discover the 

length and content of the plaintext. This 

irreversibly encrypts a message using mathe-

matical transformations and providing a digital 

fingerprint. One cannot take a hash and decrypt 

it to recover the content that originally created 

it. This algorithm is essentially used for 

message integrity. Examples of Hash algori-

thms in use are: Message Digest (MD) 

algorithms, (which are series of byte-oriented 

algorithms producing 128 bits hash values from 

messages of arbitrary lengths, such as MD2, 
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MD4, MD5), Secure Hash Algorithm (SHA) (in the 

variants of SHA-1, SHA-2, SHA-3, SHA-224, 

SHA-256, SHA-386, and SHA 512), RIPEMD, 

HAVAL, Whirlpool and Tiger. 

Lightweight cryptography is usually referred to as 

cryptography for resource-constrained devices. By 

lightweight, we do not mean that it is less secured, but the 

devices needing security are resource constrained and the 

hackers are not. Hence we need security techniques that 

are lightweight in resource constrained devices [21]. 

Lightweight cryptography has the ability of effecting 

secure encryption on constrained devices and environ-

ments such as sensors, RFID tags, and healthcare devices 

with limited resources [22]. 

Lightweight cryptography is a researched techno-

logy that is developed to effect security on data or 

information on transit or at rest through encryption. It 

serves as countermeasure to attacks on data and informa-

tion [22]. Lightweight cryptography is a cryptographic 

protocol or algorithm that is used on constrained devices, 

and is required for IoT because of these reasons:  Firstly, 

the low resource-devices are battery-powered devices, 

with limited amount of energy consumption. Application 

of the lightweight symmetric key algorithm allows lower 

energy consumption for end devices. Secondly, the 

footprint of the lightweight cryptographic primitives is 

smaller than those of the conventional algorithms’. The 

lightweight cryptographic algorithms enable connections 

with lower resource devices. Table 1 shows comparisons 

of some lightweight cryptography algorithms used in IoT. 

Tiny Encryption Algorithm (TEA) is used for this 

research because of its small size, code length, rich key 

size and moderate block size and its Feistel structure [23].  

 

Table 1: Comparison of Symmetric Lightweight 

Algorithms in IoT 

S/No. 
Symmetric 

Algorithm 
Structure 

Number 

of rounds 

Key size Block 

size 
Possible Attacks 

Source 

Literature K 

1 AES SPN 10 128 128 
Man-in-middle 
attack 

[15] 

2 Hight GFS 32 128 64 Saturation Attack [15] 
3 TEA Feistel 32 128 64 Related Key Attack [15] 
4 PRESENT SPN 32 80 64 Differential Attack [15] 
5 RC5 ARX 20 16 32 Differential Attack [15] 

6 CAST-128 Feistel 
12 or 16 

40-128 64 Differential Attack [15], [24] 16 when 
K>80 

7 CAST-256 Feistel 14 256 128 Differential Attack [15], [24] 

8 Blowfish Feistel 16 32-448 64 Differential Attack [15], [24] 

9 Twofish Feistel 16 
128, 192, 

256 
128 Related Key Attack [32] 

10 IDEA 
Substitution
-
Permutation 

8 128 64 Related key Attack [32] 

11 DES Feistel 16 64 64 
Brute Force, Related 
Key 

[32] 

12 BLOWFISH Feistel 16 128-448 64 Related key Attack [32] 

 

2.3 Tiny Encryption Algorithm (TEA) 

Tiny Encryption Algorithm (TEA) is a small algori-

thm, simple, fast and strong cryptographically. TEA was 

originally designed by Wheeler and Needham [26]. TEA 

is block cipher, known for its simplicity in codes of few 

lines and implementation. 

The design of TEA to be a very small (tiny) 

algorithm with short software codes and small footprint as 

regards its memory occupation when stored, made it 

seamlessly fit into any program on any computer. 

This was achieved by making simple and weak, its 

basic operations [27]. 

Security challenges are overcome by repeating 

the basic operations repeatedly [27]. A credit to TEA 

is its high speed in encryption processes, but notable 

drawbacks of TEA are its use of “equivalent keys” 

which weakens its key length effectiveness and only 

requires complexity O(2ˆ32) which is even much 

lesser than the effort 2ˆ128 required for brute force 

attack to break the key. The other notable drawback 

is that there is no known standard to which TEA is 

measured as regard the codes’ length [27]. 

TEA is Feistel cipher whose operation utilises 

mixed algebraic groups, which are XOR, ADD and 

SHIFT. This operation really utilises the twin 

properties of Shannon – diffusion and confusion 

which are important for block cipher. TEA encrypts 

64bits data at a time by using 128-bit key and its 

highly resistant to differential attacks. Related key 

attacks are possible with TEA, though its mixing 

portion seems to be okay [26]. 

This research aims to correct this observed 

weakness in TEA, through entropy management. 

TEA is a lightweight algorithm that suits smart home 

cryptographic processes. Figure 4 shows A Single 

Round TEA – Comprising 2 Feistel Operations. 

TEA’s specification is that 32 rounds of TEA 

be completed for every encrypted 64-bit block. 

Diffusion works to hide any statistical information 

between the plaintext and the ciphertext that may 

serve as backdoor to the attackers, while confusion 

ensures that the statistical information between the 

ciphertext and the encryption key are kept secured, to 

thwart any effort of the attackers discovering the key 

[28]. 

 
 

Figure 4: A Single Round TEA – Comprising 2 

Feistel Operations 
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Diffusion and confusion are achieved in Feistel 

Cipher Structure as illustrated in Figure 4 through the use 

of substitution and permutation. Substitution (addition, 

XOR’ing and shifting) operation is performed on the left 

(L) of the plaintext, while permutation operation is 

swapping at every round, of both halves of the plaintext. 

Many symmetric block ciphers, such as Tiny 

Encryption Algorithm and Data Encryption Standard 

made use of Feistel cipher structure. By specification, 

TEA has a 128-bit key which is divided into four, to give 

32-bits key word length (K0, K1, K2, K3 as in Figure 4) 

that work on a 64-bit data block that is split into two 32-

bit blocks called L and R (left and Right side of the data 

block). 

The operations in the first half of the first round of 

TEA as in Figure 4 are: 1.) R has a left shift of 4 and then 

added to K0, 2.) R added to Delta [(√5-1)*231]. R passes 

through a right shift 5 and added to K[1]. The three 

operations had XOR operation applied to their result. The 

result obtained now serves as R for the next Feistel round 

because at this time, swap is carried out on R and L 

 

2.4 Entropy  

The key K for use in TEA would have to be 

generated. Availability of good entropy is a necessity for 

generating unpredictable keys [29], and best algorithm 

cannot compensate for generation of weak keys using 

insufficient entropy [6]. Hence if an encryption key to any 

smart appliance is predictable, then the appliance is 

vulnerable to malicious attack. There are so many 

instances where random numbers are needed such as: 

simulation of randomness in Monte Carlo method, 

protocols, online gambling, Nonce generation and key 

generation (session key, main key) [30]. 

Entropy is a major player in cryptography, whose 

intent is to enable communication to take place securely 

between two nodes not minding the adversaries [4]. 

Entropy is a measure of randomness or uncertainty in an 

output of data sources. This was first introduced by C. E. 

Shannon as a center point of his work in 1948. Entropy is 

the most common term used when describing random 

number generators (RNG) [31].  

A random number generator is an algorithm that 

uses an initial seed or a continuous input to produce a 

sequence of numbers or bits [31]. One of the areas of 

difficulties in cryptographic algorithms is in the area of 

generating true random numbers to use for the 

cryptographic key(s) [6]. 

Generally there are two kinds of random numbers 

generators, which are: non-deterministic random number 

generators, known as “True Random Number Generators” 

(TRNG) and deterministic random numbers generators, 

also called: “Pseudo Random Number Generators 

(PRNG) [31]. True random number generators are 

obtained from chaotic physical processes, like atmos-

pheric noise and thermal noise, but have low bit rate and 

cannot measure up to the requirements or needs of most 

cryptosystems [32]. 

Another source of entropy from computer is 

grouped into hardware and software which are 

deterministic and are known as PRNGs. Examples of 

hardware entropy sources are chips with built-in ring 

oscillators [32], noisy diodes, techniques for using flash 

memory and human driven movement of mouse and 

keyboard stroke timings [6]. Software as source of 

entropy can run as stand-alone or be directly 

incorporated into software applications [6]. Because 

of the inability of TRNGs to produce quality and 

quantity entropy to satisfy the needs of the 

cryptosystems, PRNG with its speed of entropy 

generation is a welcome development in entropy 

generation, even as a service [33]. In this research, 

PRNG is used in entropy generation for key 

management in smart home constrained appliances. 

 

3.0 METHODOLOGY 

3.1 Architecture and Technique  
This section explains the architecture and 

algorithm for the secure smart home appliances 
using lightweight TEA entropy management. Figure 
5, shows the developed system architecture 

In the design flowchart shown in figure 6, the 
first round of random number generation of pool 
1(Java) and pool 2(C++) are added together placed in 
C1, while the second round of random number 
generation  of pool 1 and pool 2 are added together 
and placed in C2. 

This is shifting technique. C1and C2are then 
concatenated to achieve entropy stretching technique, 
and result placed in D1. Round 1 and round 2 are 
repeated and the final result placed in D2. Entropy 
mixing is achieved by D1 been XORed with D2. The 
resultant entropy H, (D.D) is the key K to be used on 
TEA. 

 

 
 

Figure 5: The Developed System Architecture  
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3.2 Modula Steps 
Entropy is generated using the random number 

generation function in C++ and Java programming 

languages and seeded with the system’s time function. 

There are three steps involved in the whole entropy 

management before usage with TEA. The steps are: 

Entropy-shifting, Entropy-stretching and Entropy-mixing. 

The essence of utilising two programming languages is to 

make the final entropy (key) undecipherable by the 

hackers. 

Entropy H, is mathematically expressed as:  
  

 H = log2 (bl)   1 
 

Where b is the number of possible symbols and l is the 

number of symbols in the password [34]. 

 
Figure 6: Flowchart of Entropy management using 

Entropy Shifting, Stretching and Mixing 

 

Module 1 - Entropy Shifting  

The theory behind entropy shifting is the movement 

of entropy from a pool 1 (storage 1) of entropy to another 

pool 2 (storage 2) of entropy (Andrea, 2005).This 

movement causes depletion of entropy in pool 1 and 

increment of entropy in pool 2. Java written codes serve 

as pool 1, while codes in C++ serve as pool 2. Entropy is 

generated using the random number generation function 

in C++ seeded with the system’s time function. The 

generated entropy in pool 1 is then shifted to the pool 2. 
The algorithm for entropy shifting is: 

Start: Entropy Shifting 

3k  

Seeding  

 


n

iA Ah
1 1  

Call seed function 

 


n

iB Bh
1 1  

For 1i  

 


n

i

n

i
BAC

1 11 11  

Else 

 


n

i

n

i
BAC

1 21 22  

 

Module 2 - Entropy Stretching 

Pool 2 has its own generated entropy too. Pool 

2 through a “Call Function” calls the entropy 

generated in pool 1 and the two generated entropies 

are concatenated (this is stretching). The stretching 

increases the number of bits to 128bits from 64bits 

each of the pools and hence increases the time to take 

to discover (if possible) the content of the entropy. 

Algorithm: 

 

Start: Entropy Stretching 

3j  

For 1j  

1211 )( CCD   

Else 

2212 )( CCD   

 

Module 3 - Entropy Mixing  

The processes: entropy shifting and entropy 

stretching go through two rounds, and their resulting 

entropies which are entropy stretching(s) are XORed 

together to achieve “Entropy Mixing”. Table 2 shows 

the result of a byte. 

Input:  DH &  

Output: H  
Start: Initialize Reseeding 

0R  

For 3k  

Call seed function 

HR

RreseedingRHH

XORDDH







,/...............

/.............21

 

 

Table 2: Entropy Mixing – Mixing Bytes 

Activity  Byte 

Entropy stretched result round 1 1 0 0 0 1 1 0 1 

Entropy stretched result round 2 1 0 1 1 0 1 0 0 

Final Entropy to be sent to TEA 0 0 1 1 1 0 0 1 
 

The essence of entropy mixing is to make it 

difficult for the entropy (key) to be deciphered by 

cryptanalyst; hence making it difficult for encryption 

to be deciphered by hackers. The resulting entropy as 

the final entropy is then used as input to TEA for its 

encryption key generation as shown in Figure 5 

N 
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4.0 RESULT 
The developed entropy management technique for 

lightweight cryptographic smart home would assists in 
effectively guarding against related key attack, and hence, 
securing smart home from other forms of malicious attacks 
such as man in the middle, masquerading, eavesdropping, 
saturation, and Denial of Service (DoS) attacks  

 

5.0 CONCLUSION 
IoT provides ease of connectivity and computing 

capability for our everyday communication by ensuring 
effective data generation and exchange with minimal 
human intervention. Traditionally, security measures or 
sufficient cryptography functions for mitigating malicious 
attacks cannot be applied to low-capacity devices known 
as constrained devices connecting the IoT due to its low 
memory capacity and inability to accept antivirus soft-
ware. 

Therefore, the developed technique is expected to 
provide a secured smart home where smart home environ-
ments and appliances are protected as a result of effective 
key management, which invariably guard against related 
key attacks. The area of limitation of the research is its 
inability to provide security to traditional network setup 
and devices other than constrained devices. 
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