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Absirect. The use of coypiosysiem becanss popular becauss of the increased
meod for exchanpes acrow unmasted medinom especially [nurzet-enabled =et-
works. Oz the basis of application, mvn]ﬁam.:uf:l}pu:pmhmwbm
dersloped for purpess of amthentication, oonf , infegrity. a=d non-
mepudiation  Crypiosystems make mnse of snorypbon sd:lmnn: that Comert
pleintext to cphestext o diverse areas of applicatons. The wast progrewions in
the Intémat of Things (IoT) echnology md mescorce-consrained devices hae
Even rise to maasine deploymant of sensor devices amd sewth of services tar-
meted at lightosight devices. Thomgh, thess devices support 2 mombar of ser-
1ices., they regaire strong lightarei gt encryptica approaches for privacy protec-
tion of data Bxictimg lightaeight crypiorystams fall short on the axpocted pri-
tacy levsls amd applicakbiliny in wmerming resowrce-comstrained soviromment.
This paper develops 2 mathematical model for 2 sooner Hghteeight orypio-
saphic wchare based ca reduced 2nd hardaned cipbartaxt block sires. hazh siz-
@5 and key sizes of maditicoal coypiosyssems and EBlockchadn techoology.
Thereafiur, the hardening procednre ofered by the F5A homomorplic eacryp—
ticn was applied for the purpose of senerating srenger, secure and Hghtweight
AFES, and SHA-3 in crdor tov deal with extrusted channgl: sxckanges. The poo-
posed Scomer s recommesnded for adopton in pablic Blockcham-based seart
wystams and applications for the porpose of dam privacy at 83% Hkelihood.
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1 Introduction

There iz peed to address the vamous problems faced by users when generating,
storing and mansmitting data aoss the clood-based services. There are high demands
to secure choud infrastmacoore stack at network, host, application and data lewsls. A
mumber of data security problems have been reparted in [1] incloding data privacy,
coofidentiality and authentication. In cloud services such as tradibomal smant moe
:I'a:r.l:l:l.m.gﬂ:u.at:lsbm.'l:t-un clowd orilizes plaintext dam formar for pensraton Tansmds-
sion and storage. Fecenily, masue:apableufamlmge:ﬂ'fpmmdd.au’fpmn
alg{nﬂlms:ﬁurﬂlepurpnrsenfpmwdmg protection for data for varyvine processine



