Privacy Preservation in Mobile-Based Learning Systems:
Current Trends, Methodologies, Challenges,
Opportunities and Future Direction
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Abstract. The adoption of mobde techmologies in education are evelving 1ike in
the usiness and bealth sectors. The desien of user-ceniric platform o enabls
individuals participate in the activities of leamins and teaching s ourently area
afreseanch The Learninz Managsment Systems (LS area assists lsamers and
academic activities et it continuss to fall shart of desired mepact dus to nige
demands of the application More inporandly, the mobile applicatons ofer
SCITE CoIVenience not withmt the possibility of eavesdropping and mali-
ooy explodting dafa about users. The onginal smuctre of mobile learning re-
quires that data and processing haads have centralized anfity, which is not possi-
ble & wirzless application amansements due to compmnication overhead of
A smEting rw data to cenmal leamins processor. This led wo the use of dismib-
uted mobile kearming stnuctare, which preserve privacy of learmers. This stady
disonsses the challenges, mument wwends, methodolegy, oppoarhmities and fiurre
direction of privacy preservation in mobile-based leaming systems. The smody
highlighted the use of leamers” private data and behavioral activities by LS
esperially in undsrsanding the neads of leamers as well as improvement af their
experiences, But, it raises concemns about the risks of leamers’ privacy on LM5
due the miming processes of learmers, which were not considered in exdsting re-
larted srodies m Hosmarre.
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1 Introduction

The LW have baen adopted by hizher level of education (such as universitss) in order
to inprove the practice of educators and leamers, and provides lesming managemens
fimctonalifies fior thess instmaens [1]. Coe concem feanmes prominendy, which is the
protection of the privacy of users. The problem of privacy confinues to afiract the a-
temfion of wsers and developers. Third paries find easy to determine actons, TANS3CE00
consummeted. waffic data, snd locaton information of wsers for potental secumity and
Privacy compromises [1].



