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ABSTRACT

Ransomware is advanced malicious software which comes in the forms of different forms, with the infention fo attack
and fake confrol of basic infrasfructures and computer systems. The majority of these threats are meant to extort money
from their victims by asking for a ransom in exchange for decryption keys. Most of the techniques deployed to defect this
could not completely prevent ransomware attacks because of its obfuscation techniques. In this research work, an
intelligent crypto-locker ransomware detection technique using Support Vector Machine (SYM) and Grey Wolf
Optimization (GWQ) algorithm is proposed to overcome the malware obfuscation fechnique because of its ability fo
learn, train and fit dataset based on the observed features. The proposed technique has shown remarkable prospectsin

detecting crypto-locker ransomware attacks with high frue positive and low false positive rate.

Keywords: SupportVector Machine, Greywolf Optimization, Ransomware, Crypto-locker, Malware.

INTRODUCTION

Ransomware is a special kind of malicious software that
capitalized on system vulnerability to lock a computer
system and encrypt data using various encryption scheme
to prevent access to the infected system until ransom is
paid for the decryption key (Richardson & North, 2017).
Malware developer considered the massive usage of
information technology system in the management and
running of the world affairs fo make the end users sufferin a
very massive scale. The hackers direct the malware code
fo aftack the information system using the internet via the
browser exploit kits, attached email and other available
vulnerabilities in order to take control of the entire systems
(Bhardwaij, Avasthi, Sastry, & Subrahmanyam, 2016). Figure
1 explains the stages of ransomware attack.

Crypto-locker ransomware is the most advance types of
ransomware aftack that perform dual functions of
encrypting system files and locking the system screen with
a ransom note, requesting for payment in exchange for
decryption key (Savage, Coogan, & Lau, 2015). There are

five distinct phases of a ransomware attack, regardless of
whether it's @ mass distribution or a targeted aftack (Brewer,
2016). The Exploitation and Infection phase, this is where
the malware use phishing and pharming of email and
exploit kit to execute files on the computer system. Delivery
and Execution phase, is where the crypto-locker
executables are delivered to the target system. Back-up
spoliation is the phase where the malware remove the
back-up files and folders to avoid system restore. File
Encryption and the final phase which is the User Notification
and clean-up, this is where ransom note are displayed and
back-up files removed from the system.

Support Vector Machine (SVM) is a type of classification
algorithm that is designed to adapt to a range of various
classification problems with ability to implicitly perform a
non-linear feature space transform (Boswell, 2002). In
recent times, application of SVMs in classification
problems has increased because of its capability o
segregate datasets using the best hyperplane. SVMs have
been applied in multidimensional data classification,
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o Ransomware starts with an unsolicited
email, typically designed to trick the victim
into clicking on an attachment or visiting a
webpage,
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Figure 1. Stages of Ransomware attack (The Business Times, 2017)

classification of microarrays, wind speed prediction,
voltage stability monitoring, classification of power quality
events, and contingency ranking (Boswell, 2002).

Grey Wolf Optimizer (GWO) is one of the Meta-heuristic
optimization techniques whose designed concepts was
inspired by the social hierarchy and hunting behaviour of a
grey wolves. Grey wolves have been considered as the
apex predafor with a high social dominant hierarchy
because of their natural hunting pattemns which comprises
of tracking, encircling and attacking of prey (Mirjalili,
Mirjalili, & Lewis, 2014).

This research work hereby proposed an intelligent crypto-
locker ransomware aftack detection using GWO algorithm
for feature selection so as to improve the performance of
SVM classifier for better results.

The sections of the manuscript are structured as follows:
Section Il presents a detailed analysis of previous related
literature. Section Il details the proposed SVM-GWO
detection framework whereas Section IV throw light on the
dataset and experimental setup; Section V puft up a
comprehensive results and discussion before concluding
part of the paperin Section VI.

1. Related Works

In recent times, studies have been caried out on the
detection of ransomware attack. (Brewer, 2016; Boswell,
2002; Mirfalili et al., 2014; Weckstén, Frick, Sjostrom, &
Jérpe, 2016) mostly proposed a signature-based
approach which relies on the malware information stored
in the repository for detection. The drawback of this
technique is the inability to detect ransomware whose
signature are yet to be stored in the malware repository.
(Savage et al., 2015; Continella et al., 2016; Patyal,
Sampalli, Ye, & Rahman, 2017; Kolodenker, Koch,
Stringhini, & Egele, 2017; Al-imy & Maarof, 2018; Cabaj,
Gregorczyk, & Mazurczyk, 2015; Yang, Yang, Qian, Lo,
Qian, & Tao, 2015; Moore, 2016; Kiraz, Geng, & OztUrk,
2017; Sgandurra, Munoz-Gonzdlez, Mohsen, & Lupu, 2016;
Shaukat & Ribeiro, 2018; Ferrante, Malek, Martinelli,
Mercaldo, & Milosevic, 2017; Scaife, Carer, Traynor, &
Butler, 2016) focused on improving the signature-based
approach by designing a behavioural-based system with
different detection mechanisms and classifier to perform
live monitoring of window and android event logs in real-
fime to detect ransomware attack. The limitation of this
system is the inability to stand the malware sophisticated
packing techniques (obfuscation) and created system
noise which resulted in misclassification of the crypto-
locker and benign applications with high false positive and
erorrate.,

After intensive exploration of the research on ransomware
detection approaches, users sfill find themselves
vulnerable to crypto-locker ransomware attacks
(Ahmadian & Shahriar, 2016; Hong, Liu, Ren, & Chen,
2017; Kharraz, Arshad, Mulliner, Robertson, & Kirda, 2016;
Kharraz & Kirda, 2017). This indicators call for further
improvement in the current detection technigues or build
another with a unique characteristics that will match
crypto-locker ransomware method of attack.

To overcome the noficeable drawback of the existing
fechniques, we proposed an infeligent crypto-locker
ransomware detection technique with GWO algorithm for
feature selection of the extracted features from crypto-
locker and benign application datasets, to enhance the
performance of SVM classifier for better accuracy with low
false positive rate.

10
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The key contributions in this research manuscriptinclude:

e To propose an intelligent crypto-locker ransomware
feature selection algorithm with GWO.

e TJo developed a crypto-locker ransomware
classification technique using SVM and GWO
algorithms.

e TJo evaluate the developed intelligent crypto-locker
ransomware detfection technique using standard
parameters utilize in relevant literatures.

2. Proposed SVM-GWO Detection Framework

The proposed framework of SVM-GWO crypto-locker

ransomware detection consists of feafures selection,

extraction and classification as shown in Figure 2.

2.1 Mathematical Model of SVM

Given atraining dataset sample I such that {xi, yi},i=1, ...

, 1, such that each sample with d inputs (xi € Rd), with a class

label withone ortwovalues (yie {-1, 1}).

2.1.1 Linearly Classifier

This follows all the hyperplanes in Rd which was

parameterized with a vector (w), constant (b), and

expressed

Training Dataset
(Crypto-locker + Benign Apps)

GWO Algorithm

Feature Selection

Classification Algorithm

Malware Detection Results
(TPR| FPR | Accuracy | Recall | Precision)

Benign Application
(Benign Software)

Crypto-locker Application
(Malicious Software)

Figure 2. Proposed SVM-GWO detection framework

as:
w.x+b=0 m
(We can recall that vector w is orthogonal to the

hyperplane.) Given such hyperplane (w, b) which
separates the data and gives the function as:

1) Perception Classifier

f(x) = sign (w.x + b) (2)

This equation perfectly classified the training data and
possibly other unknown dataset. Meanwhile, a given
hyperplane which was denoted by (w,b) is similarly

expressed by all pairs {Aw, Ab} for A € R+. This means that
we

can now define the canonical hyperplane to be that
which separates the data from the hyperplane by a
“distance” of atleast 1 which satisfy:

x,.w+b2+ 1wheny, = +1 (3)
x,.w+b<-Twheny,=-1 4

to make it more compressed, we say:

yx.w+b)zl I 5)

All such kind of hyperplanes have a “functional distance" =
1 (which exactly means, the Function's value is = 1). It
shouldn't be muddled with the "geometric" or “Euclidean
distance" (known as the margin). For any given hyperplane
(w, b), all pairs {Aw, Ab} define the same hyperplane, but with
a different functional distance to a given data point. For us
to find the geometric distance from the hyperplane to a
data point, we have to regularize the magnitude of w
which will define the distance as:

d((W, b),xi) — y[(xi,w+b) y 1

v,(x, w+b) S 1

wil liwl

d((w, b),x;) =

Relafing to the equation, we can see that this is
accomplished by minimizing | | w | | which s subjectto the
distance constrains. The entire problem is ultimately
fransformed info:

minimize: W(a) = -3l=1a,+ 23 =131_, vy, aa(x . x)
Subjectto: Yl=1yo0,=0
0=<q, <C(l)

11
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Where a is the vector of | non-negative Lagrange multiplers
to be determine, and C is a constant. The matrix can
define:

(H)ij = yiyj(xixj), which will present more compact notation:

Minimize: W(o) =-aTl + 1/2 oT Ha (7)
Subjectto: aly=0 (8)
0<a <CI 9

from the derivation of these equations, hyperplane
becomes

w = [lai yixi (10)

Meaning that vector w is a linear combination of the
fraining examples shown as:

oi (yi(w.xi+b)-1)=0 (1i)
That is to say, that the functional distance of an example is
higher than 1 when yi(xi . wi + b) > 1, then ai = 0. Which
means that only the nearest data points contribute to w.
the training example oi > 0 are referred to as support
vector. This is the only one required to define optimal
hyperplane.

If we have optimal a (where we construct w), we have to
find fo fully specified the hyperplane. To implement this, let
take any “positive” and “negative” support vector, x+ and
x-, forwhich we know

(w.xt+b)=+I

(w.x-+b)= -1

To solve these equations gives us

B=-12(w.x++w.x-) (m
Based on the analysis presented above, any app in the
dataset that tend to possess some characteristic of a
violator is made a Support Vector (SV). Blocking points will
be identify and pruned using the ideas presented in the
equation. The algorithm stops when all points are classified
within an error bound plane, for instance, yi fixi) > 1 —¢ V.
The outline of the algorithm is presented in Figure 3.

A, Mathematical Model of GWO algorithm

1) Encircling prey

Considering the analysis carried out, the grey wolves

encircle prey during the hunting period which has been
mathematically modelin the following equations as

Algorithm :1 Simple SVM

candidateSV = { closest pair from opposite classes }
while there are violating points do
Find a violator
candidateSV = U candidateSV
S
violator
if any @, < 0 due to addition of c to S then
candidateSV = candidateSV \ p
repeat till all such points are pruned

end if

w while

Figure 3. Pseudocode for SVM Classifier

D=|C.X, (1)~ X(1)] 7
D=|C.X,(0)-X(1)]
X(t+1)= X, (6)=A.D 8

X(t41)= X, (6)=A.D

Where t refers 1o the cument iteration, Z and 8 are
coefficient vectors, )?p while defines the position vector of
the prey, and )7 specifies the position vector of a grey wolf.
The vectors 4 and C are formulated as follows

A=2a.r—a
C=2.r2

At this point, components of Zlineorly decreased from 2 to
0 over the course of the iterations while r1 and r2 are
random vectorsin [0, 1] coordinates.

1) Hunting:

The hunting style of a Grey-wolf is usually conducted by the
alpha, but the beta and delta may also participate in
hunting sometimes. More so, in an abstract search space
we have no idea about the location of the prey. To
mathematically simulate the hunting behavior of grey
wolves, we assume that the alpha, beta, and delta have
better information of the targeted location of a prey.
Therefore, we save the first three best solutions gotten
already and oblige the other search agents (including the
omegas) to update their positions according to the

12




ARTICLE

position of the best search agent whose formula is
presented below.
D,_(C, X, X Dy CXy X D5 C3X5 X 11

- —

XXy A Dy Xo X Ay Dy X3 X5 Ay Dy,

12

1) Attacking prey (exploitation):

Finally, the grey wolves' conclude the hunting exercise by
attacking the prey affer the movement has stopped. In
orderto mathematically model the grey wolf approaching
the prey, we decrease the value of Z. while, the variation
range of Z is also decreased by a: meaning that, Ais a
random value in the interval [-2a, 2a] where ais decreased
from 2 to 0 over the course of iterations, the random values
of 4 are in [-1,1], and next position of a search agent can
be in any position between its present position and the
position of the prey which will finally leads to the attack on
the prey as shownin Figure 4.

2. Dataset and Experimental Setup

The crypto-locker ransomware and benign applications
datasets was gotten from (Sgandurra et al., 2016) research
work, titted "Automated Dynamic Analysis of Ransomware:
Benefits, Limitations and use for Detection”. The dataset
contains 582 samples (38.19%) of crypto-locker
ransomware and 942 (61.81%) of benign applications
making a total of 1524 samples from 11 different families.
GWO is employed o evaluates the following categories of
features found in crypto-locker and benign application
datasets. Crypto-locker extracted featfures includes: (i)
Windows API calls (i) Registry Key Operations (iii) File System
Operations (iv) the set of file operations performed per File
Extension, (v) Directory Operations (vi) Dropped Files and
(vii) Strings contain in the binary.

The benign application features includes: (i) generic utilities
for Windows (ii) drivers (iii) popular browsers (iv) file utilities (v)
multimedia tools (vi) developers fools (vi) games (viii)
network utilities (ix) paint fools (x) databases (xi) emulator
and virtual machines monitors and office fools.

Algorithm 2: Simple GWO

Initialize the grey wolf population Xi(i=1, 2, ..., n)

Initiolize 0, A, and C
Calculate the fitness of each search agent
Xa=the best search agent
X8=the second best search agent
X&=the third best search agent
while (t < Max number of iterations)
for each search agent
Update the position of the current
search agent by equation (7)
end for
Update a, A, and C
Calculate the fitness of all search agents
Update Xa, X8, and X6
t=t+1

end while
kturn Xa

Figure 4. Pseudocode of the GWO

/

GWO does the feature selection using the Mutual
Information (M) criterion which allows the algorithm to
select the most discriminating features extracted from
crypto-locker and benign application datasets to improve
SVM classification problem with better performance.

The experiment on the classification of Crypto-locker
datfasets was implemented using SVM classification
scheme together with GWO optimization algorithm on
standard simulation platforms. The GWO algorithm (java
source code) was uploaded on the simulation platform to
perform feature selection of the dataset and output fed
info SVM classifier for classification of the dataset into
crypto-locker and benign applications.

3. Results and Discussion

Table 1. shows the family of the crypto-locker ransomware
with their idenfifiable codes as contain in Sgandurra
dataset.

The Table 2. gives full details of the descriptive features of
the Sgandurra ransomware dataset with their respective
codes and affributes types to aid the classification
experiment.

The performance evaluation of Support Vector Machine
after feature extraction and selection with Grey-Wolf
Optimization algorithm using different percentage split on
10-folds cross validation.

13
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The Table 3 summarized the results obtained in Table 3 to
calculate the average, minimum, maximum, variance
and standard deviation for the performance metrics of the
test carried out.

The performance evaluation of the SVM and GWO
accuracy is used to show level of perfection with regards to
the correctly classified crypto-locker ransomware as
against the benign app. The highest level of accuracy is
considered to be 100. The experimental test result
obtained after using different percentage split values of
the crypto-locker dataset with constant 10-folds cross
validationis shown in Figure 5.

TPHIN._ | 100% 13
TP+ FP+FN+TN
S/N Family Name ID Nos.

Accuracy (A) =

Goodware Application 0

Critroni 1
CryptLocker
Crypto-wall
KOLLAH
Kovter
Locker
MATSNU
PGCODER
Reveton

TeslaCrypt

Z 0 0 ® N oA W N
Z 0 ® ® N oo~ N

Trojan-Ransom

Table 1. Families of Sgandurra Crypto-locker Ransomware Dataset

ID Description Attribute No. of Attributes
API APl invocations Nominal 8
DROP Extension of the drop files Nominal 5
REG Registry key operations Nominal 20
FILES File operations Nominal 20
FILES_EXT Extension of the files Nominal 20
involved in file operations
DIR File directory operations Nominal 10
STR Embedded string Nominal 5
Total number of aftributes 88

Table 2. Sgandurra Dataset Id Terms with Descriptive Features

Parameters Average Min Max Variance STD

Accuracy 99.167 98.361 99.672 0.157095 0.396352
Precision 0.983 0.967 0.993 0.000062 0.007875
Recall 0.992 0.984 0.997 0.000015 0.003919
F-measure 0.987 0.975 0.995 0.000035 0.005936
RMSE 0.01534  0.0029 0.0573 0.000276 0.016618

Table 3. SVM With GWO Classification Result

TP+TN
TP+ FP+FN+TN

Accuracy (A) = x100%
SVM-GWO Accuracy

100

99
; ARRN
97

Q'IB a0 0'° QIO oo 0'0 \\‘0 Q,\\ a|\\

@bﬁ'\\,\q‘bQQN’QQQ')\Q

(o]

v

Accuracy Result

Percentage Split of the Dataset

Figure 5. Performance evaluation of SVM accuracy
at percentage split of the datasets

The RMSE is one of the parameters used to indicate the
levels of the classifier perfection during and after the
experiment. The lower the values of RMSE the better the
classifier predictions. This means that value zero gives the
perfect result while a higher value indicate a poor
performance of the classifier. The result below shows the
gradual decline of eror as the percentage split of the
dataset increases. Figure 6 shows various results of other
performance metric from the SVM classifier as against
each percentage split of the crypto-locker datasets.

RMSE Error Results
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Figure 6. RMSE results against percentage split of the datasets

Precision (P) indicates the number of instances which are
positively classified and are relevant. A high precision
shows high relevant in detecting positives.
__ TP X@
TP+FP 1
_ 7P x@
TP+FP 1
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Recall (R) shows how well a system can detect positives

TP 100
R=——x—
TP+FN 1 15
R:iTP x@
TP+ FN 1

F-Measure = 2 x Precision * Recalll /Precision + Recall (16)

TPR and FPR True Positive Rate and False Positive Rate was
calculate based on the true overall number of benign and
ransomware processes after about 10 fold of cross-
validation using different percentage split

0

rpp =1 100
P+rr |

Y

g =" 100
P+IP |

FPR __Fp 100
“rp+rpt 1

The Table 4 shows results of each performance metric
obtained af different levels of the percentage split of the
crypto-locker dataset using a fixed 10-folds cross
validation. The results obtained show the highest level of
accuracy and perfection over other detection techniques
proposed. This is an indication of superiority of a machine
learned behavioral detection techniques against crypto-

locker ransomware attacks.

SVM-GWO Performance Metrics Result

1

0.98
oo T
2 0.94

60% 65% 70% 75% 80% 85% 90% 95% 100%
Percentage Split of the Dataset

Metric Results

H0.991 m0.996 = 0.993

Figure 7. Performance Metrics of other Parameters

Performance Result Comparison

Table 5 and Figure 8 shows the comparative analysis and
comparison of the accuracy result of our proposed system
(SVM with GWO) against other related works.

Conclusion and Recommendation

Ransomware has become a significant problem fo a
growing number of individuals,
organizations and companies. The actors are beginning to
consume each other; which is a sign of adverse rivalry
among ransomware mobs. The geography statistics show
that attackers will shift 1o the previously unreached
countries, where users are not as well prepared for fighting
ransomware, and where competition among criminals is
not so high, if this eventually happens, the consequence
will be devastating.

communities,

Several detecting techniques have been proposed
ranging from a stafic-based approach which depends
heavily on the store signature in malware repository, but
could not detect unknown ransomware whose signature
are yet to be store in the malware repository. The
behavioural-based approach which monitor the system
logs and actions on the stored files in real time could not
stand the malware obfuscation techniques which result
infto generated system noise from the detection
mechanism.

Therefore, the proposed intelligent crypto-locker
ransomware detection technique using SVM classification
and GWO algorithm is a machine leamed behavioral-
based approach that has the ability to leam, frain and fit
crypto-locker applications, extract some behavioral trait to

improve the classification and prediction result.

The experiment was performed on a standard simulation
platform where GWO optimized and select the extracted
features to improve SVM classifier for better result. The test
was caried out using 10-folds cross validation with

Parameters 55% 60% 65% 70% 75% 80% 85% 90% 95% 100%
Accuracy 99.563 99.495 99.405 99.342 99.180 99.065 98.901 98.684 98.361 99.672
Precision 0.991 0.990 0.988 0.987 0.984 0.981 0.978 0.974 0.967 0.993

Recall 0.996 0.995 0.994 0.993 0.992 0.991 0.989 0.987 0.984 0.997

F -measure 0.993 0.992 0.991 0.990 0.988 0.986 0.984 0.980 0.975 0.995

SE 0.0049 0.0054 0.0063 0.0069 0.0074 0.0083 0.0199 0.0341 0.0573 0.0029

Table 4. SVM Classification On Sgandurra Crypto-locker Datasets Using Different Percentage Split On 10-folds Cross Validation
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Author System/Classifier Accuracy
Cabaj and Gregorczyk (2016) SDN-based system. 97.23%
Sgandurra and Gonzdlez (2016)  Elderan Classifier 96.34%
Ahmadian and Shahriari (2016)  2entFOX and Bayesian Classifier 93.33%
Kharraz and Arshad (2016) UNVEIL System 96.33%
Continella and Guagnelii (2016)  SheildFS System 97.70%
Shaukat and Ribeiro, (2018) GTB Algorithm Classifier 98.25%
SVM + GWO, (2018) SVM + GWO 99.18%

Table 5. Accuracy Result Comparison

Accuracy Result Comparison
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Accuracy Results Comparison with Related Works

Figure 8. Performance Metrics of other Parameters

percentage split of the dataset and obtained 99.18%
accuracy on the average. The result comparison from SVM
with  GWO algorithm has outperformed other related
detection techniques in term of accuracy.
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